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1. OnucaHume cepsepa BUAEOCBA3U U €r0 BO3SMOXXHOCTHU

1.1. 3aueM Hy>keH cepBep BUAEOKOH(EpEeHLICBA3M

TrueConf Server V — 370 nporpaMmHas nnatgopma ans sugeokoHgepeHucsasu (BKC). OHa noMoraeT
COTPYLHMKAM 06LaTbcsa U 3pPeKTUBHO paboTaTb Ha PaCCTOSIHUK, @ TAKXKe JIErKo NPOBOAUTbL BEGUHAPLI 1
yhoanéHHoe oby4yeHue.

[aHHaa MHCTPYKLMA NpefHa3HaveHa Ans agMuHuctpatopoB TrueConf Server V. A npo NnyHbI KaBUHET, CTPOKM
BbI30Ba U NMpoyKe nonesHble BeLy A abOHEHTOB 1 FOCTeN Ballero cepBepa BUAEOCBSA3M YNTalNTe B
pykoBogncTBe nonb3soBaTens TrueConf Server V.

TrueConf Server V nogfep»unsaeT paboTy B 3aKpbITbIX CETAX 1 NMO3BOSAET NOCPEACTBOM BUAEOKOHMEPEHLCBA3M
06beONHUTD B LLeSIOCTHYIO CUCTEMY KaK COTPYLAHMKOB Balleli TOKaibHOM CeTU, TaK 1 yaanéHHbIX Mofb3oBaTesen
(B ToM uncne n SIP/H.323/RTSP ycTpolicTBa):

BHYTpeHHAR CETb WHTepHet

mill
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(TrueConf Room)
Nprnomenna

r
|
|
|
TrueConf &
' , L Trecenl
| Ny L ) |
| ﬂ TR — N BT
|
|
|
|
|
|
|
|
l

Pepepaunna

YAANEHHBIE COTPYAHMKA
[npunoxceruns TrueConf)

L_"‘—@ a0

Cepeepa MoGineHsie
h " o

p

TrueConf

!
(@)
FIREWALL | FIREWALL | - LIVE

S BHelwHue Cepeunes:

| ! ((Ail F

]
] ABOHEHTBI
|

TrueConf Server

H.323/SIP BKC-TepMnHan .
(TrueConf Group) ) \

== it -

Karanoru mi P P TruaConf Cepeep TenegoHan
(Active Directory) ANA KOPNOPATHEMBIX KaNengaped (ATC)

BHEWwHHE
cepeepa
TrueConf

1

T
[ ! ol | GSM
I 1

1.2. BoaMo)xHoCTH

MepeuncrneHHble HUXe NpenmyLiecTsa TrueConf Server V kak aapa 4ns opraHnsaummn cuctemsl BKC
LOMOJIHSIOTCS BOSMOYKHOCTSIMW PaboTatoLLMX COBMECTHO C HUM peLleHNii:

TrueConf gna Windows, Linux, macOS;
TrueConf gna Android;

TrueConf gng Android TV;

TrueConf gnga i0S/iPadOS;

TrueConf Room;

TrueConf Kiosk;

TrueConf Videobar.

1.2.1. Moppep>kmuBaeMble NPOTOKOSbI U KOOEKMU

1.2.1.1. MpoTokonsbl

e CobCTBeHHbIM  NpoToKoN TpyKoHd Ha 6ase TexHomormm SVC, MCMNONb3YOLWMIACA BCEMU KITMEHTCKUMMU
MPUITOXEHNSMU.

e Habop npoTtokonos H.323: H.239 nna nokasa koHTeHTa; H.281, H.224, Q.922 onga ynpasneHus kamepoii; H.235
Lns wndpoBaHus MmegmanoTokos; H.225, H.241, H.245 — npoToKobl CMrHanm3auunu.

e Habop npotokosios SIP: BFCP gna nokasa koHTeHTa; FECC nns ynpasneHus kamepoli; SRTP ona wndposaHua
Menma noTokoB.; TLS ans 3awmnTbl NPOTOKONA CUTHANM3aL K.

e WebRTC: SRTP n DTLS ang wudposaHma Meamna noTOKOB.
e BupeosbizoBbl Mo npotokony RTSP.

e TMopneprkka QoS: DSCP, DiffServ.

e PaboTa c TpykoHd API no npotokony OAuth 2.0.
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1.2.1.2. Moppep>kuBaeMblie CTaHZAPTbI BUJEOCIKATUSA
o VP8SVC, VP8, H.264, H.264 AVC, H.264 SVC, X-H264UC, H.263, H.263+, H.263++

1.2.1.3. NoppeprkMBaeMble CTaHJAPTHI AyANOCKATUS
e Opus, G.711, G.722, G.722.1, G.722.1C, G.723, G.728, G.729A, Speex, MP3, AAC

1.2.2. Moaynu cepBepa BMAEOCBA3U U UX PYHKLMOHAN

TrueConf Server V npeactaBnsieT coboit MofynbHOE NporpaMMHoe obecrneveHre C HECKOMbKMMIN KOMIMOHEHTaMy,
KOTOpoe paboTaeT Ha onepauMoHHbIX crucTemax cemeictea Windows u Linux.

LononHuTensHo paclumpuTb Bo3MoxkHocTel BKC MoxxHO ¢ noMolbto 6ubnunoTek ang paspaboturkos (SDK).

,D,anee MOKa3aHbl OCHOBHbIE beHKLI,VIVI KaXXaoro n3 KOMNoHeHTOB.

1.2.2.1. CucTeMHblie cny»Xbbl

LaHHbI KOMMOHEHT NpefcTaBnseT coboi NporpaMMHbIl Bugeocepsep. OH yCTaHaBNMBAETCS B KayecTse
HEeCKOJIbKMX CEPBMCOB OMEPALIMOHHONM CUCTEMbI M obecneynBaeT:

o ayTeHTVIdDI/IKaLI,VIIO 1M aBTOpU3auuto a6OHeHTOB, npun 3TOM nongep>XmBaetTcd MHOXXeCTBEHHAA aBTOpM3auna —
OfHOBpeMeHHasda pa60Ta C HECKOJTbKUX KJITMEHTCKNX I'Ipl/lJ'IO)KeHVIVI nog 0OgHMM aKKayHTOM;

e MpoBefeHNe MHOTOMob30BaTEIbCKMX BULEOKOH(MEPEHLMNIA U BUAEO3BOHKOB OANH-HA-0AMH;

o XpaHeHWe UCTOPUM LelCTBUIA, MPOUCXOAALLMX Ha cepBepe (3BOHKOB, aBTOpU3aLIMiA, COObLLEeHMI YaTa U T. 4.);
e obecreyeHue cBs3n Mexay aboHeHTaMu yepes NAT 1 npokcun-cepsep;

e 06paboTKy MeananoToKoB ¢ Nomolubto TexHonorumn SVC (Scalable video coding);

® COBMECTUMOCTb BUAEOKOHMEPEHLMI CO CTOPOHHMMM NpOTOKONaMu 1 cuctemamu ( SIP/H.323, RTSP, WebRTC,
LDAP, cuctemamm DLP);

® BO3MOXXHOCTb 06beANHEeHUNS HECKONbKMX cepBepoB B cbenepauvuo ANa nognep>aHnsa CcBA3n Mexxny HUMu;

e BO3MOXXHOCTb pa3BepHyTb CUCTeMy Ha 6ase MHoxecTBa BKC-cepepoB ¢ nomoulbio peluerusa TrueConf
Enterprise.

1.2.2.2. MaHenb ynpaBneH1s agMUHUCTPaToOpa

KoMMnoHeHT npefHasHayeH oas HaCTPOLKY 1 M3MEHeHMs KOHpUrypaLmm cepeepa B MpoLecce SKCniayaTauum n
obecneymBaeT:

e yrpaBsieHne y4ETHbIMU 3aMNnCAMK NoJib3oBaTeNel U NepCcoHasibHbIMU HACTPOMKAMU AN1S HUX;
® CO34aHuWe, pefaKTUPOBaHWe 1 yaaneHue rpynn noJjib3oBaTesiell, Y3MeHeHue Npas B paMKax rpynrbl;

® XpaHeHWe [aHHbIX 06 YYETHbIX 3aMUCAX MOJIb30BaTeNel JIOKAJIbHO WMIIM UCMOJb3ysl CTOPOHHIOK CJYXKOYy,
peanusytoLuyto npotokon LDAP;

® HACTPOVKY ayTeHTUdUKaLNN B CUCTEME BULEOKOHMEpPeHLCBA3N (No nornHy/napornto; Yyepes SSO; ¢ noMoLblo
npoBaifepoB AByXdaKTopHoW ayTeHTUdUKaummn, Hanpumep AD FS, Keycloak nnn Indeed Access Manager);

e nobaeneHve ncesgoHvMa ana SIP/H.323/RTSP ycTpoicTB mMnu nosib3oBaTesis ApYroro cepsBepa C Lesbio
YMpPOLLEHNS €ro BbI30Ba;

e Co3naHue BebUHaApOB C BO3MOXXHOCTbIO FOCTEBbIX MOAKITIOUEHWI;

® MJIAHMPOBAHVE KOHMEPEHLMI C BO3MOXXHOCTBIO €XKeHeaesbHbIX MOBTOPEHWI MO ONpefenéHHbIM AHAM;
® 3aLMTY KOHEepeHLMIi OT HECAHKLMOHNPOBAHHbIX NMOAKIOYeHUN ¢ noMoLbio PIN-kona;

® HACTPOViKY perncTpaumm Ha nybanyHble KoHdepeHLumn (BebuHapbl);

® HACTPOMKy obliei packfiafku pns Bcex y4dacTHukoB, gns SIP/H.323/WebRTC nopkntoveHui, a Takxke
WHOMBUAYANIbHOMN A5 KAXKA0ro aboHEHTa Kak Npu co3haHum KOHdepeHumMn, Tak 1 HEMoCPeACTBEHHO BO BpeMs
eé npoBefeHus;

e yrnanéHHoe ynpaBlieHne KamepaMn 1 MUKPOGOHAMMN YHACTHUKOB aKTUBHOW KOHMEpeHLUMN C BO3MOXXHOCTbIO
CMeHbl YCTPOWCTB;

e [o06aBfieHVe 1 yoaneHne y4acTHUKOB B KOHdepeHLMsx "Ha neTy" NpsMo BO BpeMs UX MpoBeLeHus;

® HacTpoliKy TpaHcnsaumm koHdepeHumii: CDNvideo, Wowza Streaming Engine, Wowza Streaming Cloud,
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PykoBoACTBO afMUHKUCTpaTopa

YouTube, BKoHTakTe, Rutube v op. (TpebyeTca pacunperve TpaHcnauumn);

HaCTPOWKY PacCblIKM NPUrAALLEHNA U MHPOPMALMOHHBIX MUCEM, UCMONb3Yys BHELHWK SMTP-cepBep;

HacTpoViKy nepefaun MeguaTpaduka Mexpay Yy4acTHMKAMM KOHdepeHUuMn MuHys cepBep (TpebyeTcs
pacwupeHune UDP Multicast koHdepeHuuum);

XpaHeHne n npocMoTp 3anucen KOHdI)epeHLI,VIVI npaMo B NaHenn ynpaeBneHUa C OTO6pa)+(eHI/IEM 4aTa,
CNHXPOHN3MPOBAHHOIO C BUAEO, NX CKaYMBaHNE N yOalleHne;

XpaHeHe Ha cepBepe nepefaBaeMbix B KOHpepeHUMax pannos;
pe3epBHOE KOMMPOBaHKE U BOCCTAHOBIIEHME HACTPOEK CEpPBEPa;

6PEHJJ,VIpOBaHI/Ie rocTeBown CTpaHuMubl CcepBepa C BO3MOXHOCTbK YKa3aTb KOHTAKTHble [OaHHbIe
AOMUHUCTPATOPa,;

OorpaHu4yeHne OOCTyMa K MaHenu yrnpasieHWUs CEpPBEPOM KaK Ha YpOBHE aAMUHUCTPATUBHbIX POJSiei, Tak N C
nomoLbto unbTpa no IP;

MOHUTOPWUHI COCTOAHNA CepBepa KakK B peajllbHOM BpeMeHU, TaK N 3a B€Cb CPOK NCMOJIb30BaHNA CUCTEMDbI BKC,

npocMoTp OT4ETOB O paboTe cepsepa (MporpaMMmHble JIOTW) U BCeX AeWCTBUSX MoJib3oBaTenel (Mctopumu
3BOHKOB, COOBLLIEHNI, MOAKIIOYEHWI U T. M.) C BOSMOXHOCTbIO VX SKCMopTa B hopMaTe .csv;

oTobpakeHne MHGPOPMALMM MO WCMOSb30BAHMIO MOYTOBbLIX MArMHOB [/ CO3LAaHUA KOH(epeHUuin npu
nobasneHnmn B KaneHgapb cobbiTuii (nogneprkarbl MS Outlook, Thunderbird, P7-Oduc. OpraHatizep)

HacTpoliKy noctyna k APl cepsepa.

1.2.2.3. MaHenb ynpaBneHus agMMHUCTpaToOpa ¢ poJbto Security Admin

OTpenbHbIX aMUHUCTPATOPOB MOXHO [06aBKTb B rpynny TrueConf Server Security Admin. OHu cMoryT
npocMaTpuBaTb CBEAEHNS O paboTe cepBepa B €ro NaHenu yrnpasneHns 6e3 BO3MOXHOCTEN Mo HacTpoiKe,
KOTOpble ecTb Y agMuHucTpaTtopa TrueConf Server V.

Mpaga TrueConf Server Security Admin gatoT gocTyn K:

CBELEeHMSAM O TeKyLLeM COCTOSIHUM CepBepa;
CMWCKY aipecoB AJ1s aAMUHUCTPATUBHOIO LOCTYNa;
NCTOPUMN U3MEHEHWIN €0 HACTPOEK;

NMpOrpamMMHbIM floram o paboTe cepsepa;

MCTOPWM 3BOHKOB 1 KOHepeHLnii;

TeKYLLMM MOAKITIOUYEHUSIM K CepBepy;

NCTOPUN HaTOB.

1.2.2.4. JInuHbIN KabUHeT nonb3oBaTens

JINYHbIN KabuHeT NpefcTaBnseT coboi OTAENbHYIO BE6-CTPaHULY, LOCTYMHYHO KaXK4oMy MoJib30BaTeslo, KOTOPbIN
3apeructpuposaH B TrueConf Server V. JlnuHbili KabuHeT No3BosideT:

NpPOCMaTpMBaTb CMMCOK LOCTYMHbIX BO3SMOXHOCTEW;

paboTaTb C afpecHOW KHUTOW;

CO34aBaTb KOHMEPEHLMIN Pa3fiMYHbIX TUMOB, 3aMyCKaTb M OCTaHaBAMBaTb UX;

MPUrAaLwaTh HOBbIX YYAaCTHWKOB B MAYLLYIO KOH(EpPeHLMIo;

HacTpamBaTb PacKIaLKM Pa3fNYHbIX BULOB KaK AJif CO34aBaeMoli KOHdepeHUMI, TaK 1 A1 y)Ke nayLiei;
ynpaBiaTb yCTPONCTBAMU YHACTHUKOB;

MPOCMaTPUBaTb aHANIMTUKY MO TEKYLLMM U MPOLUEALINM KOHDEPEHUUAM;

CKauMBaTb 3aMUCcK KOHMEPEHLMIA, COXpaHEHHbIE Ha CTOPOHE CepBepa BUAEOCBA3M;

COXPaHATb LWABIOHbI KOH(EePEeHLMIA ANF UX MNOCNEAYOLLEro NCMOb30BaHNS;

pelaKkTMpoBaTb CBOW Mpodunb (ecnn Ha cepBepe McnosbayeTcs uHTerpaumsa ¢ LDAP/AD, To Bo3MOXHO byneT
TOJIbKO M3MEHUTb aBaTap).
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1.2.2.5. N'ocTeBas cTpaHuuUa

FocteBas crpaHuua TrueConf Server V aBnseTcs Be6-CTpaHULEN, C KOTOPOI MOXHO CKavaTb KIIMEHTCKUE
NPUIIOXEHWS AN NMOAKIIOYEHUs K AaHHoMy cepBepy. CCblfIKy Ha HEE MOXXHO pacrnpOCTPaHNTb CPean BCex
COTPYLHUKOB M FrOCTeN, KOTopble byAyT y4acTBOBATb B KOH(EPeHLUMsX.

Ha rocteBol cTpaHuLe Nosib3oBaTeM MOTYT:

e BOWTU B NIMYHbIN KabuHeT;

® CKayaTb KJIMEHTCKME NPUNoXKeHUs ang pasnndrbix OC;

® 3aMJaHMPOBaTb KOH(epeHUMIo (HeobxoanMa aBTopusaumns);
® MOLKIYNTLCSA K KOHdepeHuuu no eé ID;

® 03HAKOMMUTbCA C PYKOBOLCTBOM MOJSIb30BATENS;

® MPOCMOTPeTb KOHTaKTbl agMuHucTpaTopa TrueConf Server V.

1.3. Bbibop Bepcuu cepBepa

Mbi npegocTaBnsieM 6ecnnaTtHblt TrueConf Server Free, NonHOdYHKLMOHANbHYIO BEPCUIO 4151 TECTUPOBAHUS
CPOKOM Ha 3 Heflenu 1 nnaTHyto Bepcuto. CpaBHeHWe BCcex TPEX BEPCUIA [OCTYMNHO 3eck. PaccumTaTb CTOMMOCTb
NMOAXOAALLEN IMLEH3MN MOXKHO B HaLLIEM KaslbKyISTOPE LieH.

Y106bl nonyunTb nonHodyHKUMoHanbHyto Bepcuio TrueConf Server V gng TecTpoBaHus Ha 3 Hegenw,
CBSOKMTECH C HaMV JIO6bIM YA06HbIM BaM CMOCO60M.

TaknM 06pa3om, Bbl MOXKeTE MOSyHNTb PeLLeHNEe CO BCEMU HEOBXO[UMbIMU BO3MOXKHOCTSMM, UCMOJIb3YS
6ecnnaTHyto Bepcuto TrueConf Server Free, Ho ¢ He6OMBLIMMUN OrpaHUYeHUAMU. DTOro byLeT LOCTaTOYHO, YTO6bI
pa3BepHyTb cuctemy BKC ans Manoro v cpefHero 61sHeca u 03HaKOMUTbCS CO BCEMU €ro NMPenMyLLeCTBaMU.

1.4. NMpeumyecrsa

Cuctema BupeokoHdepeHuceasu TrueConf Server V obnagaeT pagoM NpenMyLLecTs U YHUKANbHbIX TEXHOSTOTUIA.

1.4.1. OTHOCUTENbHO HU3KNE CUCTEMHble TpeboBaHUs

Ina yctaHosku TrueConf Server V nogonaét obbluHbIN KOMMbioTEp Ha 6a3e coBpeMeHHoro npoueccopa Intel nnu
AMD c onepauroHHo cnucTeMoii cemelicTBa Microsoft Windows Server nnu Linux. Mogpo6Hee nprMepbl TUMOBbIX
KOHMUIYypaLnin NpMBefeHbl B CliefytoLLel CTaTbe.

1.4.2. PaboTa B 3aKpbITOI ceTn

TrueConf Server V — 6e3onacHoe pelueHre, KOTOpOe NO3BOJISeT MPOBOAWTL BULEOKOHMEPEHLMN BHYTPU
KOPMOpaTMBHO (3aKpbITOM) ceTn 6e3 NOAKMIOUYEHUS K UHTEPHEeTY.

MpenMyLecTBa paboTbl B 3aKPbITON JTOKANIbHON CceTH:

® [10JIHad He3aBUCNMOCTb OT BHELIHNX ﬂpOBaVIﬂepOB N rapaHTUpOBaHHAagA 3allinTa OT HeOOCTYNMHOCTU BHELUIHUNX
CepBMCOB NO HE3aBUCALLKMX OT BaC NpUYNHaM;

® BbICOKAs CKOPOCTb paboTbl 33 CYET NIOKANIbHOW MHPACTPYKTYpPbI;

e paboTa cepBepa nof yrnpaBfieHWEM Ballero CMCTEMHOMO aAMUHUCTPaTOPa;

® He3aBMCMMOCTb MOJIb30BaTesel OT Ka4yeCcTBa MHTEPHET-COeANHEHNS;

e ObICTpOE BbISIBIIEHWNE U YCTPAHEHVE HEMOAAOK, MOSBUBLLXCS BHYTPU JTOKANbHON CeTY;

® NONOJIHUTEJIbHbI€ YPOBHW 3aLLMTbI OaHHbIX.

1.4.3. YpobHOe agMMHUCTPUpPOBaHue

Cepsep BuaeokoHdepeHuuit TrueConf Server V nmeeT psag BO3SMOXHOCTEN, yNPOLLAIOLLMX ero
aOMUHUCTPUPOBaHKe:

e COBCTBEHHbIN NPOMNpreTapHbIi MPOTOKOS, PabOTAOLWMIA C KIIMEHTCKMMU NPUNOXKEHUSMU TPYKOHM MO 0gHOMY
TCP nopry;
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e nofaepykka paboTbl B nokanbHbix ceTax U VPN nobbix KOHdUrypauuii, B TOM 4ucie vyepes CryTHUKOBbIE
KaHanbl CBA3N;

® CUHXPOHM3ALMS C KaTaJloramu nosb3oBaTesnel 1 rpynn no npotokony LDAP;

e OTCYTCTBME HEOOXOAMMOCTUN OKOHeYHbIM TepMunHanaM (MK, 6paysepam 1 MOBUIIbHBIM YCTPONCTBAM) B NMPSIMOM
IP-appece ons paboTbl;

e aBTOMAaTMYECKOE NPOoXoXaeHne bpaHamayspos n NAT;

® BO3MOXXHOCTb paboTbl Yepes KopropaTuBHble Proxy cepsepa 1 VPN-L03bl, B TOM YKcsie C KpunTorpaduei
no FOCT.

1.4.4. MNepepoBble TeXHONOrUM NepegaYvmn JAHHbIX

Cuctema TrueConf Server V ncnonbsyeT criefytolne TEXHONOMIM 4115 NMOBbILLEHWSs Ka4ecTBa U HaLEXKHOCTU
BUAEOCBS3M:

e [VHaMMYecKas perysiMpoBKa CKOPOCTU Nepenayn AaHHbIX;

e MacwTabupyemoe Bugeokoauposanue (SVC);

e MPUOPUTET NPAMOro COEAMHEHUS C UCMOSb30BaHMeM TexHonormm Hole punching;
e aBTOMaTM4YeCKOe BOCCTAaHOBJIEHME COeAMHEHNS NPY pa3pbiBax CBA3Y;

e aoanTUBHbLIN 6yd)ep 019 NpUHMMaeMbIX ayano n BMOeONOTOKOB AaHHbIX.

1.4.5. Bupeocssisb B ynbTpaBblCOKOM paspewieHumn 4K

Cuctema TrueConf Server V, B ToMm uncine n eé becnnatHas Bepcus TrueConf Server Free, nopaepr>kusaet
nepenayy BMAeo cBepxBbicokoro paspetenus UltraHD (3840x2160, 4K). Mpu 3ToM cyMMapHoe paspeLueHue
1N306parkeHns B rpynnoBoii KoHdepeHUnM MoxkeT focturatb 7680x4320 (Ultra HD 8K).

MoppobHee o BuaeossoHkax B UltraHD m cucTeMHbIx TpeboBaHUsAX K NOJIb30BATENTIbCKOMY 060pyL0BaHUNIO
yuTanTe B CTaTbAX Hallen 6asbl 3HAHUN.

1.4.6. NHCTpyMeHTbl COBMeCTHOW paboTbl

B cuctemy TrueConf Server V nHTerpupoBaH psif, MHCTPYMEHTOB 4151 COBMECTHOW paboTbi:

® y[O6HbIN TEKCTOBBIN HaT C BO3MOXKHOCTbIO Nepedayn dainos;

e [eMOHCTpaLus npeseHTauuii, poTorpaduin, uarpaMm, pucyHKoB 1 pasfvyHbIX Tabnumu;

® TPaHCNALUMS KOHTEHTa CBOero paboyero cTosa U OTAEsbHbIX OKOH BCEM YHAaCTHMKAM KOHgepeHumy;
e yrnanéHHoe yrnpasrieHvie paboynM CTONOM BPYroro y4acTHMKa KOHdepeHumy;

e cucTeMa 0bpaTHON CBSA3M OT YHAaCTHWKOB HA OCHOBE CTaTyCOB (peaKkuuii);

® BO3MOXXHOCTb 3alnncbiBaTb KOHdZ)epeHLJ,VIM.

1.4.7. TpaHcnaums KoHdepeHLMn Ha NonyAsipHble BUAEOCEPBUCDI

Bbl X0TWTe NpoBeCTV BULEOKOHMEPEHLMIO, M MPU 3TOM TPaHCIMPOBaTh eé B /IHTepHeT B pexxnmMe peasibHoro
Bpemenu? TrueConf Server V nosBonseT opraHn30BaTb 3TO NpW MOMOLLM BCTPOEHHOIO LWito3a RTSP. Mpu aTom
MMeeTCst NOAAEPIKKA C/IeAYOLLMX NOMYJSSPHbIX CEPBUCOB:

e YouTube
CDNVideo
¢ \Wowza

e VK Bupgeo
e Rutube

e OK (OgHoKnaccHuKM)

Tak>Ke Bbl MOXKeTe BPYYHYI HacTPOUTb TPAHC/ISALMIO Ha APYroi BUAeOoCepBUC, HanpuMep, B Telegram.

1.4.8. YnpaBneHue packyiagKkaMu U yCTPOUCTBaMU YHACTHUKOB

Monb3oBaTensam TrueConf Server V npenoctaBnsitoTcs yoobHbIe U MPOCTble MeXaHW3Mbl HACTPOWMKM PacKIafoK 1
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YCTPOWCTB:

6onbluoi Bbl60p npenycrtaHOBNEHHbLIX TUMNOB pacKsiafdokK, B TOM 4yucne ¢ OgHMM M OBYMA NPUOPUTETHbIMU
B/OEOOKHaMK;

3afaHune oTaenbHoM packnagku ans SIP/H.323 yctporicte 1 WebRTC;
HacTpoliKa MHAMBUAYANIbHOM PACKIaLKM AN KAaXKA0ro y4acTHUKA;
M3MeHeHne CBOeW packiafiku BULAEOOKOH BO BpeMs KOHepeHLny;

LN Bflafefibla KoOHgepeHuM 1 onepaTopoB — rubkoe yrpasrieHne packnagkamu “Ha nety” Bo Bpems eé
npoBefeHus;

yrpasrieHve YyCTPOMCTBaMMN YH4AaCTHUKOB, B TOM Uncnie u PTZ-kamepamu.

1.5. NMonesHble MaTepuanbl

[ns aiMUHUCTPATOPOB M MoMb30BaTesIe NPOAYKTOB TPYKOHE Mbl MpefoCTaBNseM psif, MOJe3HbIX CCbITOK Ha
HalUWM MaTepuarnbl 1 coobLLecTBa:

basa 3HaHWIA C NosIe3HbIMU CTaTbAMM

O6yyatoLumii nopTan

Hauyano paboTbl ¢ KIVEHTCKUM MpUIoXeHreM TPyKOH( — KpaTKMe MHCTPYKUMM 0N HOBUYKOB, KOTOPbLIM
CNOXXHO pa30obpaTbhCs B Hallel cucTeMe BUAeOoCBa3M "c Hyna".

OduumanbHbiin Telegram-KaHan ¢ HOBOCTSIMU O NMPOLYKTaX KOMMaHUK

Telegram-coobLlecTBoO afMMHUCTPATOPOB 1 MoJfib30BaTenell TPyKOoHd — 3[1eCb Bbl MOXETe HalTU OTBETbl Ha
4acTo BO3HMKatoLMe BOMPOChl U pa3obpaTbCs B BULEOCBA3U C MOMOLLbIO OPYrMX YYaCTHWKOB, B TOM 4ucie
npencTaBuTenelt KOMNaHUN.

YouTube-kaHan c Bugeoob3opamu n BebrHapamu

Rutube-kaHan c Bugeoob3opamu n BebuHapamu

CoobuiectBo Bo BKoHTakTe
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2. Tunbl nonb3oBaTeneun

TrueConf Server V nonfepykvBaeT rmbkoe pasgeneHue posneii nosnb3oBaTenel U alMMHUCTPaTOPOB, KOTOpble
paboTatoT ¢ Hawwel cuctemon BKC. Huyke Mbl pacckarkeM BaM, Kakve BO3MOXXHOCTU NPefoCcTaBnsaeT Kaxaas 13
HUX.

2.1. MNonb3oBaTenbCcKue ponu
Bce nogkntoueHHble k TrueConf Server V nonb3oBaTeny LenaTcsa Ha crnefylolume KaTeropum:

e lMonb3oBaTenb — y4éTHadA 3anucb, 3apeructpuposarHas Ha TrueConf Server V. Kaxablii nofib3oBaTenb MOXXeT
aBTOPU30BATbCS HYepes CBOK YHETHYIO 3aMnmch JI06bIM 13 CieaytoLL X crnocoboB:

o B KJMeHTCcKoM npunoxkeHun (ons Windows/macOS/Linux, ona Android, ona i0S/iPadOS, u gaxke ang Android
TV);

o B JINYHOM KabuHeTe;
o Ha TepmuHanax TrueConf Group unu TrueConf Videobar;
o BnporpamMmHoM TepmuHane TrueConf Room;

o ¢ nomowpto SIP/H.323 ycTpolicTB, KOTOpble MOLAEPXKMUBAOT pYHKUMUIO perncTpaummn Ha Gatekeeper nnn
ATC, Hanpumep, cnukepdoHa Phoenix Spider unun TepmmnHana Polycom HDX.

Ecnu nonb3oBaTenb 3aperMcTpMpoBaH Ha cepBepe, HO He aBTOPU30BasICs, TO OH He ByAeT yunTbIBaTbCs Npu
NnoLCYETe OHMANH-NoNb30BaTeNel, OrpaHUYeHNe Ha YNCIIO KOTOPbIX 3a4aETCs B NINLEH3MUN.

TonbKo aBTOPM30BaHHbIE B KITMEHTCKUX NMPUISTOXXEHUSX UITU CBOMX NTIMYHBIX KabHeTax noJjib30BaTenn MoryT
OpraHM30BbIBaTb KOH(EpPeHLMN.

e locTb — nonb3oBaTenb, y4yacTBylOWMIA B BuAeoKoHdpepeHuun TpykoHd 6e3 aBTopmsaumu. Y4yactve B
KOH(epeHLMN B Ka4ecTBe rocTs BO3MOXHO TOJbKO B NMy6SINMYHON KOHgepeHUMM (BebrHape) c MoMoLLblo BXoaa
B HEé Mo CCbifIke MW Mocse npeaBapuUTeNbHOM perncTpaumun. Ong roctsa B KOH(epeHUMM TakKe LOCTYMHbI
pOJI BeAyLLEero 1 [OKNaA4MKa, MoAPO6HO 0 KOTOPbIX CKa3aHo Aanee.

Mpu co3paHnm Ny6MYHON KOHPEPEHLMM MOXKHO OFpaHUYNTbL NMpaBa rocTeil, 3anpeTuB UM OTMPaBKY COOBLLEHWH,
ayamo v B1aeo.

e SIP, H.323 n RTSP ycTpoiicTBa — yyacTsytoLLme B KoHdpepeHunn SIP/H.323 TepMuHansl (KoTopblie npu 3TOM He
3aperucTpMpoBaHbl Ha cepBepe), a Takxke RTSP-noToku (HanpuMmep, onga BbiBofa nsobpaxeHus c IP-kamep).

MonpobHee o TOM, Kak NuueH3snpyeTca nogktoveHne k TrueConf Server V nonb3oBaTenei KaXkgoro Tmna,
unTanTe B pasgene "JluueHsunposaHue TrueConf Server V".

2.2. UpeHTudmKaTOop NnonbsosaTens

Karkabiih nonb3oBaTesib cepsepa Buaeocssasun TrueConf Server V (a Takke oHnaliH-cepeuca TrueConf Online)
obasaTenbHo obnagaet TrueConf ID.

TrueConf ID — 3T0 yHMKaNbHbIN NAEHTUDUKATOP NoJib30BaTeNs TPYKOHMD, KOTOPbIV MCNONb3yeTcs ANs
aBTOPM3aLMN B KIIMEHTCKUX NMPUITOXEHUSIX, @ TaKXe 415 afpecalv BULEO3BOHKOB U KOH(epeHL M.

TrueConf ID, kak npaBuno, UMeeT BUL <user_id>@<server> .3pecb: <user_id> — uMs nonb3osaTens,
YKa3aHHOe Npu perncTpauun; <server> — 1UMs cepBepa TpyKoHd.

Mpumepsbr:
MNMonb3oBaTenib george obnayHoro cepsuca TrueConf Online:
george@trueconf.com
MNonb3oBaTenb Cc UMeHeM maria Ha koprnopatveHoM TrueConf Server V c umeHeM server.company.com :

maria@server.company.com

HecMoTpa Ha ncnonb3sosaHue cumsona @ , TrueConf ID He ABnseTca agpecoM 3/1eKTPOHHOMN MOYThI.
Ecnv otnpaeutb nncbmo Ha TrueConf ID nosib3oBaTens, oOHO eMy He LOMAET.
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2.3. Ponu yyacTHMKOB KOHdepeHuUn

Bo Bpems npoBepeHnsi MeponpusTUs BCe ero YH4acTHUKM NMPUHUMAOT OAHY U3 ClIeflyoLLMX pone:

Bnagenew KoHgepeHUUU — TOT KTO € co3aas v MMeeT MOJIHbIV JOCTYN K YNpaBlieHuIo eto;

BenyLl.Wlﬁ — Ha3Ha4YaeTcda BlajesibueM unnam Opyrum Befyuim M MOXXeT TO XXe 4YTO U BJlajenel, Kpome
CKauMBaHWa 3anncen n 0OCTYyNa K aHAJITUKE;

onepaTop — COCTOUT B CreLnanbHOl rpynne onepaTopos, CO34aHHOM agMuHUCcTpaTopoM Ha TrueConf Server
V, nonyyaeT npasa BefyLLero B 110601 KOHdepeHLMN K KOTOPO MoAKIIoYaeTcs;

JOKIag4MK — 060 YYaCTHUK, KOTOPOro BCe BUAAT U CiblWaT (HaxoauTca Ha TpubyHe);

nepeBoAYUK — 0Ccob6asi posib yHaCTHMKA B KOH(EPEHLNN C PEXNMOM CMHXponepeBoaa. He oTobpaxkaeTcs B
packnajKe BUOEOOKOH, eAMHCTBEHHAs poJib B KOH(EpPEHLMM COCTOUT B NEpPEeBOSie BbICTYMNJIEHUA fOKNaA4YMKOB
Ha BblbpaHHble A3blkK. [MogpPOBHOCTM MO CChinKaM: co3faHre KOHMepeHLUn ¢ CUHXpornepeBoaoM, paboTa c
CMHXPOMEPEBOIOM B KIIMEHTCKOM MPUIOMXKEHUN.

MoopobHee 0 KaXKAoM U3 ponelt Y4aCTHUKOB KOH(epeHLUMM YNTANTe B [OKYMEHTaLMM KIIMEHTCKOrO NMpUIIoXeHus
TrueConf gna Windows, Linux, macOS.

2.4. ABMUHUCTpPATUBHDbIE POSU

B TrueConf Server V umeeTca gBa TMna agMMHUCTPATOPOB B COOTBETCTBUM C FpynnaMu nosb3oBaTesiei, KoTopble
aBToMaTuyeckn gobasnatoTcsa B OC npu ycTaHOBKe cepBepa:

TrueConf Server Admin — vMeeT nonHbI focTyn K naHenu ynpasneHus TrueConf Server V 1 MoxkeT MeHATb
ntobble HaCTPOIiKK cepBepa.

TrueConf Server Security Admin — uMeeT p[oCcTyn TONMIbKO K TMPOCMOTPY OTYETOB U 3anucen
BupeokoHdepeHunit. TrueConf Server Security Admin He MOXXeT U3MeHATb HAaCTPOKM B NaHeNu ynpasneHns
TrueConf Server V.

MonpobHee 06 ynpasneHun 4OCTYNOM K naHenu ynpasneHus TrueConf Server V pacckasaHo fanee B pasgerne o
HayasIbHOM HaCTpoWiKe.
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3. ®opMaTbl BUAEOCBA3MU

TrueConf Server V nognep>XmMBaeT pasindHble peXXMMbl BUAEOCBA3M, KOTOPbIE Bbl MOXXeTe MCMNONb30BaTb B
3aBNCNMOCTUN OT TeKyu.l,elZ 6u3Hec-3agaun.

3.1. Y710 Takoe BUAe03BOHOK

Bnaeo3sBOHOK — 3TO peXXUM BULEOCBA3N C yHacTMeM OBYX abOHEHTOB, KOTOPble BUASAT U CAbILWAT APYr gpyra
OOHOBPEMEHHO.

Anexceii Kosanes

B TpykoHd Bo BpeMsi BUAEO3BOHKA JOCTYMHbI LOMOJHUTENIbHbIE OMNUMK: YaT, 0bMeH dainamMu, [eMOHCTpaLMs
KOHTeHTa (HanpuMep, paboyero cTona UM NpeseHTaummn) n Apyrue UHCTPYMEHTbl COBMECTHOW paboThbl.

MNMoppobHee 0 BULEO3BOHKAX YMTANTE Ha HalleM canTe. TakyKe creflyeT 03HAKOMUTBCS C CUCTEMHBIMMU
TpeboBaHVAMN U MAaTEpUASIaMnN O TOM KaK COBEPLUATb BUAEO3BOHKM B KIIMEHTCKUX MPUITOXKEHUSX OS5 Pa3SINYHbIX
OC: Windows / Linux / macOS, Android, Android TV, iOS / iPadOS.

3.2. Y10 Takoe BuaeokoHdepeHuus. Tunbl BUpeoKoHdepeHLUi

BupeokoHdepeHL s — ceaHC BULEOCBSA3U, B KOTOPOM y4acTByeT bosiee AByX NOsfb30BaTesei.
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TrueConf Server V nossonseT NpoBOANTb BUAEOKOHMEPEHLMM TaKUX TUMOB:
o BHyTpeHHﬂﬂ — 3aLIJ,VILIJ,éHHa§| KOH(bepeHLl,l/lﬂ, OOCTynHaaA TONbKO [Jid aBTOPWM30BaAHHbIX JNOKaJlbHbIX

nofib3oBaTeneln, Ang nosb3oBaTenei apyrux cepsepos TrueConf Server V, Haxogawwmxcs B degepaummn c
CepBepoM 3aKasuuka, a Takxke cTopoHHUM SIP/H.323 u RTSP ycTpolicTBaM (TOSIbKO eciiv Takme aboHeHTbI
nonyunnu ID koHdepeHuun, Hanpumep, B email-npurnawexum).

e lMy6nuyHasa (Be6UHApP) — C BO3MOXHOCTbIO MOAKIIOYEHUS K KOHMEPEHLMN roCTeBbIX MNMosib3oBaTeneit (6e3
aBTOPM3aLMK), KOTOpasi MO3BONAET OPraHM30BbIBATb BEBUHAPbI AOCTYMHbIE AN BCEX XENatoLWMX Mo CCblfIKe
WM NpuUrnaleHnto n3 kanexHgaps. Ecnv B Balei nuueH3Mn He NOLKIIOYEHA BO3MOXHOCTb CO3LaHUS TaKUX
MeponpusaTuii (pacwmpenve My6navyHbie Be6-KoHdepeHuun), Bbi6op pexxnma bynet HegocTyneH.

Takke rpynnosble KOHdepeHLMN TPYKOHM pa3nnyatoTcs No TUMy 3anycka:

® 3anaHMpoOBaHHas — BULEOKOHMEpeHUUss C HACTPOEeHHbIMM [aTOM W BpeMeHeM e€ Hayasjla, a TaKxKe
LNTENbHOCTbIO NpoBefeHus. Bo3MOXXHO yKa3aTb NapaMeTpbl 3anyCKa KaXkayo Hefento B onpefesiéHHble JHU
(HanpvMep, NO BTOPHMKaM U NATHULAM);

® BUPTYyasbHasi KOMHaTa — KOH(MEpPeHLUMs, AN KOTOPOW He NpefyCcMOTPeHbl HAaCTPOWKM BPEMEHUW U pacrnmncaHms
aBTOMATMYeCcKoro 3anycka. B 3Ty KoHdepeHUMo y4acTHUKM MOryT MPOWM3BOSIbHO 3aXOAWTb U BbIXOAUTb B
ntoboe Bpems, ncrnonbsys eé ID, noka oHa He ypaneHa c cepsepa.

|_|0J1p06HbIe nowaroBble MHCTPYKUNN KaK MOAKNHOYNTBbCA K KOHCbEPEHLI,Ml/I ONMcaHbl B CTaTbe Hallel 6a3bl 3HaAHNI .

CospaTb rpynnoByto KoOHgepeHLuMto 060ro TMNa, a TakXKe MOCMOTPEeThb MHpOPMaLMIO 06 NayLmMX Uan
3anJlaHNPOBaAHHbIX KOHdepeHuMax agMuHucTpaTop TrueConf Server V MoxkeT yepes naHesb yrpasieHns, a
3aperncTpmMpoBaHHble MNosb30BaTeNN — C NMOMOLLbIO MJIAHMPOBLLMKA B KITUEHTCKOM MPUNOXEHUN N U3 CBOUX
JINYHbIX KABUHETOB.

CucTeMHble TpeboBaHUS K KNMeHTCKUM MK A9 pasnnyHbIX peXxMMOB BUAEOKOHMEPEHUMI BOCTYMHbI 3[eCh.

3.3. Pe>xuMbl BugeokoHdepeHUuMn
TrueConf Server V nonfnep>kvMBaeT ciefytoLLme pexxmmbl BUAEOKOHMEPEHLMIA:
e BCe Ha 3KpaHe — BCe YHACTHUKU ABASOTCS OOKIAAUMKAMK, TO €CTb BUAAT U CIbIWIAT APy ApYra;

® aBTOCENEKTOp — [LOKAaLUMKM HA3HAYATCA aBTOMATUYECKU MPU aKTUBHOCTU MUKPOMOHA MM MpuU MoKase
KOHTEHTQ;
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e ynpaBfisieMblii CENIeKTOP — AOK/IAAYMKM HA3HAYaOTCA BedyLnumu;

¢ BUAOEOYPOK — LOOKNAOYMKOM 4aBJIdeTCAa OOUH JIEKTOpP, KOTOprl7I npn 3TOM BUOUT U CNbILLNT BCeX OCTaJIbHbIX
Y4aCTHUKOB.

MoppobHee 0 NperMyLLeCTBaX KaXKA0ro U3 PEXXMMOB YATANTEe Ha HalleMm cainTe.

3.4. ID koHdepeHUUM

ID koHdepeHuuu (Conference ID, CID) - yHukanbHbIl ngeHTUdMKaTOp BugeokoHdepeHumnn Ha TrueConf Server
V, KOTOpbI €CTb Y KaXKA0ro MeponpuaTus.

Ecnv He 3aaH SIBHO, TO reHepupyeTCcs aBTOMaTUYeCKM NpY LO6aBNeHUM MEPONPUATUS U B 3TOM Clly4ae COCTOUT
13 undp. Ho ero MoxXkHo 3aaBaTh NPOM3BOJIbHO A1 KOHEpPeHLMM JTo60ro TUNa — Kak BHyTPEeHHEeN, TaK 1
nybnuyHon. Torga CID MoxkeT cofep>kaTb Undpbl, TATUHCKME BYKBbI, 3HaKN NOAYEPKMBAHNS, fLedUChI.

Lo Hauyana KoHdepeHummn ID MoXKHO 3agaTb:

e B MaHenun ynpaBfieHUs cepBepa;

® B MJIAHMPOBLLNKE KIIMEHTCKOIO NPUNOXKEHWS;
e B JIMYHOM KabuHeTe.

Takyke [OCTYNHO n3MeHeHune |ID MeponpusaTra NpaMo BO BpeMs ero NpoBefeHns Yepes MHCTPYMeHT
pacLUMpPEeHHOro yrnpaBfieHUs KOHdepeHunen.

3HaTb ID KoHdepeHL MM 4OCTAaTOUYHO YTOBbI NPUCOEAMHUTCS K Hel. B yacTHOCTK, Ha ero ocHoBe popMupyeTcs
CCbIJIKa HA CTPaHMLY KOHdepeHLn.

3.5. Y10 TaKoe KOMHaTa o)XXuaaHus

KoMHaTa oxkmpgaHua — 370 npefBapuTesibHas ovyepelb Ha MOAKIIOUeHe K MeponpuaTuto. Ecnn oHa
AKTUBMPOBAHA, TO B HEE NPU NOAKITIOYEHUM K KOH(pEpPeHLMM aBTOMAaTUYEeCKM NOMNafatoT YH4aCTHUKN U3 KaTeropuu,
YKa3aHHOW Npu co3naHumn MeponpuaTus (nogpobHee cMoTpuTe B pazfesne "Co3faHue HoBoM KoHdepeHUun").
Vcnonb3oBaHWe KOMHATbI 0OXXWAAHUSA AOCTYNHO B KOH(EpeHUUsaX JIloboro TMna 3anycka (Kak BHYTPeHHMWX, TaK 1
ny6ANYHbBIX) 1 TIO60ro pexxuma.

B KkoMHaTe oxxmnpanusa YHaCTHUK:
® He BMAOEH B CMUCKe Y4aCTHMKOB HUKOMY, KpOMe BenyLnX;

® He nojiydaeT Bnaeo n ayomo oT Apyrmx y4aCctTHMKOB KOH¢)epeHLJ,VIM M CaM He OoTnpaB/ideT B Heé cBon ayaono- um
B/NOEOMNOTOKH;

® He BMAUT CMMCKA Y4aCTHUKOB MeponpusaTUs;
e He MMeeT [oCTyna K:

© yaTy;

© penuKe v BbIXOAYy Ha TPUBYHY;

© WHCTPYMEHTaM COBMECTHOI paboTbl (3amucy, MoKasy KOHTEHTA, peakumaMm, yrpaBfieHMIO YyXXnM paboumm
CTOJIOM).

MepeHecTn y4acTHUKA U3 KOMHATbl OXKMAAHUA B KOHEPEHLMIO MOXeT toboli BeayLumii (B TOM Yncse Bragesnew).

Mocne npurnaweHns B KOHMEPEHLIMIO N3 KOMHATbI 0XKMAAHMS NOMb30BaTeslb CPasy Xe CTaHOBUTCS
MOJIHOMPABHbIM YYaCTHNUKOM MepOnpuUaTus.
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4. PacluMpeHne BO3MOXXHOCTEN

basoBbili pyHKuMoHan TrueConf Server V MoXXHO paclumpuTb 3a cHeT MCMOMb30BaHWSA pafa paclumpeHuin. MHorune
13 HUX JOCTYMHbI B 1060 Bepcum cepBepa, B TOM Ynciie 6ecniaTHOM, akTMBaLLMS XKe HEKOTOPbIX 3aBUCUT OT
YPOBHS MPUOBPETEHHOM TEXHNYECKON MOLLEPIKKMN.

4.1.SIP [ H.323 /| RTSP wntos

Bnaropaps naHHoMy paclwmpeHnuto, k TrueConf Server V Mo>kHO 6yfneT nerko nofkoyaTs:

o BKC-TepMuHanbl cTOpoHHMX npousBomuTenein n ATC, a TakKe mMosnb3oBaTenelt MnonynspHbIX 06s1auHbIX
cepsucoB Zoom, BluelJeans, Cisco Webex, LifeSize Cloud n cepsepos Skype gns 6usHeca — no npoTokosiam
SIP/H.323;

e |P-kamepbl 1 cucTeMbl BUaeoHabnogeHs — no npotokony RTSP.

BecnnatHo npepocTtaBngdeTcd BO3SMOXXHOCTb noakno4nTb 1 YCTpOVICTBO.

LLInto3 MoXkeT BbICTyNaTb B KayecTBe NpuBpaTHUKa (Gatekeeper) unu SIP-peructpatopa (ATC) ons ctopoHHero
obopynoBaHua, KOTopoe byLeT 0TObpaXaTbCs B apeCHON KHUIe KaK 06bIYHbIN NoMb30BaTeNlb TPYKOHD.

4.2. UnTerpauus c LDAP [ Active Directory

[aHHOe pacluvpeHre No3BOJIIeT HACTPOUTb CUHXPOHM3ALIMIO MHGOPMALLMK O MOMb30BATENAX MEXAY afpPecHom
kHuron TrueConf Server V u cny»x6oii katanoros LDAP Baweit opraHusauumn (Hanpumep, Active Directory).
Cnucky nonb3oBaTenen U rpynn 6yayT UMAOPTUPOBAaTbCS aBTOMAaTUYECKM, 6€3 HEO6XOAMMOCTH BPYUHYHO
aAMUHUCTPUPOBATb y4ETHbIE 3aNncK Nonb3oBaTeneln cepeepa.

[aHHoe paclumpeHmre BOCTYMNHO B Ntoboli Bepcun cepsepa, B TOM uncie B becnnatHoM TrueConf Server
Free.

Takke uHTerpauma ¢ LDAP [ Active Directory noHamobutca gna coBMmecTHoW paboTbl TrueConf Server V ¢
no4ytoBbIM cepBepoM "MoliOduc MouTa 2", 4To NO3BONUT NOJIb30BATENSIM Ballero cepeepa BULEOKOH(epeHL i
NJaHUPOBATb OHIANH-MEPONPUATUS HEMOCPEACTBEHHO NpW CO34aHUKN cobbiTua B KaneHaape MoliOduc. B Hawwe

6a3e 3HaHWI Bbl HANAETE NOAPOOHYIO MHCTPYKLNIO O HACTPOMKE TaKoM MHTerpaLmm.

4.3. Ny6nu4yHbie Be6-KoHdepeHLUN

Bnarogaps LaHHOMY paclUMpeHMIo, Bbl CMOXeTe co3aaBaTh NybnnyHbie kKoHdepeHummn Ha TrueConf Server V, k
KOTOPbIM MOFYT MOAKJIIOHATHCA KaK 3aperucTpUpoBaHHble NMoJIb30BaTeNU, TaK U FOCTU. DTa pyHKLMSA byneT
rnosiesHa, Hanpumep, Npu NpoBeaeHn BeOLHAPOB.

Kakpas nybnnuHas KoHdepeHuns MMeeT BHELLHIO BE6-CTpaHMLYy, KOTOpas COAEPIKMT MOJIHOe onncaHue
KOHepeHLMN 1 CNocob0B NOAKMOUYEHUS K Hell. Bbl Takyke MoxkeTe 106aBUTb BUIKET A1 nybnyHon
KOHepeHLMM Ha CBOW CalT.

B 6azoBoli noctaske TrueConf Server V ecTb BO3MOXHOCTb CO34aBaTh NybnnyHble KOHMEpPeHL MU, HO
OLHOBpEMeHHO nogaepyxunsaetcsa 1 rocteBoe nogkntoveHue. Eciv Tpebyetcsa yBeiMunTb UX YUCO —
O6paTVITer B OTOENI MPpOoAaXK Ang UX NOKYNKN NN aKTUBaUNKU Ha I'IpO6HbIl\/'I nepuon onnTenbHOCTbIO A0 3
Heneslb.

4.4, MNMpamMblie TpaHcnaummn

[aHHoe pacluvpeHve No3BoJigeT TPaHCIMPOBaTh BULEOKOH(pEpPeHLMM Yepes BHeLLHWe NIaThopMbl U CEPBUCHI
LOCTaBKM KOHTeHTa Takue, kak CDNvideo, YouTube, VK Bugeo nnv Wowza. [Mpu 3ToM Konu4yecTBo 3puTtesen

OrpaHMYeHO TOJIbKO BO3MOYKHOCTAAMU BbIOPAHHOIO BaMU peLLeHNs A1A TPAHCIAUMUA U MOXKET NpeBbiwaTh 1 MIH.
nofibsoBaTenen!
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[laHHOe pacluvpeHne JOCTYMNHO NPY MNOKYMKe NakeTa PacluMpeHHON UM MOJIHON TEXHNYECKON
MOLAEPXKKU.

4.5. CnHxponepeBop,

MpencTaBbTe, YTO NPOBOANTCS MEXKAYHAPOLHAsH KOHMEPEHLUMS 1 LOMKHbBI BbICTYNaTb LOKMAAYMKN HA HECKOJTBKMX
s13blKax. B TakoM cny4ae NoHafobUTCS NepeBoANTb BbICTYMNIIEHWUS, HTOObI X MOFIN NMOHMMATb OCTaJIbHble
YYaCTHMKW. DTa 3a[ia4a JIerko peLuaeTcs ¢ NoMoLLbio pactunpeHuns CMHxponepeBop;: NpocTo BbibepuTe
CUHXPOHUCTOB, KOTOPbIe ByAyT Ha NIeTy NePeBOANTb BCE BbICTYMJIEHNS HA HYXKHble S3biKKW. Y BalLei
BUAEOKOHMEPEHLMM NOABUTCS CMUCOK ayLMOLOPOXEK C PAa3HbIMU A3bIKaMUN 1 KAXKAbI YH4aCTHUK CMOXET BbI6paTh
B KJIMEHTCKOM MPUOXKEHUN UNn B Bpay3epe KaKyto JOPOXKKY eMy CiyLlaTh.

Ecnu ona MeponpusTus ¢ cMHXponepeBofoM byeT akT1BMPOBAHaA 3aMnncb Ha CTOPOHE cepBepa, To byAeT co3faHo
HECKOJIbKO ayAMOLOPOXKEK: 06LLast [OPOXKKA M OTAEbHAS 4151 KAXKAOrO SI3blKa Ha KOTOPble Bbla HACTPOeH
nepeBoA.

[aHHoe paclumpeHme LOCTYMHO MO 3anpocy, NPOCTO CBSHKUTECH C HaMU JII06bIM YA06HbLIM criocoboM ans
YTOYHEHUS YCIOBUI €ro aKTUBaLUK.

4.6. Pepepaums

YT06bl MMETb BO3MOXKHOCTb 3BOHKOB MeX [y NMoJib30BaTeNsMN HeckonbKux cepsepoB TrueConf Server V B
pasfnyHbIX bumManax BHyTpuY Ballel CeTU, BOCNONb3yiTech paclumpeHnem Pepgepaums. Takke Bbl MOXKeTe
CBSI3aTbCs C APYrMIMU KOMMNAHUAMM, KOTOPbIE UCMOMb3YIOT CEPBEPHbIE UM 06naYHble MPOAyKTbl TPYKOHD.
depfepaunsa No3BonseT NOJSIb30BATENSAM BaLLEro cepBepa Bbi3bIBAaTb Y MPUrMaLLaTb B KOHMEepPeHLUN NobbIX
aboHeHTOB TpyKOH® 1 HaobopoT.

Ba>kHbIM NpenMyLLECTBOM TaKXKe ABSIeTCs TO, 4TO 06paboTKa MeMa-NOTOKOB OT YH4AaCTHUKOB MPOUCXOANT Ha Tex
cepBepax, rae OHV aBTOPU30BaHbl. DTO MO3BOJISET YMEHbLUWUTb TPAaUK MeXay pacnpenenéHHbIMu ceTaMu, a
TaKXXe CHU3UTb HarpysKy Ha obopypoBaHue Toro aksemnnsapa TrueConf Server V, roe cosgaHa KoHdepeHuus.

[aHHas onuua BKtoYeHa B CTaHAAPTHbIN dyHKumnoHan TrueConf Server V n ana eé aktueauumu
[OCTaTOYHO HanMuug s71t0604 NNaTHOW NNLEH3UN.

4.7. WuTerpauumsa c DLP

[aHHoe pacwmpeHmne BxoauT B cocta TrueConf Enterprise n nossosigeT nogkntounts TrueConf Server V k
cTopoHHel DLP-cucteme, nucnonbsys npotokon ICAP (RFC 3507) 7 .

DLP-cucrtema (Data Leak Prevention, npegoTBpallueHve noTepy AaHHbIX)— CreLmanu3npoBaHHoe
nporpamMmHoe obecneyeHune, NnpegHasHavyeHHoe A1 NpefoTBpalLeHns yTedek MHpopMaLnm B COOTBETCTBUM C
33[aHHbIMU MOSINTUKAMKN 6€30MacHOCTU, HanprMep, YTO6bl JaHHbIE He BbILN 33 Npefesibl KOPNopaTUBHON CETU.

C NoMoLLbto MHTErpaLmMm € TaKoW CUCTEMO KaXAoe coobLieHe (B TOM Yncne daiin) B IMYHBIX U FPYNMoBbiX
YaTax aBTOMaTU4ecKu nepeHanpasnseTcsa Ha DLP, npexxne yeM bynet oTnpaBneHo agpecaty. [anee cooblieHune
aHANIM3NPYETCS U eC/IN He YAoBeTBopsieT TpeboBaHMsAM 6€30MacHOCTY, HaCTPOeHHbIM Ha cTopoHe DLP, To ero
oTnpasKa bygeT 3abnokmposaHa. Ha ctopoHe TrueConf Server V Mo>KHO HAaCTpouTb, YBUAUT i B TAaKOM Cllydae
noJiyyaTenb yBefoMIIeHVEe O 6JIOKMPOBKE MW MPOCTO HE MOJIYYUT HUKAKOro COOBLLeHUS.

4.8. Moppeprkka SDK-npunorxeHuit

TpykoHd SDK nossongeT BaM pa3pabaTbiBaTb CO6CTBEHHbIE NMPUITOXEHUS LIS BUAEOKOHMEPEHLCBA3M Ha OCHOBE
TexHonorui TpykoHd. Takxke Bbl MOXeTe [06aBUTb B y)Ke CyLLeCTBYIOLLLEE NPUIIOXKEHME NOALEPXKKY MHTerpaLmm
¢ Hawelt BKC-cuctemori.

Mbl npennaraeM 6MbnnMoTeKkn gnsa Bcex nonynasapHbix geckTonHbix (Windows, Linux, macOS) n MobunbHbix (i0S,
Android) nnaTtdopm.
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MprMepoM NPUITIOXKEHUS, CO3AAHHOTO C Ucnonb3oBaHneM TpykoHd SDK, aenseTca nupomat TrueConf Kiosk —
nporpaMMHoe peLleHne O CUCTEM CAaMOOBCYXXNBaHUS.

Momumo SDK nofg pasnuyHble nnaTdopmbl Mbl npegnaraem TrueConf VideoSDK kak ocHOBY /19 CO34aHUsl CBOMX
peLleHuii AN1S NeperoBOpHbIX KOMHAT Jt06bIX pa3MepOoB, a TaKXKe TEPMUHANIOB caMoobcnyxunsaHus. [laHHoe
peLleHne NpefoCcTaBnseT MHTepdelic Ang y4acTusa B 3BOHKaX (BbIBOL BUAEOOKOH, yBeAOMIEHWI 1 Np.) 1 Beb-
naHesb yrnpaBneHus Ofs U3MeHEeHNs HAacTpoeK. A AN MOLEepPUPOBAHMSA XOAa 3BOHKA NpeaaraeTcs o6LLVpHbIN
cnuncok APl KoMaH[, KOTOpble MOXKHO MCMOJIb30BaTb U3 N060ro NporpaMMHOro Koaa.

4.9. Ucnonb3oBaHue UDP Multicast

UDP Multicast (User Datagram Protocol) — npoTokosn nepegaun faHHbIX, NPy KOTOPOM nepefava cMrHasna
ocyulecTBnseTcs Yepes Multicast-koMmyTaTop, MUHYS cepBep.

[aHHoe paclumpeHne LOCTYMHO NpW MOKYNKe MakeTa MojIHON TeXHUYECKON NMOALEPKKN.

Bo BpeMa cTaHOapTHOW rpynnoBoii BUaeoKoHdepeHUun (6e3 npumeHeHus pexxuma UDP Multicast) nepenava
OaHHbix naet Yepes TrueConf Server V k kaxxgoMy e€ yyacTHUKY. [poxokaeHve TpadurKa AaHHbIX TaKOK
KOHepeHLMM MOXKET CUITbHO Harpy3uTb KaHas cepsepa.

TrueConf Server

e = .

Begywwia
CeTk Nepegadin gaHHeX
6e3 nofdepHKy TexXHOAOr UK
Multicast
[ BN BN )
YyacTHUK 1 YyacTHUK N
== =]
YyacTHuk 2

MNMpumeHeHne pexkuma UDP Multicast Bo BpeMsi rpynnoBoii KOHepeHUMn aeT BOSMOXKHOCTb €€ yYacTHMKaM
06MeHNBaTbCS AaHHBIMU HAaNPSAMYO LPYr C APYroM 6e3 y4acTus cepBepa, YTO CHMXKAET CeTeBYIO HarpysKy Ha Hero.
Ayano- 1 BULEONOTOKM NepepatoTcsa Tonbko BHyTpy UDP Multicast pomeHa. [laHHble goMeHbl MOTYT 6bITb
MCNoNb30BaHbl B okanbHon ceTu unmn VPN. Mo yMonuaHuio nepegada gaHHbIx no npotokony UDP Multicast
LOCTYIMHA TOJIbKO BHYTPU KOPNOPAaTUBHOM 3aKPbITOM CETU.

C akTmBMpoOBaHHol TexHonoruen UDP Multicast kofinyecTBo y4acTHUKOB KOHbepeHLn MoxkeT gocturaTte 1600
(HanpuMep, B yNpaBiSseMoOM CENEeKTOPEe C OOGHUM AOKIAAUMKOM).

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 21


https://trueconf.ru/products/kiosk.html
https://trueconf.ru/products/video-sdk.html
https://trueconf.ru/docs/videosdk/ru/introduction/common
https://trueconf.ru/support/premium-support.html#support-plans

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

TrueConf Server
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Cnegyet ydecTb, 4to B UDP Multicast pexxvMe He noAnep unBatoTCs: 3anncb KOHMEPEHLIMA,
nonkntodeHns no SIP/H.323/RTSP, WebRTC-koHdepeHuMM B bpay3epe 1 TPaHCNSLUN Ha BHeLLHWe
CepBUCHI.

4.10. TrueConf Directory

[aHHoe pacluvpeHve No3BoamnT aboHeHTaM Baluero TrueConf Server V ocyllecTBnsaTb NoMCcK nonb3oBaTtesnen /
rPynmn Ha BCeX CUHXPOHM3MPOBAHHbIX C HUM cepBepax TPYKoH® v [06aBNATb UX B alPEeCHYI0 KHUTY. Taknum
06pasoM, BaLlLM NOJIb30BaATENN NOSYYaT eAMHYI0 aPECHYI0 KHUTY, BOCTYMHYIO B KITMEHTCKIX NMPUITOXEHUSIX.

TrueConf Directory BxoauT B coctaB TrueConf Enterprise.

4.11. TrueConf License Manager

[aHHoe paclmpeHune BxoguT B cocTaB TrueConf Enterprise n npegHasHaveHo ons 6anaHCcMpoBKMY nyna
JIMLEeH3ui, ncnonbsyembix rpynnoit TrueConf Server V.

4.12. TrueConf Border Controller

TrueConf Border Controller (norpaHuyHbIi KOHTponnep) — Bxondiee B cocta TrueConf Enterprise
pacwvpeHune ona yctaHoBku B DMZ (gemMnnuTapr3oBaHHO 30He) KOPNOPaTUBHOW CeTH M 3aLLMTbl CEPBEPOB
BWAEO0CBA3M OT OMACHOro TpaduKa N3BHe.

MNMoppobHee o NpuHUMNe paboTbl M HACTPOIKE JAHHOMO PacLUMpPEHNs YNTATE B ero JOKyMeHTaluu.

4.13. TrueConf Enterprise

Mpwu pabote TrueConf Server V Ha 6onblumx npeanpuaTuax ot 500 coTpyaHMKOB BO3HNKAeT HEOBXOAUMOCTb
pa3BEpPTbIBaHNA LOMOJIHUTENbHbIX CEPBEPOB. DTO YAO6HO 419 KOMMAHWI C huiManamm, KOTopble pasHeceHbl
reorpaduyeckm.

TakuM KNneHTaM KoMmnaHusa TpykoHd npegocTaBnseT TrueConf Enterprise — pelweHue “nog kntoy” ¢ yHMKanbHOM
KOHUrypaLunei, Co3faHHoM B COOTBETCTBUM C TPe6OBaHNAMM 3aKa3ymKa.

OCcHOBHble npenmMyulecTsa:
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MonHoe pybnupoBaHue KntoyveBbix y310B obecneynBaeT 99,99% [OCTYNHOCTb BCEX KOMMOHEHTOB CUCTEMBI B
MacliTabax BCEro npeanpusaTus.

Monb3oBaTenam TrueConf Enterprise [oOCTyneH 3SKCKMAO3MBHbIA MNpPeMUanbHblil  MaKeT TexXHUYecKon
MOLAEPIXKKN.

Bo3MOXXHOCTb 6anaHCMPOBKMU Harpysku Mexkiy cepBepamu (MofkftoyeHne LOMOSHUTENbHbIX 3K3eMMNIapoB
TrueConf Server V BMecTe ¢ AMHaMUYECKOM apeH ol NMULEH3UI Ha FNaBHOM cepBepe).

BpeHavpoBaHMe KIMEHTCKUX MPUMOXKEHWI.

Y3HaTb 60siblle 1 3aKa3aTb AaHHOE pelleHne MOXXHO Ha HalleMm canTe.
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5. JlnueHsnpoBaHue cepBepa BUAEOCBSA3MU

LocTyn K BO3MOXXHOCTSIM KOPMOPATMBHOM KOMMYHWKaLUnoHHoM nnaTtdopmbl TrueConf Server V perynupyeTtcs

LBYyMs crocobamu:
1. Hanuuuem pacumnpernii.

HasBaHue

LDAP/Active Directory

SIP/H.323/RTSP w03

My6nuyHble KoHdepeHumm (BebuHapbl)

Ddepepaums

MpsiMble TpaHcnaUUK

UDP Multicast koHdepeHunn
WHTerpauuwsa c DLP

TrueConf Directory
TrueConf License Manager

TrueConf Border Controller (norpaHuyHbil
KOHTponnep)

CuHxponepeBof,

Moppep>ka SDK-npunoxeHui

Ycnosue npepgocTaBneHus
becnnaTtHo

BecnnaTHo, NoKynatoTca NMLEH3NM HA YMCTIO
NOOKTHOYEHUMN

BecnnaTHo, NoKynatTCs NULEH3UM Ha YNCIO
MOAKJIIFOYEHN M

MoKynka nobol NnaTHON NULeH3nn

MNMokynKa nakeTa paclUMpPeHHOM UM MOSTHOW TEXHNYECKOM
noanepXKu

MMokynKa nakeTa rnosiHOM TeXHNYECKOM MOAAEPIKKN
B coctase TrueConf Enterprise
B coctae TrueConf Enterprise

B coctaee TrueConf Enterprise

B coctase TrueConf Enterprise

Mokynka nto6on NnaTHoM NNLEeH3UN

MNpepocTaBnseTcs no 3anpocy

MonpobHee 06 ypoBHSAX TEXHNYECKOW NOAREPXKKN TPYKOHMD Bbl MOXKETE Y3HATb MO CChIJIKE.

. .nI/ILI,eHBVIﬂMVI Ha 4ncno I'IO,EI,KJ'HOHGHVII?I criefyrwmnx TMNoB:

Twvn nuueHsum

KTo Mo)keT ucnonbsoBatb

Bosmo)kHocTH

Bce Bo3aMOXxHOCTHU cepBepa

OHnamnH- ABTopu3oBaHHble Ha TrueConf Server V

BMOEOKOH(MEPEHLCBA3M, KPOME y4acTus B
nosib3oBaTenu nosib3oBaTenu

rPynmnoBbIX KOHMepeHLMsxX
MPO- ABTopu3oBaHHble Ha TrueConf Server V

YuacTue B rpynmnoBbix KOHepeHumax
nonbsoBaTenn nonb3oBaTenu
locTeBble MNMonb3oBaTenu, He UMetoLLME YHETHOM Yyactus B ny6nmyHbIX KOHpepeHumax
rnonb3oBaTesn 3anucu Ha TrueConf Server V (BebuHapax)

SIP/H.323/RTSP

NOAKAOYEHNS ATC, IP-kamepbl)

MopkntoyeHus no npotokonam SIP,
H.323, RTSP (TepMuHansbl, nonb3oBaTenu

YuacTue B KOHpepeHUMax No NpoToKoIaM
SIP, H.323, RTSP

Mpw 5ToM Ha Bknagke MHdopMaLms o cepBepe >UHdopMaumns oTobparxkaeTcss YACNO JOCTYMHbIX TMLEH3UIA

KaXXOoro ns nepeyvyncsyieHHbIX TMNoB.
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[na 6ecnnaTHoii Bepcun TrueConf Server Free cyluecTBytoT orpaHMYeHUs Ha YMCIO ULEH3UI KAXKLOrO
TUMNa, NOAPOBHOCTU CMOTPUTE HA CTPaHULLE JaHHOMO peLleHns.

Huyke petanbHo PaCCMOTPEHO MNUEH3NPOBAaHUNE KaXXO0ro TMna NoaKMr4YeHNd.

5.1. OHnavH-nosb3oBaTeNn

OHnaiiH-nosib3oBaTeNy — 3TO Te MOJIb30BATENM, KTO aBTOPM30BaH Mof CBOEN y4ETHOW 3aMmncbio Ha BalLeM
TrueConf Server V. OHnaiiH MueH3us npuBa3aHa K ycTpoincTsy, a He K TrueConf ID nonb3oBaTens, noToMy eciiu
OH aBTOPM30BaH 0JHOBPeMeHHO co cMapTdoHa 1 MK, To byneT 3aaeicTBOBaHO 2 OHNANH-NNLEH3NN.

Ecnn OC ycTpoiicTBa nonb3oBaTens NepeBoAUT KITMEHTCKOE MpuioXeHne TpyKoH B CALLMIA PEXKUM NN
3aBepLuaeT ero (Hanpumep, MK 6611 nepeBenéH B xaywmii pexxum), To TrueConf Server V He yunTbiBaeT Takue
NOLKJIOUYEHUS B KAYeCTBE OHJIaH-MNoNb30oBaTeneln. Hanpumep, nosib3oBaTesb, aBTOPU30BAHHbIN HA MOBUITBHOM

ycTpoiicTse 1 co cTaTycoM () (HeaaBHAS aKTUBHOCTb) He byfeT pacxofoBaTh OHMANH-NNLEH3MIO, T.K. OH MO
akTy He byfeT oHNalH XOTb U NPOLOMKAUT NoJlydaTb push-yBegomneHus.

Mpu nokynke nuueH3nn Ha Kaxkabix 2 NPO-nonb3oBaTenel npegocTaBnsaeTcs 3 OHNaH-NoNb30BaTeNs, YTObbI
rapaHTMpPOBaTb MM BO3MOXHOCTb MOLKIIOHATLCS C Pa3HbIX YCTPOMCTB K cUcTeMe. TakKe MMeeTcsl BOSMOXKHOCTb B
Nto60li MOMEHT NPUobpecTn LONONMHUTENbHbBIX OHMAKH-NoNb30BaTeNen nakeTamMu Ha 50, 100, 200, 300, 400, 500
eMHNL, MO LieHe 3HaYUTEeNbHO MeHbluen, Yem Ha MPO-nuueH3nn.

Tak1M 06pa3oM, KOHKYPEHTHbIM MPenMyLLLECTBOM BO3MOXXHOCTM OTAEbHOMO JIULEH3UPOBAHUSA OHMAlH-
nosib3oBaTeneli Ha TrueConf Server V aBnseTcsa To, 4To OHa AAéT BO3IMOXHOCTb COTPYAHUKAM KOMMAHWIA BbITb Ha
CBSI3U B MeCCeHIyKepe 1 NepuoanvecKkn CoBepLlaTh BMOEO3BOHKM. TO €CTb aBTOPM30BaHHbIM MOJIb30BaTeNAM
LOCTYIMHbI BCE€ BO3MOXHOCTU CUCTEMbI TPYKOH, KpOME yHaCcTHs B FPYMMoBbIX KOH(pepeHLMsX.

5.2. MPO-nuueH3nn 1 yyactne B KOHdepeHUnsax

OnuncaHHble B OAaHHOM pa3pene npaBnjia OTHOCATCA K 3apermMcTpmMpoOBaHHbBIM MOJIb30BaTENAM Ballero sKk3eMrnJigpa
BugeocepBepa, KOTOpblie NOAKJTHOHAKTCA C MOMOLLbHO:

o KJIMEHTCKMUX NpusioxkeHnin TpykoHd ans gecktonos (Windows, macOS, Linux);

® KJIMEHTCKMX NPUSIOXKeHN TpyKoHD AN MOBUIIbHBIX YCcTpoicTB Ha Android, iOS/iPadOS;

o KJIMEHTCKMX NpusioXkeHnin TpykoHd ana Android TV;

e nporpammHoro TepmuHana TrueConf Room;

e annapaTHoro TepMuHana TrueConf Videobar;

® MPOrpaMMHOro peLleHns Ans MHOMAToB 1 TepMUHanoB camoobcny>kmeaHua TrueConf Kiosk;

e 6paysepa (no WebRTC), To ecTb y4acTByeT B KOH(MEPEHLUMMN MO CCbISIKE B BEG-MPUNOXKEHUN (KpOMe rocTei,
KOTOpble NNLLEH3UPYIOTCS OTLESIBHO).

MPO-nonb3oBaTenu — aBTop13oBaHHble Ha BaweM TrueConf Server V nosib3oBaTenu, KOTOpble UMEIOT NPaBo
y4acTBOBaTb B IPynnoBbiX KOHbepeHLusx. lMonb3oBaTesb, aBBTOPU30BaHHbIN Ha CEpBEPE C OAHOI0 YCTPOICTBA,
3aHMMaET OfHY OHJIANH-NNLIEH3UIO 1 He ncnosib3yeT MNMPO-nnLeH3nK Lo MOMeHTa Havana y4acTus B rpynmnoBow
KOHepeHL MmN,

Yucno poctynHbix MPO-nu1LeH3nii ANs y4acTus B KOHdepeHuuax perynupyeTcs napametpom MPO-
noJsib30BaTenNu, KOTOPbI Bbl MOXKeTe yBuAeTb B naHenu yrnpasneHus TrueConf Server V — pasgen UHdopmaums o
cepBepe, BkNagka NHdopmMauus:
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& TrueConf

MaHenb ynpasnexus
WHthopmaLys o cepeepe
PRO-NMLEH3MA
HacTpoiiki

CeTb
HacTpoiiku ceT

video.example.net#vcs

WHchopmauus o cepeepe

Coctosxme

WHcpopmaymsa

Domouts (5

r O pernctpayuu
SMTP
ID cepeepa: kk123 3aperucTpupoBaH
Pepepals Octanock 167 fHei
Linto3ab! Hazsanve opraHuzayun: QoBpan KomnaHna
H.323 KoHTakTHOE nuuo: Apa CeeTnosa, ada.svet@example.com [AleH3MoHHoe CornaeHue
RTP
WebRTC roe P: p
TPaHCKOAMPOBAHNE Nayerau cepsepa loposan Nopaepxxa SDK-npunokenmii {loGagure
Beb
. COeAUHEHIE C PErMCTPALIMOHHBLIM CEPBEPOM He Tpebyetcs SIP/H.323 wnw3 BrnwueHo
HacTpoiiki A p paul peep peoyercn | | 5IPH.323wnio3
Be3onacHocTh YuéTHule 3anncy 19 LDAR/Active Directory Bumiouexo
HTTPS AKTHEHbIE KOHTDEPEHLMH 10 MyBnuursle konpepeHyBeOHaps! Brntouero
Monbsosarenu
IPRO—ncnhaoEa‘reﬂn 10 YBenmunts Tpaxcnaymw/HTerpayms ¢ YouTube Brnouexo
YUETHBIE AIMCH | —
Tpynnbi OHnaii NoNb3oBaTeny 1000 YaenmmuuTe Begepayna Brniouero
MeesaoHum H.323/SIP nogniouens 5 YeennumuT WuTerpaupn ¢ DLP. BrioueHo
AyTeHTudukauma
. locTeskle NoNL3oBaTeny 4 TrueConf Directory Brouero
LDAP / Active Directory
HacTpoiiki TexHnyeckas NoAnepHKka Bazopas Yy UDP Multicast koxthepenyyun Brnwouero
TpynnoBbie koH(epeHLH [laTa NpekpaleHA AefCTENA THLEHINN 31.01.2024 Mepegaya paiinos Bumiouexo
Koritpeperuay Mokaa pabouero cTona Buniouexo
LWabnotibl
Brnwoyexo
TpaHcAAUMU
HacTpofiki Brniouexo
API YnyuweHHan Ge30nacHocTa BrnioueHo
OAuth2

5.2.1. OcobeHHocTU ncnonbsoBaHua NPO-nuueH3nmn

AnmuHucTpaTop TrueConf Server V MoxkeT perynvpoBaTb pacrpenenieHune obuiero ymcna MNPO-nuueH3nin gByx
BUOOB: MOCTOSIHHbIE | BPpEMEHHbIE.

MocTosiHHbIE NULEH3UN BbIAAIOTCS 6€3 OrpaHUYeHuii Mo BpeMeHU NMosib30BaTeNAM M3 YKa3aHHbIX
aaMUHUCTPaTOpoM rpyrnn. OHM MOryT B 1106011 MOMEHT MOAKIIOYATLCSA K KOH(EPEHLMSAM, He 0XXmnaas
0CBOBOXKAEHUS NMLEH3MMN B 0BLLMIA MyN OT ApYroro nosb3osaTtess. PacnpefeneHe NOCTOAHHbIX INUEH3UIA
HeLOCTYMHO s 6ecnnaTHOM BepcMM cepBepa.

BpeMEHHbIe JINUEH3MW BblAatoTCA OCTaJIbHbIM MOJIb30BaTeJIAM N3 OCTaBLUMXCHA CBO60,EI,HbIX HPO-J'IVILI,EHBVIIZ Ha
obumnx npaBax cornacHo Niormnke, onucaHHom nanee.

1.

Ecnv nonb3oBaTenb, KOTOpbI He Mony4un MocTosiHHyto [MTPO-nuueH3nto, MbiTaeTcs MNOLKIYUTbCA K
rPynmnoBoi KOHMepeHUUn 1 Ha cepBepe mMmetoTcs cBobopHble MPO-nuueH3un, To OH eé aBToOMaTUYecKu
noJlyunT Kak BpeMeHHyto MPO-nuueHsuto. OHa 3akpennseTcsa 3a AaHHbIM Mofib3oBaTeNieM Ha 24 vaca. Ecnn B
TeuyeHue 3TOro BpeMeHu Mosb30BaTeslb CHOBA MOLKIIOUNTCSA K TOW YKe UNn Apyroii rpynnoBoi KoHdepeHumu,
TO OTCYET BpeMeHu HauyHETca cHavana. [loka nonb3oBaTeflb HAXOAUTCA B KOHMepeHUuUu NuLeH3us
aBTOMATMYECKM NPOASieBaeTCs.

AnmuHucTtpaTtop TrueConf Server V Mo)keT MOMeHTanbHO 0TobpaTb BpeMmeHHyto MMPO nuueHsuto y noboro
MoJIb30BaTeNIsl, HAXKAB Ha KHOMKY ¢ HanpoTWB ero nMewu (cM. onucaxmne paspena MPO-nuueH3nm naHenu

yrnpaBfieHns).

. AJJ,MMHVICTpaTOp cepBepa MOXXeT aKTUBMpPOBaTb nOn4d nosnb3oBaTenein BO3MOXHOCTb 3anpoca BpPY4YHYIO

BpeMeHHol [MPO-n1LeH31mn 3apaHee, 4O MOMeHTa (PaKTUYECKOro y4acTus B MeponpuaTun (oHa Takxke bymeT
aKTMBHa 24 yaca nocne nonyyeHus).

KosinmyecTBoO yCTPOICTB, C KOTOPbIX MOJIb30BaTesIb Y4aCTBYeT B KOH(epeHUMsaxX, He BAnsSeT Ha pacxofoBaHue
MPO-nnueH3nn, T.K. OHA 3akpenndeTcs 3a Y4ETHOW 3anucbto nosb3oBaTens (ero TrueConf ID), a He 3a
YCTPOICTBOM, Ha KOTOPOM OH aBTOpM30BaH. [103TOMy nosib3oBaTesib, aBTOPM30BAHHbIN Ha ABYX YCTPOMCTBAX
OLHOBPEMEHHO M BOLLeALNIA C HUX B ABE pa3Hble KOH(epeHuMu, 3aliMET [iBe OHalH-nnueH3un n ogHy MPO.

Korpga uucno ceobogHbix MPO-nuueH3nin Ha cepBepe cTaHeT paBHbiM O, TO MpW MOMbITKE MOJIb30OBaTeNs
MOAKIOUYNTBCS K FPYNNoBOM KOHEepeHLUMM NPOBepPSeTCs ero CTaTyc:

o ecniv oH obnagaeT nocTosaHHON MPO-nMLeH3Mel, TO CMOXKeT y4acTBOBaTb B KOHdepeHUuY;

o ecnn OH paHee nosyuun BpemeHHy [MMPO-nuueHsuio n oHa ewé peirctByeT (cM. n. 1), To cMoxeT
Yy4acTBOBATb B KOHpepeHLMY;
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© B OCTasIbHbIX CJIy4asX OH He CMOXKET NMPMHATb y4acTue B KoHdepeHuun. MNpu 3TOM yyacTne nonb3oBaTens B
3BOHKax TOYKA-TOYKa, NepenmncKa B 4aTax U Apyrme BO3MOXHOCTU He OrPaHNYMBALOTCS.

5. MNepepacnpepenerue noctosiHHbIX [MPO-nMLEH3MIN NPONCXOANT CPasy XKe Nocse pyYHoOW nepesarpysKku
TrueConf Server V unu aBToMaTuyecku kaxkable 24 yaca (0TCHET MAET OT NOC/efHEro 3anycka OCHOBHOW CIy>K6bl
cepBepa):

5.1. ecnv nyna cBoboAHbIX IMLEH3UIN He XBaTaeT ANs Fpynbl MOCTOSHHBIX, OHW 3abUpatoTCs y Nonb3oBaTesen ¢
BPeMeHHbIMW HauMHas C TeX, Y KOro 0CTasloCb MeHbllie BCero BpeMeHu feincTemsa BpeMeHHol MNPO-nnueHsuuy;

5.2. ecnv nosb3oBaTesnb No UTOrYy pacnpefeneHuns yoanéH U3 rpynnbl ¢ MOCTOSHHbIMU JIMLEH3USMU, eMYy
BblgaéTca BpeMeHHas MNPO-nuueHsna (Mpy Hanuumm cBoboHbIX). [aHHbINM Wwar nponssogmTcsa nocse n. 5.7;

5.3. ecnn nmetoTca 3anyweHHble KOHCIDEPEHLI,VIVI, TO U3 HUX NCKJTHOYAOTCA TOJIbKO T€ YH4aCTHUKN, Y KOTOPbIX
OTO6paHbI NNUEH3NN NO NTOIY aBTOMATUYECKOIo obHoBREeHNs B cooTBeTCTBMM C nn. 5.1. n 5.2.

ABTOMaTU4YeCcKoe nepepacnpenesneHie NpoM3BOAUTCS, YHTOObI HE MPUXOAMIOCH NEPUOANYECKM Nepe3anycKkaTb
TrueConf Server V Bpy4Hyto nocne n3MeHeHWs coCTaBa rpynn nosb3oBaTeseil, 32 KOTOPbIMU 3aKpernsieHbl
noctosiHHble MPO-nuueH3nn. Takyke Npy aBTOMaTUYECKOM MepepacnpenenieHNn He paspbiBatoTCsl aKTUBHbIE
CeaHCbl CBA3U, YTO NPOM30LLIIO bbl MPU PyYHOM Mepe3anycke cepaepa.

MNocMoTpeTb BpeMs fencTBus BpeMeHHbIx NMPO-nnueH3nin 1 pacnpenennTb NOCTOSHHbIE aAMUHUCTPATOP
TrueConf Server V MmoxxeT B pa3sgene MPO-nuueH3um naHenu ynpasneHus.

5.2.2. Ucnonb3oBaHue MPO-nuueH3n npu dhepepaumm

Ecnu B KoHepeHummn Ha Bawem TrueConf Server V y4acTBytoT BHeLIHME abOHEHTbI, MOAKIIOYEHHbIE Yepes
denepauyio, To oHN He pacxomytoT MNPO-nnueH3Mm Ballero cepeepa.

W HaobopoT, ecniv BalLv Nonb30BaTeNM YHaCTBYIOT B KOH(bEpEeHLUSX Ha pyroM cepBepe no defepauumu, To
pacxomytoT Tonbko Bawwm [MPO-nuueH3nn.

5.2.3. NMpumepbl yuéTta MPO-nuueHsnit

Lna nyywero NOHMMaHUS PacCMOTPUM psiL NMPUMEpPOB.

Mpumep 1

1. Ha cepsepe ectb 10 [MPO-nunueH3uii.

MocTosiHHbIE IMLEH3UN He BblAaHbl. TaknM obpasom, noctynHo 10 ceob6ogHbIx MPO-nunueH3ni.

Bcero Ha cepBepe aBTOpM30BaHO 4 pasHbiX MOSb30BaTENs, KaXKAbl1 aBTOPM30BaH C OQHOIO YCTPOMUCTBA.

OpvH nonb3oBaTesb (419 NpUMepa ero fOrMH User) y4acTBYeT B OGHOW rpynmnoBo KOHdepeHLnun.

vk W

B naHenu  ynpaeneHus TrueConf Server V oTobpaxkaeTcd, 4To wuspacxogoBaHbl 1 [MPO-nuueH3ua
(nonb3oBaTenem user) n 4 NMLEH3UN HA OHNAH-NOMNb30BaTE e,

6. MPO-nnLeH31s 0cBOBOAMTCS NOMb30BaTENEM UsercrycTs 24 Yaca nocsie OKOHYaHUS Y4acTus B KOHepeHLnu.
Mpumep 2

1. Ha cepsepe ectb 10 [MPO-nunueH3uii.

MocTosiHHbIe NULEeH3UN BblgaHbl rpynne /7, B KOTOpon 3 nosb3oBaTens.

Bcero Ha cepBepe aBTOp130BaHO 2 pa3HbIX MOJIb30BaTesl, KOTOpble He oTHocATca K rpynne /T.

OfuH nonb3oBaTesb U3 M.2 y4acTBYeT B KOHepeHLn.

ok W

B naHenu ynpasnenus TrueConf Server V aiMUHUCTpaToOp BUAWT, 4TO M3pacxofoBaHbl: 4 MPO-nuueHsnm 1 2
NVLEH3UN  Ha  OHNaWH-Mosib3oBaTenei. TaK MpPOUCXOAUT  MOTOMY, UTO TMOCTOSIHHblE  JIMLEH3UK
3ape3epBUpOBaHbl Bcerga (BblgaHbl TPEM mnonb3oBaTensaMm w3 rpynnbl /T), n ewé ofHa BpeMeHHas Bbl4aHa
paKTMYECKOMY YHACTHUKY KOHepeHLMn 13 n.3.

6. MNpv 3TOM OCTasbHbIM MOJIb30BATENIAM CepBepa OCTanocb [OCTyNHO 6 cBoboaHbIx MMPO-nuueH3niA, KoTopble
6yayT BblAAaBaTbCA aBTOMATMYECKM KaK BbIfIo OM1CcaHo BblLe.

Mpumep 3
1. Ha cepsepe ectb 10 MPO-nunueH3nii.
2. TloCTOSIHHbIE NULLeH3MM He BblaaHbl. TakMM obpasoM, focTynHo 10 cBobogHbIx [MPO-nnueH3ni.

3. Bcero Ha cepBepe aBTOpPU3OBaAHO 4 Pa3HbIX MOJib30OBaTeN4, 3 U3 HuX ABTOPU30BaHbI KaXKIblA C ogHOro
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YyCTPOMCTBA.

4. OpvH nonb3oBaTenb (4719 NpUMepa ero JIOTWH uUser) aBTOPM30BaH C 2 pasHbiX YCTPOMCTB M y4acTBYeT C HUX B 2
rPynMnoBbIX KOHEPEHLMSIX.

5. B nadvenu  ynpaeneHus TrueConf Server V oTobpaxkaeTcq, 4To u3pacxogoBaHbl: 1 TMPO-nunueHsus
(nonb3oBaTenem user, bnarogapsa npasuny npmeasku MPO-nuueH3mm kK TrueConf ID a He K ycTpoicTBam) n 5
NMLEH3UI Ha OHMalH-nosib3oBaTeneir (2 nosb3oBaTenem user, N 3 OCTallbHbIMY ABTOPU30BAHHbLIMYU
noJsib3oBaTensMu 13 n.3.).

6. MPO-nuueH3Ma ocBoboaMTCa Nonb3oBaTeNieM user cnycTa 24 yaca nocne OKOHYaHMS y4acTUsi B MocCnenHen
KOHepeHLUn B JII060M 13 MPUTONKEHWNIA.

5.3.SIP/H.323/RTSP noaknto4veHus

KonnyecTBo y4aCcTHUKOB, KOTOPbIE MOMYT MOAK/OYUTHCS K BalLMM KOH(EPEHLMAM Mo NPOTOKOo1aM
SIP/H.323/RTSP, perynupyetcs nuueH3nen Ha NOLKIIIOHEeHUs Yepe3 BCTPOEHHbIN wWito3. [lns 6ecnnaTHon Bepcum
TrueConf Server Free npegoctaBnsetca 1 nogkntoveHve yepes SIP/H.323/RTSP wiitos.

MopkntoyeHus no npotokonaM SIP/H.323/RTSP He 3agencTaytoT MPO-nuueH3un. MNMpu aBTopur3aumm Ha cepsepe
TepMUHana nof y4éTHOM 3anncbio AOMOJIHUTENbHO 3aAeliCTByeTCa oHNaH-nnueH3us. SIP/H.323/RTSP
YCTpONCTBa Bcerga ob6nafatoT NpaBoM NOAKIHOYEHUS K KOHepeHLUaM.

Mpumep 1
1. Ha cepsepe ecTb 150 oHnarH-nuueHsnin, 100 MPO-nuueH3uii n 5 SIP/H.323/RTSP nuueH3uii.

2. Monb3oBaTenb cepBepa npuraacun B KoHdepeHumto 2 SIP-TepMuHana (HM O4MH M3 HWX He aBTOPM30BaH Ha
TrueConf Server V) 1 1 kamepy HabntogeHus no npoTokony RTSP.

3. B navenu ynpasnenus TrueConf Server V agMUHUCTPATOp YBUOMT, YTO 3aHATbl 1 oHNalH-nmueHsns, 1 MNPO-
nunueHsus, 3 SIP/H.323/RTSP nuueH3uun.

Mpumep 2
1. Ha cepsepe ecTb 150 oHnariH-nuueHsnit, 100 MPO-nunueHsuii n 5 SIP/H.323/RTSP nuueH3uii.

2. MNonb3oBaTenb cepBepa Npurnacuil B KoHgepeHuuto 2 SIP-TepMuHana, ognH 13 HUX aBTopusosaH Ha TrueConf
Server V.

3. B naHenu ynpasnexus TrueConf Server V agMUHUCTpATOP YBUAMT, YTO 3aHATbI 2 OHNaliH-nMueH3un, 1 MPO-
nunueHsug, 2 SIP/H.323/RTSP nuueHsuu.

5.4.ocTeBble NogKJlO4MeHUs

K ny6nnuHbiM koHpepeHumsaM (BebrHapam) MOryT MOAKIOYATLCS FOCTU, TO €CTb HE3APernCTPUPOBAHHbIE HA
BalleM cepBepe nosib3oBaTesiv. KonmyecTBo TakMX yHacTHUKOB perynnpyeTcs OTLebHOM NINLEeH3NeN Ha YMCo
rocteit. [lna 6ecnnatHoli Bepcun TrueConf Server Free npegoctaenseTtcs 1 rocteBoe nogkstodeHme.

locTeBble NogktoyeHWst He 3apeicTBYoT MPO-NMLEH3MM UK OHNANH-NNLLEH3UW, U BCcerna obnagatoT NpaBoM
NoLKJIoYEeHUS K KOHdepeHUusaM. Ho obpaTnTe BHMMaHWe, YTO FOCTEBOMY MOJIb30BATENIO HEJIb3s OTMPaBUTb
coobLueHue 3a npefesiaMm KoHbepeHLMN UK Bbi3biBaTb B 3BOHKE TOYKA-TOYKA.

Mpumep
1. Ha cepsepe ectb 150 oHnarH-nmueHsnin, 100 MPO-nunueH3uii n 5 rocteBbIX NULEH3UIA.
2. Monb3oBaTeNb cepBepa Npuraacun B nybanyHyro KoHdepeHunto 3 rocTen.

3. B navenu ynpasnenus TrueConf Server V agMUHUCTpATOp YBUAMT, YTO 3aHATbl 1 oHNalH-nMueHsns, 1 MNPO-
JNNLEH3Us, 3 roCTEBbIX INLEH3UMN.
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6. YcTaHoBKa 1 o6HoBneHue. CucteMHble TpeboBaHus

6.1. CucteMHble TpeboBaHMa ANnsl cepBepa BUAEOCBA3U

Mpoueccop

BosmorxkHoCTHM
TUMOBBIX
KOHMTypaLunii

BosmorxkHoCTHM
annapaTHoro
yckopeHust Ha GPU

Ha4vanbHas koHdurypaums

Intel Core i3-8100 (3.6 'T'w)
Intel Core i5-7400 (3.0 'w)
Intel Xeon E-2234 (3,6 ['Tw)
Intel Xeon W-2223 (3,6 ')

unu nobon apyron npoueccop ¢
KOJINYECTBOM NOrMYEeCKUX Saep He
MeHee 4 1 oueHkon PassMark® 6ornee
7000 6annos.

e Jlo 200 oHnaliH-nonb3oBaTenewn,
NOLKJIIOUYEHHbIX Yepe3 KIIMEeHTCKUe
npunoxeHus TpyKoH.

e 3anMucb WM BellaHue  OfHOWM
BMAEOKOHdepeHumMmn noboro Tuna.

A Taroke...

e 1 KOH(epeHUMa pexuma Bce Ha

3KpaHe ¢ 36  y4acTHMKaMWY,
NOAKOHEHHbBIMM yepes
npunoxxeHus TpyKoHd

nam

e [lo 6 KOHpepeHUMA pexunma

aBTOCEJIeKTOP WU YMpaBsieMbli
cenektop ¢ 20  yyacTHMKamuy,
NOAKOYEHHbIMU Yyepes
NpuNoXeHns TpyKoH®, U3 HUX 4 Ha

TpubyHe
nam
o 1 KOHepeHLus pexxvma

aBTOCENIeKTOP WU yrpaBisieMbli

cenektop ¢ 240 yyacTHukamu (60

WebRTC nogkntoyeHunn + 180

KITMEHTCKUX MPUNOXKEHWUI), U3 HUX

Ha TpubyHe 2 WebRTC-yuacTHUKa 1

3 yepes KIIMeHTCKME NPUNOXKEHNS
nnu

e lo 25 WebRTC y4acTHUKOB,
oTObparkaeMbIx B KOHdEpeHLMsax
ntoboro TMna

nnm

e 1o 10 SIP wvnn H.323 TepMunHanos,
oTobparkaeMbix B onHoM

KOHepeHLMM Itoboro Tuna.

PekoMeHpyeMas KoHdUrypaums

Intel Core i7-10700 (2,9 'Tu)
AMD Ryzen 72700 (3.2 Tw)
Intel Xeon E-2288G (3,7 ')
Intel Xeon W-2245 (3,9 'Tu)

nnu nobon gpyron npoueccop ¢
KOJINYECTBOM JTIOrMYeCKUX Saep He
MeHee 16 1 oueHkol PassMark® 6onee
14000 6annos.

e Jlo 1000 oHnaiH-nonb3oBaTenen,
MOLKITIOYEHHbIX Yepes3 KJIMeHTCKue
npunoxxeHuns TpyKoHdd.

e 3anucb WNM  BewaHue  ofHou
BUAEOKOHMepeHLn noboro Tuna.

e [lo 3 KOoH(epeHUMIi pexkrMa Bce Ha

SKpaHe d 36 y4acTHMKaMM,
MOAKIIOYEeHHbIMU Yyepes
npunoxxeHus TpykoHd

nm

e [lo 15 KOHepeHUMA  pexunma
aBTOCENIeKTOP WM yrNpaBsieMbll
cenektop ¢ 20  y4acTHWMKaMmM,
MOAKIIOYEHHbIMU Yyepes

npunoxxeHusa TpyKoHd, 13 HUX 4 Ha

TpubyHe
nnu
e [lo 2 KOHdepeHUMint  pexunma

aBTOCENIeKTOp WM yNpaBfsieMblin
cenektop ¢ 240 y4yacTHukamu (60
WebRTC nogkntoveHunn + 180
KIIMEHTCKUX NMPUITOXKEHWIA), U3 HUX Ha
TpubyHe 2 WebRTC-yuacTHuka u 3
yepes KJIMEeHTCKME NPUNOXKEHNS

nnu

e lo 36 WebRTC y4yacTHMKOB
oTObpa)kaeMblx B  KOHepeHumax
ntoboro Tuna

nnm

e [lo 20 SIP nnn H.323 TepmuHanos,
oTOobparkaeMbix B ofHoM

KOHepeHumMmn toboro Tuna.

MpuMepbl ApYrvX TUMOBbLIX KOHUIYpaLUn >

[ob6asneHne BuaeokapTbl ypoBHs NVIDIA Quadro P2000 yBennymBaeT KoM4eCcTBO
MHOMBUAYANbHbIX packiagok anga SIP/H.323 yuacTHukos Ha 20 wTyk, 6e3
HeobXoAMMOCTM MEHSATb OCTaJIbHOe 0bopynoBaHue
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OnepaumoHHas
cucrtema

OnepatunBHas
namMaTb

YecTkui guck

CeTb

MopThbl

IP

MNopnep>xmBaembie
rmnepsm3opbl

CoBMecTUMble
KpunTorpaduyeckme
LUO3bI

BbineneHHas nnu BupTyanbHas 64-61MTHas onepaunoHHas cucTema:

Microsoft Windows Server 2012/2016/2019/2022 (B Tom uncinie pegakumm Core) ¢
YCTAHOBJIEHHbIMU NOCAeAHUMUN BEPCUAMU OBHOBNEHMIA

Debian11/12

CentOS Stream 9

Astra LinuxSE1.6 /1.7 /1.8

AnbT Cepsep 10 (B ToM uncne pegaxums c10f1)

PEOOC7.3/8

16 Tb 32 b nBbiwe

20 'b cBobogHOro MecTa Ha gucke

Ethernet16ut/c

443 (BO3MOXHO M3MeHUTb B nNaHenu ynpaeneHusa) — HTTPS-nopT no
yMOMUaHuio, ANA nepefayu Cchay>ebHoW WHdpopMauum Mexmay CepBepoM,
KITMEHTCKUMU MPUNOXKEHUAMUN 1 Bpay3epamu.

Ecnn 3TOT nopT 3aKpbiT, MIaHUMPOBLYUK KOHGEPEHUMIH W PpacLUMPEHHOE yrpaBrieHne
KOHgbepeHLMeH N3 KNIMEHTCKOro NPUoXKeHUs paboTaTb He byayT.

4307 (BO3MOXHO W3MEHWUTb B MaHeNu ynpasneHud) — MopT Ansa obmeHa
Me[MaLaHHbIMU C KITMEHTCKUMU NMPUITOXKEHUAMMN.

MNopnpobHee >

[na KoppekTHOI paboTbl cepBepa TpebyeTcs ctaTudeckmii IP agpec

Microsoft® Hyper-V, Xen, KVM, Oracle VM VirtualBox, VMware Workstation 1 ESXi

Kpuntolpo NGate, C-Teppa LLnto3, «MHpoTeKC» ViPNet, «Kon 6esonacHocTm»
AMNKL «KOHTUHEHT»

6.2. [lpoBepKa perncTpauMoHHOro Kj4a

Mepep ycTaHoBkow TrueConf Server V ybenuTech, 4To y Bac eCTb perucrpauMoHHbii Kitod. Ona npoBepku
paboTocnocobHocTu [0 ncnonb3yiTe TECTOBbIN KItOY:

RU2BAG-T39D-84A7-D232

6.3. YcTaHOBKa cepBepa

TrueConf Server V noctaBnseTcs B BUae AUCTPUOYTUBA, B KOTOPbIA BXOLUT CEPBEPHAs YacTb U KIIMEHTCKMUE
NpuIoXeHWs ANg onepauroHHon cnctembl Windows. KnneHTckue npuno>keHns TpyKoHd Ana Apyrux

NonynapHbIX OMepaLMoOHHbIX CUCTEM LOCTYMHbl Ha Beb-caiiTe TpykoHd (Ha rocteBoli cTpanuue TrueConf Server V

MOXXHO HaTW CCbINKMK ona nx CKa‘—IVIBaHVIFl).

Mpu ycTaHoBke TrueConf Server Free 3a MmexkceTeBbIM 3KkpaHoM (firewall) anga 3aBeplieHuns perncrpaumm
HeobxoAnMO caenaTh NOPT 4310 OTKPbITbIM A5 HALLEro PerncTpaLMoHHOro cepeepa

reg.trueconf.com .

Ecnu y Bac nprobpeTeHa nnaTHasa NMLEH3MS, TO OTKPbIBATb MNOPT He 0693aTeNbHO, U Bbl CMOXKeTe
MCMoJIb30BaTb O0JIalH-perncTpaumio.

6.3.1. Kakue cny»6bl 6yayT nobasneHbl B OC nocne ycTaHOBKU

6.3.1.1. Windows

e TrueConf Server — ocHoBHas cny>kba. OTBevaeT 3a paboTy 6a30Bbix PpyHKUMIA BKC-cnucTeMbl: 3BOHKM TOYKa-
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TO4YKa, BMﬂEOKOH¢)ep6HuMM, MecCCeHO>Kep N T.4.

e TrueConf Database — cny»6a cepBepa 6a3bl gaHHbIx PostgreSQL. B 6a3e xpaHsaTcs YaTbl u florn. OT cry»6bl
TrueConf Database 3aBucut pabota TrueConf Server Manager.

e TrueConf Web Manager — oTBeuaeT 3a paboTy naHenu ynpasnexusa TrueConf Server V, rocteBoit cTpaHuupbl,
JIMYHOro KabuHeTa, MIaHMPOBLLMKA, Beb-npusioxeHus (NOAKIoYeHne K KoHdepeHuun yvepes bpaysep no
WebRTC), Takke oTBeuaeT u 3a HacTpoikum HTTPS. Ecniv gaHHas cny>kba oTk/toveHa — Bbl He CMoOXeTe
NoJiIb30BaTbCA BbllLeNnepeyncsieHHbIM PYHKLMOHANOM.

e TrueConf Server Manager — MeHemxep paboTbl ¢ peectpom Windows un dalinamm HacTpoek. Hy>keH ang
0TOBpaXkeHWs HEKOTOPbIX AaHHbIX B naHenu yrnpasneHus TrueConf Server V.

e TrueConf Bridge — cny»ba, koTopasa nosiydaet websocket-coobuieHnsa (koMaHgbl) OT Be6-NpUIOXKeHUI 1
npeobpaszoBbiBaeT Ux B NoHATHble ana TrueConf Server V TpaHcnopTHble coobLueHus.

6.3.1.2. Linux

e trueconf — ocHoBHas cny»k6a, OBWMXOK cepsepa. OTBeyaeT 3a paboTy 6a3oBbix yHKuUMI BKC-cuctembl:
3BOHKWM TOYKa-TO4YKa, BVIJJ,eOKOHCbepeHU,VII/I, MecCeHKep N 1.4.

e trueconf-db — cny>x6a 6asbl gaHHbIx PostgreSQL. B 6ase xpaHsaTcs Bce paHHble TrueConf Server V: yaTbl,
CMWCOK Nonb3oBaTenel, KoHdepeHUMiA, rpynn, nepevyeHb HaCTPOeK Be6-cepsepa T..4.

o trueconf-web — oTBeyaeT 3a paboTy naHenu ynpasneHus TrueConf Server V, rocteBoit cTpaHuLbl, JIMYHOMO
KabuHeTa, NJaHUpPOBLUMKA, Beb-npunoxxeHua (WebRTC) u 3a HacTporku HTTPS. Ecnu paHHas cnyxxba
OTKJIOYEHa — Bbl HE CMOXKETe MOJb30BaThCs BblLLENePeYnCIeHHbIM YHKLUOHANOM.

e trueconf-manager — MeHepkep paboTbl ¢ B[l 1 dalinamn HacTpoek. Hy>kHa ans oTobpakeHUs HEKOTOPbIX
LaHHbIX B NaHenu ynpasneHus TrueConf Server V.

e trueconf-php — cny>k6a oTBeuaeT 3a 06paboTKy onpeaeneHHbIX CKPUMTOB, ABNAETCA BHYTPEHHEN CUCTEMHOW
Cny>K6oM.

e trueconf-bridge — cny>k6a, koTopas nonyyaet websocket-coobiieHuns (koMaHapbl) OT BEB-MPUNOKEHUA ©
npeobpasosbiBaeT Ux B NoHATHble Ania TrueConf Server V TpaHcnopTHbie coobLeHus.

6.3.2. YctaHoBKa Ha OC cemMeicTBa Linux

Tak kak TrueConf Server V cogep>kuT cBoit Be6-cepBep, NCNOJb3yinTe BapuaHT ycTaHoBku OC 6e3
npefycTaHOBJIEHHOro Beb-cepBepa AN NPeLoTBPALLEHNSA BO3SMOXHbIX KOH(IMKTOB.

Lar1.

Mpexpe Bcero, B OC TpebyeTcst [06aBUTb MONb30BaTENS, NOL KOTOPbIM 6yeT NPOM3BOAUTHLCS YCTAaHOBKA U
KOTOpbIV ByneT MMeTb AOCTYN K NaHeNn ynpasneHnst cepBepoM. MOXHO MCMoNb30BaTb YHETHYIO 3aMuUCh,
co3paHHyto npu yctaHoeke OC.

Henb3s ncnonb3osaTthb trueconf B kauecTse nMeHu ang nonbsosatens OC! 1o ces3aHo ¢ TeM uto B OC
aBTOMATMYeCKM byaeT fobaBneH Takol NoJib30BaTeb /14 3aMyCKa OT ero UMEHM HEKOTOPbIX CIY>K6
TrueConf Server V. Ecniv Takoi nosib3oBaTeNb yyKe CyLecTByeT, TpebyeTcsa yaanuTb ero.

Kak cospaTtb nosib3osatens B OC Linux, nokasaHo Bo 2 ware nofpobHOW VMHCTPYKLMM M0 YCTAaHOBKE B
HaleMm 6nore.

LWar 2.

MepenpuTe Ha cTpanuuy https://trueconf.ru/products/server/tcs.html
Lar 3.

CkavanTe oUCTpMbYTUB ANs Ballel onepaLMoHHON CUCTEMbI:

Astra Linux SE 1.7
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https://trueconf.ru/download/server/linux/trueconf_server_astralinux_se17_x86_64.deb
AnbT CepBep 9:

https://trueconf.ru/download/server/linux/trueconf_server_basealt9_x86_64.rpm

Takke pns kaxgor 3 OC focTyneH BapuaHT YCTAaHOBKM U3 PEN0O3UTOpUs, MOAPO6HO OMMCAHHbIN B
COOTBETCTBYIOLLLEM pa3fesie CTaTby.

Lar 4.

Mpy py4HOM pa3BEPTbIBAHUN NepenanTe B KaTanor CO CKa4aHHbIM YCTaHOBOYHbIM MaKeTOM U OT UMEHM
afMMHNCTPATOPA BbINOSHUTE yKa3aHHble Jafiee KOMaHabl B 3aBncMMocTy oT Baweli OC, roe server-
installation-file — Ha3BaHwWe danna.

Ha Debian, Astra Linux:

apt install -yq ./server-installation-file.deb

Ha CentOS:

1. IOna koppektHot paboTtsl TrueConf Server V Ha CentOS TpebyeTca oTktounTb SELinux — cucteMy KoHTpons
LocTyna npoueccos K pecypcaM OC. [1ns 3Toro nog y4€THOM 3anuncbto aMUHUCTPATOPA BbIMOSIHUTE KOMaHAY:

sed -1 's/ASELINUX=.*/SELINUX=disabled/g' /etc/selinux/config

2. Takxke HeobxoauMmo nogkntounTb EPEL-penosnTopuii:

dnf install epel-release

3. TonbKo nocJsie 3Toro MoXHo yctaHoBuTb TrueConf Server V:

dnf install -y server-installation-file.rpm

Ha PEJ] OC:

dnf install -y server-installation-file.rpm

Ha Anbt CepBep:

apt-get -y update

apt-get install -y server-installation-file.rpm

Lar 5.

B npouecce ycTaHOBKM NOABUTCA MoJie 4519 BBoAa MMEH nonb3oBaTenen OC, koTopble byayT UMeTb
AAMVHUCTPATUBHbBIN LOCTYN K MAHeNM yNpaBieHns cepBepoM. YKaXKUTe UMSA CO3[aHHOI0 paHee Mnosib3oBaTens.

Lar 6.

B OC nob6aBaTcs cny>x6bbl TpyKoH, KoTopble 6blnn onncaHbl paHee. Beb-cepBep 1 MeHemyKep LOMXKHbI
3anyCcTUTbCS aBTOMATUYECKM MocCsie YCTaHOBKM.

C gpyroro KoMnbloTepa B Ballel JIOKalbHOM CeTU 3alinTe Ha CTPaHULYy yCTaHOBMIeHHOro cepsepa no IP
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koMmnbtoTepa ¢ OC Linux. YTobbl y3HaTh IP-agpec B Linux, ncnonb3yiiTe KoMaHay ip a .

[ns pocTyna K naHenu ynpaBfieHWs Mo yMONYaHuIo BbibnpaeTcs mopT 80 unu 8888 (ecnv mopT 860
HepocTyneH). Ecnn nopTel 80 v 8888 o06a HeLOCTYMHbI, TO BaM NoTpebyeTcss HAaCTPOUTb APYroii MOpT BPYUHYHO
nocse ycTaHOBKMU.

| Ecnv nopT naHenu ynpasfieHns He paseH 80 (pns nogkntodeHusa no HTTP) unn 443 (ans
noakodeHns no HTTPS), To ang oTKpbITUS NAHeNW ynpaBieHns ero Heobxo4MMO SIBHO YKa3aTb B
a[pecHol cTpoke bpay3epa nocsie 4BOETOYNA B UMEHU XOCTa (HanpuMep, http://localhost:8080 ).

Kak nonyunTb [OCTYN K NaHeNn yrpaBieHns CHapy>Xu NOKaNlbHOM ceTu (HanpuMep, Npu ycTaHOBKE Ha
06J1a4HbIN cepBep), NTOAPO6HO onycaHo B 6 Liare cTaTby 6a3bl 3HAHUN .

Tak Kak cepBep eLLé He 3aperncTpupoBaH, TO BMECTO roCTeBOIN CTPaHULLbl OTKPOeTCS CTPaHULA aBTOpM3aLmm C
npaeamu agMUHUCTpaTopa. Boligute nop y4éTHLIMU JaHHBIMK CO3LaHHOMO paHee NoJib30oBaTens 4/1s nepexona K
perucTpauuu cepeepa.

6.3.3. YctaHoBka Ha OC Windows

Ha oTkpbiBLUelica nocsie 3arnonHeHrs hopMbl CTpaHuLe nepelianTe Ha Bknagky Windows v HakMuTe KHoMKy
CkayvaTb TrueConf Server.

Cnacmbo! Yto ganblue?

Bi6epuTe Bally ONepaLMoOHHYH CUCTEMY:

Windows

Ckauvainte un yctaHoBuTe TrueConf Server ans Windows

4 Ckauate TrueConf Server 4.7.1.10050

Q BBeauTe KAtoY, UTO6bl 3aperncTpupoBaTh Ball cepeep

MUCbMO C PEMMCTPALMOHHBIM KNKHOM BBIN0 OTNPaBNSHO Ha Bawwy 3. noyTy stalker.jora@yandex.ru

CnepyWiTe HalleMy pyKOBOACTBY NO YyCTaHOBKe

BHeApeHWe 3aMMeT He 6onee 15 MWUHYT, NPOCTO CedyiTe Halled WHCTPYKLMY.

Mocne 3arpy3ku gUcTprbyTUBA 3aMyCcTUTe ero, YTobbl HaYaTb YCTAHOBKY. [1poLecc ycTaHOBKM 3aiMET MeHee
MWUHYTbI.

B npouecce ycTaHOBKM Bbl MOXKeTe yKasaTb:
e Web TCP nopT — ans noctyna K naHenu ynpasneHus no HTTP;

e TCP nopT 6a3bl 4aHHbIX — L1 LOCTYMNa K CUCTEMe OTYETOB cepBepa.
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¥eranoeka — TrueConf Server 3.0.0 —

Boibepute nopToi
HeobxoauMo 3anaTe nopT ana TrueConf Web Manager u TrueConf Database

Web TCFP nopT
TCP nopT Bazkl 5432

AaHHBIX

Hazan Qanee OTMena

MopT 6a3bl AaHHbIX LJ19 OTYETOB CEPBEPA MO YMOJYAHUIO paBeH 5444 | BbIOMpaeTcs Npu yCTaHOBKeE U NMocie
3TOro He MOXXeT BbITb M3MEHEH (KpoMe Kak NyTéM nosnHol nepeyctaHoBku TrueConf Server V). [lna naHenn
yrpaBfieHWs MO YMOJIYaHMIo BbibUpaeTcs mopT 80 wmnu 8888 (ecnunopT 80 HepocTyneH). EcnivinopTel 80

8888 06a HELOCTYMHbI, TO YKQXKWUTe ero caMmu B MpoLLecce yCTaHOBKM.

Ecnv no ykasaHHOMy NopTy NaHesb ynpaBieHWs He OTKPOETCS MOCsie YCTAHOBKM, TO OH MOXXeT 6bITb 3aHAT
LpYr1M MpoLeccoM M Toraa BaM NoTpebyeTcs HacTpoUThb LPYroi MopT BPYUHYIO.

Ecnu nopT naHenu ynpaBneHus He paseH 80 (ons nogkntoveHus no HTTP)unu 443 (ons
nofkstoderns no HTTPS), To ang oTKpbITUS MAHeNV ynpaBlieHUs ero HeobXoAMMO SBHO YKa3aTb B
aflpecHom cTpoKe bpaysepa nocsie LBOETOUNS B UMeHU XocTa (Hanpumep, http://localhost:8080 ).

Korpa ycTaHoBKa 3aBepLUMTCS, B bpay3epe aBTOMaTUYeCKN OTKPOETCS NaHesb yrpaBieHns aiMMHNCTpaTopa.

6.3.4. Kak u3MeHUTb NopT ANs fOCTYyna K NaHeNu ynpaBnieHns 6e3 nepeycTtaHOBKU
cepBepa
Onsa OC cemetictea Windows

1. MNepengnTe B AMPEKTOPUIO YCTAaHOBKM cepBepa (no ymonyaHuto C:\Program Files\TrueConf Server ).

2. OTkporiTe dcain \httpconf\conf\listen.conf , ncnosb3ys nNo6ON TEKCTOBLIM pelakTop (ob6a3aTenbHO C
npaBaMun aflMMHUCTpaTopa).
3. VisMeHUTE HOMep mnopTa B napameTpe Listen <Homep mnopTa> (HanmpuMmep, Listen 8888 ), mocne 4yero

COXpaHuTe BHECEHHbIE N3MEHEHMS.

4. OTKpoWTe c MpaBaMu agMuHUCTpaTopa ain \manager\etc\manager.toml © yKaXkuTe 3TOT >Xe MOpT B
napameTpe:

[web]

connection = "http://127.0.0.1:80"

Hanpumep, 3aMeHa nopTta 80 Ha 8888 :

[web]

connection = "http://127.0.0.1:8888"
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5. Mepe3arpysunTe KoMMbloTep, Ha KOTOpoM ycTaHoBfeH TrueConf Server V.

Ona OC cemeiicTBa Linux

Bo BpemMs ycTtaHoBku Ha OC ceMeincTBa Linux He oTobparkaeTcs OKHO Bbibopa NopTa Afs 4oCTyna K
naHenu ynpasneHus. NoaToMy npu He06XO0[MMOCTU U3MEHUTL 3TOT MOPT MOXXHO TOJIBKO MocJsie
YCTaHOBKMU.

1. MNepengute B KaTanor /opt/trueconf/server/etc/webmanager/ cnpaBaMu cyneprosib3oBaTernis.
2. OTtkpoiiTe cpann httpd.conf cnomoublo NOHOro TEKCTOBOro pegakTopa.

3. N3ameHuTe HoMep nopTa B napameTpe Listen <Homep nopTa> (Hanpumep, Listen 8888 ), mocne uvero
COXpaHUTe BHECEHHbIE U3MEHEHMS.

4. OTkponTe dpanin /opt/trueconf/server/etc/manager/manager.toml ¢ nomoLlibio Jt06Oro TEKCTOBOroO
pefaKTopa 1 YKaXKUTe 3TOT e MopT B MapameTpe:

[web]

connection = "http://127.0.0.1:80"

Hanpumep, 3ameHa nopTta 80 Ha 8888 :

[web]
connection = "http://127.0.0.1:8888"

5. Mepe3arpysuTte cny»xby Beb-cepBepa, NCNOMb3ys KOMaHAY:

systemctl restart trueconf-web

6.4. ObHOBNEHMe cepBepa BUAEOCBSA3U

O6HoBneHwue TrueConf Server V nponsBoaunTcsa Takxke Yepes aitsibl yCTaHOBKM 60 (Ha Linux) yepes
penosuTopun. Mpu 3TOM crnefyeT y4ecTb, YTO NPY 06HOBIEHNN MAXKOPHOI Bepcum (MeHs0TCs NepBble ABe
umdpsbl, Hanpumep, ¢ 4.5 Ha 4.7 unu ¢ 4.7 Ha 5.0) noHagobuTca nosTopHas pernctpaums TrueConf Server V T.k.
noMeHsieTcs annapaTHbili kntod (HW key). Takyke pervctpauus NOHaAobuTcs, eCiin MU3MeHUTCS KOHUrypaums
cnepytolero o6opyfoBaHns Ha GU3NYECKON MM BUPTYanbHoi MawwmnHe ¢ TrueConf Server V:

e Mopersb npoueccopa (0bpaTuTe BHUMaHWeE, YTO YMCNO0 BUPTYanbHbix aaep (VCPU) He BvaeT Ha nuLeH3uio);
e pasmep xpaHunuwa (SSD nnu HDD);
® KCronb3yeMasi ornepaLroHHas cMcTeMa.

MoppobHee 06 obHoBNeHMM TrueConf Server V cMoTpuTe B COOTBETCTBYIOLLEN CTaTbe.
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7. Perncrpauus

7.1. YTo TaKoe perncTpaumoHHbIi kntod u ID cepsepa?

PerucTpaumnoHHbIi KoY — YHIKabHas CeKpeTHast KOMOUHaLWA CUMBOJIOB, OGHO3HAYHO UAEHTUDULMPYOLLAN
SiMueH3un anga sawero sksemnnapa TrueConf Server V. OH HeobxoauMM 45 aKTUBALMM CepBepa
BULEOKOH(epeHLCBA3N NOCe ero YCTaHOBKN. Bbl MOrnn Nony4nTh €ro paHee Npu CKavvBaHUM cepBepa C calnTa
TpYKOH® MM Npu NOKyrMKe Yepes NapTHEPOB KOMMAHUM.

HvikoMy He coobLuaiiTe NOMHbIN perncTpaUMoHHbIN Kitod. MNpu obpalleHnn B ciy>Kby TEXHUYECKOM
nopmep><kn TPYKOH® COTPYAHMKM MOTYT MONPOCUTb Ha3BaTh ID cepBepa (NepBas YacTb Kio4a fo
fedwuca, Hanpumep, EB2MM), Ho H1Korna He BECb PErnCTPaLMOHHbIN KIToY.

Ha nByx KOMMbloTepax He MOryT OQHOBPEeMeHHO paboTaTb ABa cepBepa C OLHUM U TEM XKe PErnCcTPaLMOHHbBIM
KmtovoM. MNpu NonbITKe perncTpaumm 4ByxX CEpBEPOB Ha Pa3HbIX MALUMHAX MO OLHOMY U TOMY >Ke KJTto4y BO3HUKHET
ownbKa annapaTHOro Kitoua.

ID cepBepa—3T0 YHUKaNbHbI MAEHTUdUKATOP cepBepa BugeokoHgepeHunin TrueConf Server V.
NoeHTndurKkaTop cepBepa BKIIOYAET B CE69 HECKONTbKO CUMBOJIOB, KOTOPbIE COBMAAAIOT C HAaYanoMm
perncTpaumoHHoro ko4a (Lo nepsoro geduca), Hanpumep, EB2ZMM. OH oTobparkaeTcs B naHenu ynpasJsieHus
TrueConf Server V B pasgene MiHgopMaums o cepBepe:

-

MNaHens ynpaeneHns _
WHthopMauws o cepeepe MHuchopmaums o cepsepe Domowye (2)
PRO-N1LEH3MM
HacTpoiiku CocToanne WHcpopmayua

Cetb

HacTpoiii cet O perucTpaumu

SMTP
ID cepeepa: 3apericTpUpoBaH
Penepauyus

OcTanock 162 g4A

Lnto3el HazeaHWe opraHu3auiim: [obpan KomnaHua

KOoHTaKTHOoS nuuo: Apna CeeTnoea, ada.svet@example.com JMueHInoHHoe cornaleHme
H.323

RTP

Ecnuny Bac HeT Kitoya, Bbl MOXKeTe MCMoJIb30BaTh becnnaTHYo NNLEH3MI0, HaXkaB Ha kKHomnKy CkKa4daTb 6ecnnaTHo
Ha cTpaHuue TrueConf Server Free.

H,ETaﬂbHOE CpaBHeHUEe BO3MOXHOCTel becnnaTHOM 1 NNaTHOM BepCVIVI AOCTYMNHO Ha CTpaHule LeH.

OTKpoeTcs cTpaHuua ¢ POPMON, KOTOPYHO HY>KHO 3aMOHUTb, 4To6bI nosiyunts TrueConf Server Free:

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 36


https://trueconf.ru/company/partners.html
https://trueconf.ru/blog/baza-znaniy/pochemu-sbrasyivaetsya-apparatnyiy-klyuch.html
https://trueconf.ru/products/tcsf/besplatniy-server-videoconferenciy.html
https://trueconf.ru/prices.html

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

3arpyz3kKa TrueConf Server Free

Mocne 2anonHeHnsA ¢opmbl 2arpyz«a TrueConf Server Free HAUHETCH BBTOMATNUECKI. 3TI A3HHbIE HaM HeoBxoAMel, UToOk! BEIMYCTMTE ANA
galUell OpraHUzaLn DECNNaTHY NULEHIN.

QOpranmzaumna

OTpacis
-
— BrifepuTe chepy ASATENLHOCTY BALLER OPraHvaanmm - v
: {
ono
3n. nouta : e
2 F
MonesHele CCLINKK
KOHTaKTHbIA TenedoH Dopmar: +1(123)4567890 #123
# Yo Takoe TrueConf Server Free?
+ KaK yCTaHOBWTE M HacTpoWT TrueConf Server 33 15 MUHYT?
* Kak paseepHyTe TrueConf Server B oBnauxom cepance Yandex
Cloud?
Crpara ¢ Kakue orpaHvueHns nveeT GecnnatHan sepova TrueConf Server
- Free?
Pocoviickan @egepauna A

* MoxHo N1 nocrasuTes TrueConf Server Ha 0BLIYHLIA
KOMNLoTep?
& OQULMANEHEI HOBOCTHO kaHan TrueConf e Telegram

D CooBLUaTs MHE O 2508 HoBLIX Bepcui N0,
* Bul yoKe roTOBbI KyNWTL? Toraa Bam choaa!

ACTIOAHNTENEHEX BOIMOXHOCTAX U HosocTaAx TrueCanf,
« CBRXMTECH C HAMK

. HysHa nomols?
] A npurimato Yenosun ucnonssosanus, a rakxe sato caoe

cornacvie Ha 06paBoTky MOUX NEPCOHANEHEIX A3HHEIX, B o 3apaiite Bonpoc 8 Hawew Telegram-cooBluecTee!
COOTBETCTBUM C DefepansHLIM 33KOHOM oT 27.07.2006

roga Nz 152-03 "0 nepcoHantHLIX AaHHEIX

Ckauarts

PernctpaunoHHbIV KoY NpUAET Ha MOYTY, KOTOPYIO Bbl YKa3anu Nnpw 3anojiHeHnn hopMbl.

Knioy ponykeH npuintu B Te4eHun 15 MUHYT

Ecnu aToro He npomsoLwno, cBs»XUTECH C HaMy No6bIM YAO6HbBIM CMOCO60M, UM NPOBEpbTE Nanky
CIMNMAM Ballero no4YTtoBOro KjaneHTa.

Mocne 3anosiHeHWsa OpMbl OTKPOETCS CTPaHMLA BbiI6opa onepaLnoHHON CUCTEMbI C UHCTPYKLMSIMUN 118
ycTaHoBKu. [Mocne passépTbiBaHusa TrueConf Server V nepexofuTe K ero permcrpaumu.

7.2. M3 cepBepa TrueConf (Server Name)

Nma cepepa TpykoHd (Server Name) — cMBObHOE MMS, ciyKallee ans naeHtugukaumm TrueConf Server V B
ceTu. [ina opraHmsauun koHdepeHuuii ¢ BHewHUMK TrueConf Server V no degepaunn n gna uHterpaumm ¢ SIP n
H.323 ycTpotictBamu (Hanpumep, Tepmutanamu Polycom unm TrueConf Group) Heob6xoanmo 3HaTb UMa cepBepa.

IMs cepBepa reHepupyeTcs aBToMaTudecku B npouecce peructpauuu TrueConf Server V B ero naHenu
yrnpaBfieHs U UMeeT BUA, <server_id>.trueconf.name#vcs ,roe <server_id> — uaeHTUdUKATOpP cepBepa.
OpHako, nMs cepBepa MOXKeT bbITb NepeonpefeneHo. B kayecTBe Hero Bbl MOXXeTe 33/iaTb JOMEHHOE UMS
TrueConf Server V.

Mocne ycrnewHow pernucrpaumnmn uMmsa cepeepa byneTt oTobparkaTbCs BBepXy OKHa naHesnuv ynpassieHus TrueConf
ServerV:

CTaryc cepeepa: pafoTaeT, 3aperucTpUpOBaH

@TTUEEUM video.example.net#vcs

MaHens ynpasnedna
WMHthopMaLwa o cepeepe HH(*)OpMﬁL[HFI 0 cepeepe
PRO-nuueHsun

MNomows (7)

HacTpoiiku CocTosHue WHthopmaumna
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VI3MeHWTb M cepBepa MOXXHO byaeT TOJbKO B CJlydae NOBTOPHOM ero pervcTpauun. Mpu 3ToM cnegyeT
y4ecTb, YTO BCe NpefblayLine COObLLeHNs YaToB CTaHyT HeLOCTYMHbI. [T03TOMY Mbl He peKOMeHayeM
fenaTb 3To 6e3 06Cy)KAEHWS C HaLLEeN TEXHUYECKON MOALEPIKKON.

7.3. pouecc peructpauum cepsepa
3apeructpupyinTe cepsep. [1ng 3Toro BaM NoHagobmuTcs nosydeHHbll paHee perucTpaLyoHHbIN KITlou.

1. OTkpoiiTe bpaysep v nepeianTe Ha cTpaHuuy HacTpoliku TrueConf Server V. Mo-yMonyaHuio oHa nMeeT agpec
KOMMblOTepa, Ha KOTOPOM PasBEPHYT CepBep BWAEOCBA3M, NMoApobHee O TOM KaK y3HaTb agpec U nopT
CMOTPWTE B MHCTPYKLMM MO YCTAHOBKE.

2. BBG,D,VITE B COOTBETCTBYIOLLEE MOoJie Ball K104 U HAXXKMUTE KHOMKY PerVICTpaLI,VIHZ

Pernctpaums TrueConf Server

BEAWTE DETMCTPAUMOHHBIA KM, KOTOPbIA Bbl NOMYYMIIA Mo 3NeKTPOHHOI nouTte.

FOOOOOOOOROOM00KK

T0E BaATh K42

WmMA cepBepa *

‘ videoserver.your-company.ru #VCs

BoCnonk3yiTeck PA3enoM NOMOLs UK CBAXMTECE C NoARemKKon TrueConf no TenedoHy +7 (495) 698-60-66 MNK
HanWLKTe Ha sales@trueconf.ru

2

Ecnv y Bac HeT Ko4a, HaXKMUTE Ha ccbliky [ae B3aTb KNoY? Ha CTpaHULE perucTpaumm cepeepa u
creaynTe OnuCcaHHbIM Bbille MHCTPYKUMAM.

3.Mocne Toro Kak cepBep 6yneT yCrneLwHo 3aperncTpupoBaH, B BEPXHEM MPaBOM Yrly OKHa NMaHesnu yrnpasieHus
NosIBUTCS COOTBETCTBYIOLLAs HAANUCh paboTaeT, 3aperucTpMpoBaH:

Cratyc cepeepa: paboTaeT, 3aperncTpuposas

&’3{5 Tr ue[}nnf server.company.com#vcs 0
MaHens ynpaensHua . R -
WrhopMaLmA o cepeepe WMHdopMaums o cepeepe MoMow ()

lNpwv paspblBe CBA3M C perncTpaLMoHHbIM cepBepoM ( reg.trueconf.com no TCP-nopty 4316 )
oTktodeHue Bawwero TrueConf Server Free nponsoiinéT yepes 12 yacos. MnaHnpyemMoe Bpems
OTK/toYeHUs byneT oTobpaxkaTbcs Bo Bkaake MHdopmaums o cepBepe. [MonHasa Bepcus TrueConf
Server V He MeeT TaKunX OrpaHNYeHUI, HE3aBNCUMO OT cnocoba perncTpaumm (oHAarH unu oddnaiH).

7.4. Offline-perncrpauus
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OdpnaliH-perncTpaums He LOCTYNHa B 6ecniaTHOW NuueH3nun. EE MoykHO npoBecTu TonbKo Ans
NAATHBIX JIMLEH3WI UKW ANS CEPBEPOB C BPEMEHHOW TECTOBOW NINLIEH3MEN, KoTopas BblOAETCS
MeHemyKepaMmu.

7.4.1. NMoBTOpHasg perucTpauusi cepeepa B 3aKpbITOM ceTH

Ecnn cepBep paHee paboTas B 3aKpbITOM CETU, U Bbl XOTUTE M3MEHUTb COCTAB JIULEH3UN UNU cepBep bbin
ocTaHoBeH no npuynHe ownbkm CHECK CERT: HW key is failed! To He moTpebyercanpoxoanTb NOBTOPHO
MoJiHyto Npoueaypy odpdnariH-perncTpaunn. T.K. y Bac yyKe KoY perucTpanmm, To HeT He06X04MMOCTU B
NoJly4eHUN HOBOTO KJTto4a Yepes 3anosiHeHne hopMbl A1 CKAUMBAHUS MHCTANNATOPA.

1. Mepengnte B NaHenun ynpaBrieHns cepsepoM B pasnen WHdopMauus o cepeepe *UHbopMauus n HaxkmuTe
KHOMKy Peructpauus:

Craryc : pabe 3aperucT
&% TrueConf server.company.com#vcs [ ocen 7]
N -
WhibopMauma o cepeepe WHdaopmauma o cepeepe Normow (7)
1 acTpoiikn
CeTb CocrosHHe WHopMaius
HacTpoiikn ceTi
SMTP r O perncrpaumn
Denepauvs 1D cepeepa: kk123
o3kl
SIP HazgaHue opraHMsaLmi: Great Company
H.323 KosTakTHoe nuuo: Mean Mezroe, ivanov.admin@company.com
RTP
WebRTC
TpaHcKooMposaHue ro e
Beb Nueseua cepeepa beccpousan SIP/H.323 w3 BrmoueHo
HacTpoifin CoefMHeHHe ¢ PEMMCTDALMOHHEIM CepBepoM He Tpebyetca LDAP/Active Directory Bra4eHD
BE30MacHOCTE
HTTPS YUETHBIE 3aMMCKM NONL30BaTENeR 27 TyOmaqHLe KorbepeHUyW/BebuHaps! BirroueHo
MonbzoBaten AKTHBHbIE KDH(epeHLM 500 Tpatcnaumm/WHTerpauma be BxmaqeHo
YueTHele 2amich OHNaiiH Nonk30EaTen 500 Vaenunms Penepauna BmOueHD
nensseeatened L | T
Fpynnst H.323/5IP nogKmoqesua 20 }{E}g._l‘l_n_‘jm BrmoqeHo
McesnoHuM TrueConf Room Pro NogKmouesms 25 BrroueHo
LDAP / Active Directory FocTessle nonksosaTek 100 BodeHo
Tpynnossle KoHepeHLMIA
KorbeperLum TexXHUUSCKaR NoAIepXKa BazoBan BroueHo
LLIaBnoHe! [aTa NPeKDaLLEHNA NERCTEWA NMLIEHZMH BeccpouHo Broqero
TpaHcnaum BrroueHo
APT
BrroqeHo
OAuth2

OTueTHl

2. YKaXKUTe yone UMeIoLUICa Yy Bac PerucTpayuoHHbIN KoY B COOTBETCTBYIOLLEE TMOSle U HaXKMUTe
Perucrpauus:

Pernctpauma TrueConf Server

BeOMTE DETVCTDAUMOHHLIA KIKOY, KOTOPEIA BEl NMOAYYMIM NO SNEKTPOHHOR NouTe.

RO OO0
TOE B3ATb rArod?

WUmMAa cepeepa *

|videoserver.your—cumpany.ru #ves

BoCnonb3yiTeck Pa3aenoM NOMolls WK CBAMMTECE C Noafepwkol TrueConf no Tenedony +7 (495) 698-60-66 UM
HanwwuTe Ha sales@trueconf.ru

2

CBOW perncTpaLMoHHbIN KItoY Bbl MOXKETE HaliTK B MOYTOBOM sILLIMKE, KOTOPbI yKasanu B popMe perncrpaumm
npuv cKauMBaHWKM cepBepa. Agpec NoYyTbl TakyKe oTobpaxkaeTcs B naHenu ynpasnernus TrueConf Server V B none
KoHTakTHOE NInuo:
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MNaHens ynpaeneHns _
VHhopMaLKA O cepeepe VHchopmaLus o cepeepe Homoute @
PRO-NMLEH3MM
HacTpoiiku CocToanne WHcpopmayua

Cetb

HacTpoiiku ceTh

SMTP
ID cepeepa: kk123 3apericTpUpoBaH
Penepaius OcTanock 162 g4A

LWnto3el HazeaHWe opraHu3auii: [obpan KomnaHua

KOoHTaKTHOoS nuuo: Ana CBETHOB4 ada.svet@example.com I JMueHInoHHoe cornaleHme
H.323

RTP

O perncTpaunmn

Ecnv nucbMo Bapyr 6bino cnyyaliHo yaaneHo, 3anpocuTb KIToY Bbl MOXKETe y CBOero MeHenykepa. Ecnuny Bac HeT
KOHTAKTOB Ballero MeHemxepa, NpoCTOo CBAXXNTEChb C HAMU, YKaXKUTe ID cepBepa U Mbl BaM NMOMOXXeM.

OpHako 3To He cpaboTaeT, ecnv Bbl U3MEHUTE anmnapaTHY KOHMUIypaLmMo cepBepa: B 3TOM CJlydae BaM HY>XXHO
6yneT cBI3aTbCsA C HAMU, 3aMPOCUTb COPOC NPUBSA3KM 060PYLOBAHUSA U 3aHOBO NMPONTU OMUCAHHYIO HUKE
npouenypy o cianH-perncTpaumm.

7.4.2. Pernctpauus BHOBb yCTaHOBJIEHHOIO cepBepa

YT06bI NpoiTH opbnaiH-perncTpaumio Ha MK 6e3 nogkntoveHus K VIHTepHeTy, BaM noTpebyeTcs yCTPOUCTBO C
LOCTYMNOM K CETU 419 NOJNyYeHUsi perncTpaLroHHOro Kitoya. MNepelignTe ¢ LaHHOMO YCTPOMCTBA Ha CTPaHNLYy
3anoJsIHeHNs 3a8BKY U clieflyliTe MHCTPYKLMK 13 NyHKTa [poLecc pernctpauumv cepsepa.

Mocne Toro, Kak Ha Ball 3/1EKTPOHHbIN afpec NpUAeT NMUCbMO C PerncTPaLMOHHBIM KITHOUOM, €ro HY>XHO BBECTU B
COOTBETCTBYylOLLEE Nose PerncTpaumnoHHbI KoYy naHenuv ynpasneHus Ha MK, He nogkntoueHHoM K IHTepHeTy, 1
HakaTb Ha KHoMKy Perncrpauus:

Peructpaumnsa TrueConf Server

BEAWTE DETMCTPAUMOHHBIA KM, KOTOPbIA Bbl NOMYYMIIA Mo 3NeKTPOHHOI nouTte.

T0E BaATh K42

WmMA cepBepa *

‘ videoserver.your-company.ru #VCs

BoCnonk3yiTeck PA3enoM NOMOLs UK CBAXMTECE C NoARemKKon TrueConf no TenedoHy +7 (495) 698-60-66 MNK
HanWLKTe Ha sales@trueconf.ru

2

B okHe pervcTpaumm noasutcsa kHornka CospaTthb daiin pernctpaumm. HaxxmMumTe Ha Hee, 4TObbI CreHeprpoBaTh
daiin ¢ perncTpaumMoHHoM nHpopmMaLnen:
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Offline-peructpauumsa TrueConf Server. War 1

YTo6bl CrEHEPMPOBATE (PN C PEMMCTPALMOHHOA MHhOPMALMWEHN, HAXMUTE CozaaTh draiin peructpaumun. CKaYMBaHWe
HaYHETCA ABTOMaTUYECKW B bpay3epe.

BaxHo: Bbl HE CMOMETE BEPHYTLCA K 3TOMY WIAry W CKayaTk (aiin NoBTopHO.

Coznate hain permcrpauun —

BoCnonk3yiTeck pazfenoM NOMOolls UMK CBAXMTECE C NOARemKKon TrueConf no TenedoHy +7 (495) 698-60-66 MNK
HanWLKTe Ha sales@trueconf.ru

CozpaHnHbiii daiin offlinereg.vrg aBTomMaTnyecky coxpaHsieTcs B nanke 3arpysku 6paysepa. OTnpasbTe ero no
appecy sales@trueconf.ru. B oTBeT Bbl NosiyumTe daiin, KOTopbli HeobxoanmMo nepepaTsb Ha MK, Ha KOTopoM
ocylecTBnseTca o dlainH-perucTpaumsa cepaepa.

Obs13aTeNbHO JOXAMTECH OTBETA HA Y>KEe OTMNPaBIieHHbIl 3anpoc 6e3 noBTopHoro 3anycka offline-
peructpauun. B ciydae noesTopHoro 3anycka offline-perncrpauum Bcto npouenypy npuaéTcs NpoxoanTb
3aHOBO.

HaxkmuTe BbibpaTb daiin 1 BbibeprTe Ha BalleM KOMMbloTepe npucnaHHbil cainn offline2.vrg, 3atemM HaxkmMuTe
Ha KHorKy MpogonkuThb:

Offline-peructpaumsa TrueConf Server. War 2

CreHepupoBaHHbIA Ha Wware #1 daiin ¢ uMeHeM offlinereg.vrg HyHO OTNPaBKUTL Ha sales@trueconf.ru.

KaXWTe NoMyYeHHbId OT OTAena Npofax dain NoATBEPKAEHUA PETUCTPALMU M HAXMUTE KHOMKY MpoacmsuTh.

1
BribpaTk daitn ®ain He BLIDpaK

ECnK Bbl 38KPOETE 3TC OKHO, TO NPOLECC PEMMCTPaLMK MOMHO 6YﬂET NpoaoIHITE B NKGCIA MOMEHT C 3TOMD MeCTa.

BoCnonb3ylTeck pasaenoM NOMOoLls WK CBAMMTECE C noanepxkon TrueConf no Tenedony +7 (495) 698-60-66 MM
HanuwwuTe Ha sales@trueconf.ru

MNpu ycnewwHoM npoxoxkaeHunu npouenypsbl offline-pernctpaunm oTkpoeTcs cTpaHULA NAaHeN ynpaBfieHus ¢
yBeAOMJIEHVEM O TOM, YTO CepBep 3aperucTpPUpPOBaH.

7.5. CMeHa perncTpaumoHHOro Kj4a

YT06bI CMEHUTb PErncTPaLMOHHbIN KITtOY:

1. BoipguTe B naHenu ynpasneHus B pasgen MaHenb ynpasnenus »>UHdbopMaums o cepeepe.
2. MepelignTe Ha BkNanky UHdopmaums.

3. HaxkmuTe kHOMKy Pernctpaums n yKa>knte HOBbIN KoY, KaK Ob110 MOKasaHo paHee:
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&% TrueConf

WHbopMaLWa 0 cepeepe WHdbopmauma o cepeepe
1 3CTpoiikK

CeTb
HacTpoiiki ceTH
SMTP
DefepaLya
LLinozs:
SIP
H.323
RTP
WebRTC
TpaHcKogMpoBaHne
Beb
HacTpolika
BesonaciocTe
HTTPS
MonkzoBaTeny

YUeTHEIR 3aNKcu
nonszosatenedi
Fpynnet
TMceaoHUM
LDAP [ Active Directory
Tpynnogkle KOHDEpeHLMKU
KoHeperLmn
LaGnokel
TpaHCnAumMK
APT
DAuth2
OTYeThl

7.6. YacTble Bonpochl 0 pernctpauum

server.company.com#vcs

-

COCToRHME HuihopMaumua

Craryc : pab 3aperncr
MomMolk (7)

r O perncrpaumm

TIHUEHaMA CepEEpa

CoefMHerme ¢ PErMCTDALMOHHEIM CEPEEpOM
YUETHsIe 33NMcM Nonk3oBaTened

AKTHEHBIE KOHDEDEHLMM

OHNaHH NONL308aTENK

H.323/SIP noguniodesma

TrueConf Room Pro noginiouesns
TocTessle NONE30BATENN

TexHU4eCKan NoANepHKa

[aTa NpexkpaLus-ins JEHCTEMA THLEHIUN

BeccpouHan
He Tpebyercs
27

500

500

20

25

100

Baz08aA

BeCcpouHo

YBEMMUMTE

1D cepeepa: kki23
Haz3aHue oprasuaaLm: Great Company
KoHTaKTHOE MiLo: VBaH WeaHoe, ivanov.admin@company.com
-0 p

SIP/H.323 w3

BxmoueHo
BMEO4EHD
Brmouero
BrreoueHo
BIEO4EHD
BxmoueHo
BMEO4EHD
Brmouero
BrreoueHo
BIEO4EHD
BxmoueHo

BrmeodeHo

1. MoskHo nu 3apeructpuposate TrueConf Server Free 6e3 nogkoyeHuns k UHTepHeTy?

-

HeT. [JaHHas BO3MOXHOCTb LOCTYMHA TOJIbKO MOJIb30BATENIIM FOA0BOM UM 6eCCPOYHON NIULEH3UN NMPOOYKTA
TrueConf Server V. Eciv BaM Hy)kHa TecToBas Bepcusa TrueConf Server V, koTopas paboTaeT 6e3 nogkntoueHus
K IHTepHeTYy — NpoCTO CBSXUTECH C HaMU.

2. Y10 03Ha4aeT Hagnuce CMeHa KOMMbIOTEPA HE BOCTYINHA [J1S1 3TOrO PErNCTPaLUOHHOIO KITHo4a?

DT0 3HauuMT, 4YTO BawW ko4 "MprBA3aH" K KOMMbIOTEPY, Ha KOTOPOM 6bln ycTaHoOBMeH cepsep. YTo6bl

OTKJTIOYNTDb TaKYHO NPUBA3KY, CBAXNTECL C HAMW OOHUM U3 crnocobos.

3. Yro 03HavaeT Hagnuck Y cepBepa oTCyTCTBYIOT AEHCTBYIOLLNE JINLEH3UN?

370 3Ha4nNT, CpOK ﬂemCTBMﬂ NIMLEH3UN C 3TUM KJIHOYOM UCTEK Mnu Ha Bawem (1K cbunucb BpeMa N Aata.
I'Iposepre, YTObbl OHM COOTBETCTBOBANM AENCTBUTENBHOCTU.
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8. HauanbHaga HacTpoiika

8.1. HacTpoiika gocTyna K naHenu ynpasneHus

Mo yMon4aHuio cepBep MOXXHO afMUHUCTPUPOBATL Yepes Ntoboi KOMMbIoTEp JIOKaNIbHOM CeTU, B KOTOPOM OH
YCTaHOBJIEH, TO eCTb [OCTYN OrPaHMYeH criegyow My gnanasoHamm IP agpecos: 10.* |, 192.168.* | 172.16-
1172350, W 11275 R

MonpobHee HAaCTPOIKM AOCTYNA PACCMOTPEHBI B ONMcaHun paspesa Beb »besonacHocTb.

Mpw 3ToM yoanéHHbI BocTyn K naHenu ynpaeneHus TrueConf Server V TpebyeT aBTopm3aumm € y4ETHbIMU
LaHHbIMU MOJIb30BaTeNsl, KOTOPbIA BXOGUT B OLHY U3 rpynn:

e TrueConf Server Admin Ha Windows (tcadmins Ha OC cemelicTBa Linux) — Ana aaiMMHUCTPUPOBaHUS cepBepa;

e TrueConf Server Security Admin Ha Windows (tcsecadmins Ha OC cemelicTBa Linux) — ona npocMoTpa
OTYETOB U 3anncei BUOEOKOHpepeHL M.

Mpw ycTaHoBke cepBepa Ha OC Windows B nepBsyto rpynny fobasnseTca TeKyLlasa y4éTHasa 3anncb nojib3oBaTens.
Ha OC Linux B rpynny tcadmins fo6aBnatoTca Nofib30BaTenNu, yKasaHHble Bpy4HYto B Mpolecce ycTaHoBKM. [Inga
npenocTaBieHMs [OCTYMNa K NaHenn ynpaBiieHus ApyroMy NoJjib30BaTesto aAMMHUCTPATOP AOJKEH f06aBUTb ero
YUYETHYIO 3annCb B OHY U3 rpynn.

Kak co3paTtb HOBYtO y4ETHYO 3anmch B pa3nnyHbix OC 1 fobaBuTb € B HY>KHYO rpynny, NogpobHo
nokasaHo Ha npuMepe agMunHucTpaTopa TrueConf Server Security Admin.

TrueConf Server V He nMeeT OrpaHMHeHMVI Ha KOJIMYEeCTBO aAMUHUCTPATOPOB KaXkaoro Tuna.

Ecniv Bbl XOTUTe HAaCcTpamBaTh CepBep yAaNEHHO C APYroi MaluunHbl, To ybeanTech, uTo firewall cepeepa
NMo3BOSISIET COelMHEeHMe Mo NopTy, BbIOPaHHOMY A1 LOCTYMNA K NaHen ynpasieHus (Mo YMOJTHaHUIo 3TO NopT
80 ), MUTO AaHHAsa BO3MOXXHOCTb 6Oblfla aKTUBMPOBAHA B HAaCTpolKax 6e30MacHOCTI NaHenn yrnpasrieHus.

O ToM, Kak ynpasnaTb TrueConf Server V c KOMMNbloTepa BHe CETU, Mbl pacCKasanu B COOTBETCTBYIOLLEN
cTaTbe 6a3bl 3HAHUI.

I'IpoGnEMa C BXOAOM B NaHeNb ynpaByieHUd nocsne CMeHbl naponsa

Ha PEL OC wuMetoTcs 0CO6EHHOCTU, CBA3AHHbIE C PaboTol CMUCKOB YyMpaBfieHUs PaclUMpPeHHbIMU MpaBaMu
poctyna Kk dannam (ACL, Access control lists). Mocne cMeHbl naposa nonbsoBaTens OC, KOTOPbIA COCTOUT B
rpynne agMuHuctpatopos TrueConf Server V (tcsecadmins nnu tcadmins), a Takxke nocsie fobaBneHNn B OgHYy 13
3TUX rPynmn HOBOIO MoJib30BaTeNa TpebyeTcs BbINOJHUTL KOMaHAy (0693aTefibHO OT MMEHU alMUHUCTPATOPA):

setfacl -m u:trueconf:r /etc/shadow

bes 3Toli KoMaHApb! He NONyYnTCs BOMTU B MaHenb ynpasneHus TrueConf Server V.

8.2. CraTyc cepBepa

TekyLee coctosiHne TrueConf Server V oTobpakaeTcs B cTpoke CTaTyc cepBepa B BMAe TeKcTa 3enéHoro (ecnu
OH paboTaeT) UM KpacHOro (ecsiv OH OCTAHOBJIEH) LiBETA B MPAaBOM BEPXHEM Yy MaHENN ynpaBeHus:

Cratyc cepeepa: paboTaeT, 3aperncTpupoeas

{E”BT{ ueGonf server.company.com#vcs (1]

MaHene ynpaeneHuA =
WHopMaLmA o cepeepe WHdopmauma o cepeepe Momow ()
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YTto penatb, ecnu cepBep He 3anyckaeTcsa?

B cTpoke CTaTyc cepBepa oTobparkaeTcs TeKcT OcTaHOBIIEH.

STOMY eCTb TPW BO3MOXHbIE MPUYNHbI:

® OTCYTCTBUE IULEH3UN: O6paTI/ITer K MOCTaBLWUMKaM CUCTEeMbI O0J1d NoJlydeHNd NNLeH3nn

e aiinbl cepBepa OTCYTCTBYIOT UM NOBpeXAeHbL nepeyctaHosuTe cepsep TrueConf Server V (cm.
pa3gen YcTaHoBKa cepBepa)

e croMancs annapaTHbI KJloY cepBepa: 03HAKOMbTECb C MHCTPYKLUMEN A pelleHns npobrnemsl ¢
KIt04OM.

8.3. XXypHan cepBepa

MNp¥ BOSHNMKHOBEHWWN HEMOMAA0K Ha cepBepe cry»ba noanepku TpyKoHd CMOXeET MoMoYb BaM bbicTpee 1
adpdexkTUBHEE NPK Hann4MK 1oros cepsepa. OCHOBHOW NIOF cepBepa MOXXHO MOCMOTPETb B XXypHarse, LOCTYMHOM
no kHonke Cucrema >XXypHan cepBepa B BepxHeM NpaBoOM yriy.

Cratyc cepeepa: paGoTaeT, 3apericTpPUpPoBaH

@True[}unf video.example.net#vcs Cuctema i

N OCTaHOBUTE
MaHens ynpasneHna
_lepe3anyctuTs
WrchopMauns o cepsepe WHchopmauus o cepsepe JKypHan cepeepa
PRO-nuueHsumn pegnouTeHuA. ..
HacTpoiiku CocTosHue WHhopmaLm1A

YT06bI 1OTM BbIIM MaKCMManbHO MHPOPMATUBHBIMY, B pasfere [aHenb ynpaeneHusa »Hactpoiiku
JOJKHa bblTb aKTMBMPOBaHa onuus Bknountb noapobHoe nornposaHue. CoTpyaHUKMN CIyXObI
TEXHUYECKON NoaAepP>KKM MOFyT MONPOCUTb BaC CAENaTb 3TO YTO6bI 061erynTb NpoLecc ycTpaHeHus
HenonajokK.

Takrke B pabouyem kaTanore TrueConf Server V coxpaHsieTcs psg LONOJHUTENbHbIX Nor-galinos, 0 KOTOPbIX
noApobBHO PaccKasaHo B COOTBETCTBYHOLLLEN CTaTbe 6a3bl 3HAHNNA.
8.4. HacTtpoiika npegnoyteHuii

HekoTopble HAaCTPOIKM MOTYT BbITb YCTAaHOBEHbI MEPCOHANBHO A1 KAYKLOr0 afMMHUCTpATOopa cepBepa: A3blK
MHTepdelica NnaHenn yrpasfieHunsl, YacoOBOW MOSAC, MapaMeTpbl 3KCNOopTa OTYETOB.

server.company.com #vcs Cucrema A
OCTaHOBUTE N
MepezanycTuTs
MpeanoyteHus
B 3TOM pa3fgens Bbl MOXeTe 3afaTh NPeAnoYTeHHA ANA Baleil YYETHOM 3ankck (anonymous) MpeanouTeHma...
( 2} HacTpoiku
r
Azblk: | Pycciumit ~ |
Yacoeoi noac: | GMT+3:00 V| [ McnonszoBaTs YacoBoi NOAC YCTPOCTEa

JKcnopT B CSV

Koowpoeka: | UTF-8 A |

PazgenuTent nonei: | ; V|

Y

3
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1. Mepenigute B MeHio Cuctema »lMpepgnoyTeHus... B NpaBoM BEPXHEM YIIy NaHeNN ynpasieHus.

2. BbibepuTe npefnovmTaemblii 93bik MHTepdeica NaHenu ynpasieHus, a Takyke YacoBol nosic. [laHHoe 3HaveHne
6yneT BNMATb Ha oTobpaXkeHue BpeMeHW COBbITUI BO BCEX ) KypHallax CepBepa, a TaKXe aBTOMaTU4ecKu
NMPUMEHATbCA B COOTBETCTBYIOWEM MOfie MpW NaHVpoBaHuM KoHdepeHuuid. Bbl MoyxeTe ucnonb3oBaTb
4acoBOW MOSIC MALUMHbI, HA KOTOPOU Pa3BEPHYT cepBep, OTMETUB COOTBETCTBYIOLLMI (PraXkoK.

3. B cekuun dkcnopt CSV MOXHO HAcTpoOUTb MapaMeTpbl SKCMOPTa OTHETOB — WCMOSb3yeMYyto KOLMPOBKY W
CUMBOM-pasfennTenb AN NpefcTaBieHns CTPOKM TabuLbl B TEKCTOBOM opMarTe.

Mocne n3MeHeHWsI MpeanoYTeHNN HaxXMUTE NMPUMEHUTB YTOBbI COXPaHUTb UX.

8.5. MogknioyeHne nonb3oBaTenen

8.5.1.pe nonb3oBaTensM B3Tb KJIMEHTCKUE NMPUNOXKEHUS

YT0bbl NONb30BaTENN BaLlero cepBepa MO NOOKJIIOYNTBCA K cuctemMe BVIJJ,eOKOH(bepeHLI,CBﬂBI/I,
pacnpocTpaHnTe cpefn HUX CCbINTKY Ha rOCTEBYIO CTPaHULY, rae MOXXHO CKaYaTb KIMMEeHTCKME NMpUNoXKeHnsa and
BCex nogaep>XmBaeMbix nnachopM.

locTeBasa cTpaHuua gocTynHa no agpecy http[s]://<server>[:<port>] ,roe:
e <server> —agpec komnbtoTepa ¢ TrueConf Server V;

e <port> — MoOpT, OTBEAEHHbIV MO NaHesb YNpaBieHUs aaMUHUCTPaTopa (ecnn UCnonb3yeTcs 3HavYeHue Mo
YMOMYaHWIO — NMOPT 80 — ero MOXXHO He yKa3bIBaTb).

Hanpumep:
e https://videoserver.company.com

e http://100.120.12.12:7777

Bbl MOXeTe HaCTPOWTb CCbIJIKY Ha FOCTEBYIO CTPaHWLY B MeHio Beb »HacTpoliky naHenv ynpasneHums.

8.5.2. MoaknioyeHme KIMEeHTCKOro NPUNOXKeHUsl K cepBepy BUAEOCBS3U

YT06bI MPUNOXKEHNE NOAKIIIOUMIIOCH K BallleMy CEPBEPY M NMOJIb30BaTe b MO aBTOPU30BATbLCS Ha HEM,
HeobX0AMMO yKa3aTb MPUOXKEHNIO aapec cepBepa B ceTU. CAenaTb 3TO MOXKHO BPYYHYHO UM [ATb MPUITOXEHWIO
BO3MOXXHOCTb HalTK cepBep aBToMaTmyeckmn Yyepes DNS.

Mocne NofKIoUYeHUs K HY>XHOMY CepBepy Mosfb30BaTeslb fOJKeH byLeT NpoiTY aBTopM3aLmnio, BBeAa JIOrMH U
naporb.

8.5.2.1. Py4yHasa HacTpoIiKa KJIMEHTCKOrO NpUJIoXKeHus

Py4Has HacTpoiika CBSi3n C CepBEPOM 3aKJ10HaETCs B TOM, YTO6bI NOJIb30BaTENb CaM BBES B MEHIO CETEBbIX
HacTpoeK NPUJIoXKeHs (160 Mpu MepBOM ero 3anycKe) afpec cepBepa 1 NOpT AN NogktoHeHus. MoapobHble
MNHCTPYKLMM NO MOAKITIOHEHMIO K CEPBEPY KaXKAOr0 KOHKPETHOMO NMPUIOXKEHUS [OCTYMNHbI HA FOCTEBOI CTPaHMLE.

8.5.2.2. HacTpolika aBTOMaTU4YeCKOro NogKJsioyYeHus

KnuneHTckoe npunioxxeHve MoxeT aBToMaTnyeckun HailTu TrueConf Server V B nokanbHol ceTu. [1na aToro Hago
yKasaTb agpec cepBepa B goMeHe DNS, sBngowmnincs ans KIMEHTCKOro KOMMbloTepa NepBUYHbIM LOMEHOM
(primary DNS suffix). B Hy>xHOM foMeHe HeobxoamMo co3paTb SRV-3anumcb cepBuca ves2.tcp 1 ykasaTb B Held
ajpec v mopT cepsepa.

MpuMep HacTpoiiku ans ytunutel DNS 13 Microsoft Windows 2012 Server:
® B MeH!I0 MpaBoi KHOMKM LieneBoro [oMeHa BbibpaTe Tun 3anucu pecypca;
e 13 cnucKa BbibpaTb TN PacnonoxkeHue cny>x6bi (3anucb SRV);

® YCTAaHOBUTb HaCTpOVIKM cornacHo V|306pa>+<eHvuo.

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 45


https://trueconf.ru/docs/server/ru/user/guest-page/

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

Pacnonoserie cnysbel (3anice SRY) |

Hover: | your.domain.com |
Cryxba: [ ves2 v|
OpoToron: [ tep v]
MpMopHTET: El

MepT: 4307

¥3en sToi cnywis:

| videoserver, your.domain.com

[ ]Paspewats nofomy Npoweaweny NPOBEPKY NONLI0EATEMO
0BHOBNATE DMS-38MMCM C TaKMM 3E MMEHEM, JITOT NapaMeTp
MPAMEHMM TONBKD K DNS-3anKcaM ANA HOBOro MMEHK,

B sToM npumMepe cepBep goctyneH no agpecy videoserver.your.domain.com v nopty 4307. O6paTnTe BHUMaHUe,
YTO Ha3BaHWe NPOTOKoNa (tcp) He CoLepP>KUT MOAYEPKNBAHUS.

8.6. Hactpoiika umnopta PDF-daiinos

Mpu ncnonbsosanum TrueConf Server V, B ToM Yncne v ero 6ecnnaTHON BepCUMU, CTAHOBATCS AOCTYMHbIMY BCe
VHCTPYMEHTbI COBMECTHOI paboThbl: MOKa3 paboyero CTosa v OKOH NPUIOXKEHWN, LEMOHCTPaLMS Npe3eHTalUui,
ynpasneHue yaanéHHbiM paboynm cTonioM 1 np. Ho ons nokasa B KNMeHTCKoM npunoxkeHun TrueConf ang
Windows npeseHTaunii, cozganHbix n3 PDF-daiinos, TpebyeTcs HacTpoUTb LOMNOSIHUTEeNIbHO cTopoHHee [10.

[na cospaHua npeseHTauun us gaiina PDF n gna npocmoTpa PDF npamo B TrueConf ana Windows ncnonb3syeTtcs
open-source bubnnoteka Ghostscript. OHa aBToMaTuuecku ckavaetcs ¢ TrueConf Server V n yctaHoBuTcs Ha MK
noJib3oBaTens npu nmnopTe nepsoro darina PDF. Ho T.k. oHa He BcTpoeHa B [0 TpykoHd, To HeobxoanMo
npenBapuTeNbHO BPY4YHYIO HAaCTPOUTb €€ Ha CTOPOHe cepBepa.

B knmeHTCKMX npunoxeHusx TpykoHd ana Linux n macOS ncnonb3yoTcs cMcTeMHble 6UBANOTEKM Ans
paboTbl ¢ hainamu PDF, nx MNopT fosKeH bbiTb AOCTYNeH Npu NogktodeHnn kak Kk TrueConf Server V
ans Linux Tak u k TrueConf Server V gns Windows. MNpv BO3HMKHOBEHMM NPOo6JieM Ui AONOHUTENbHbIX
BOMPOCOB MO 3TOW BO3MOXKHOCTN 0BpaLLaATECh B HALLy TEXHUYECKYIO MOALEPIKKY.

8.6.1. Ha OC Windows

1. ObpaTuTecb B TeXHWYECKylD  MOAAEPXKY TPYKOHd C npocbboli npefocTaBUTb apxXMB C FOTOBbIMU
CKOMMUMPOBaHHbIMU BubnnoTekamm Ghostscript. B HEM poskHO 6bITh 4 dalina: gsdll86.lib, gsdll64.lib,
gsdll86.dll, gsdll64.dll.

2. B pabouen narnke TrueConf Server V  (no  ymonuaHuto C:\TrueConf\ ) cosgaiite KaTanor
third_party_extensions .

3. PacnakyiTe B Hero nosiydyeHHbIi Ha 1 ware apxus.
4. OTKpoWTe peecTp (HanpvMep, BbIMOSTHUB B KOHCONIM KOMaHAay regedit).

5. MNepeionTe B BETKY peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\TrueConf\Server\AppProperties

1 co3aaliTe TaM CTPOKOBbBIN NapaMeTp pdflibrary_url co 3HavyeHneM https://[server_address]/third-
party-extensions/gsdll.dll ,rge [server_address] —FQDN (momeHHoe nmsa)unu IP-agpec TrueConf Server
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V, MO KOTOPOMY OH A0CTYNeH onida NOAKTIOHEHNA U3 KITMEHTCKUX HpMﬂO)KEHMIZ.

6. OTKpoliTe pain [installation_path]\httpconf\opt\redirects.conf B TeKCTOBOM pefaKTope, rae
[installation_path] —nyTbyCcTaHOBKM cepBepa, 1 Lo6aBbTe C HOBOW CTPOKM Criefytowmii TeKCT (Npu ycnoBum
YTO BCE OCTasbHble CTPOKM 3aKOMMEHTUPOBAHbI):

RewriteEngine On

Include opt/work_dir.conf

<IfDefine work_dir>
RewriteCond %{REQUEST_URI} ~\/third-party-extensions\/gsdll.d1l1$
RewriteCond %{QUERY_STRING} ~(.+&)?(arch=x(64[86))(.+)?
RewriteRule ~(.*)$ "${work dir}/third_party extensions/gsdl11%3.d11" [L,QSA]

</IfDefine>

<IfDefine work_dir>

AliasMatch ~/third-party-extensions/(.+).(.+)
"${work_dir}/third_party_extensions/$1.$2"
</IfDefine>

7. Nepesanyctute cnyx6bl TrueConf Server V u TpykoHd Web Manager. Vicnonb3ayiiTe gna sToro gucnertyep
3ajay, T.K. Mepesanyck cepsepa v3 ero naHesv ynpasseHus He 3aTparueaet ciny>k6y TpykoHd Web Manager.

8.6.2. Ha OC Linux

MNepeyncneHHble ganee KOMaHAbl TPebyeTCs BbIMOSIHATL C MPaBaMu Cyrnepnoib30BaTeNs UK C MOMOLLbLO
yTunuTbl sudo , HanpuMmep, sudo command .Y4TuUTe, 4yTo Mo ymonyaHuto sudo MoxxeT oTcyTcTBOBaTh B OC,
NpOBEPUTb €ro Hann4mMe MOXHO KOMaHAoW sudo -V .

1. ObpaTuTecb B TexHUYeCKyto  MOALEPXKKY TpyKOoHd ¢ npocbboil NpefocTaBUTb apxMB C TFOTOBbIMU
CKOMMUIMPOBaHHbIMU BubnnoTekammn Ghostscript. B HEM posmkHO 6bITh 4 dalina: gsdll86.lib, gsdll64.lib,
gsdll86.dll, gsdlle4.dlL

2. CoszpanTe dalin KOHDUTrypaunm ons peaupeKTa, HanprMep, C MOMOLLbIO Nano B TEpMUHare:

nano /opt/trueconf/server/etc/webmanager/opt/redirects.conf

3. 3anuwmTe B halin KOHGUrypaumm cnegytoLme CTPOKM U COXpaHUTE ero:

RewriteEngine On

Include /opt/trueconf/server/etc/webmanager/opt/work dir.conf

<IfDefine work_dir>

RewriteCond %{REQUEST_URI} ~\/third-party-extensions\/gsdll.d11$

RewriteCond %{QUERY_STRING} ~(.+&)?(arch=x(64|86))(.+)?

RewriteRule ~(.*)$ "${work_dir}/third_party_extensions/gsd11%3.d11" [L,QSA]

</IfDefine>

<IfDefine work_dir>

AliasMatch ~/third-party-extensions/(.+)\.(.+) "${work dir}/third party extensions/$1.$2"
</IfDefine>

4. [lobaBbTe NapaMeTp CO CCbIJIKOW A5 MOATPY3KU B NMPUIOXKEHME HEOBXOANMbIX 6MBNNOTEK, BbIMOSTHUB KOMaHAY:

non

/opt/trueconf/server/bin/vcs/tc_regkey set "AppProperties pdflibrary url" str

"https://[server_address]/third-party-extensions/gsdll.d11"
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roe [server_address] —FQDN (gomeHHoe ums) unu IP-agpec TrueConf Server V, no KOTOpoMy OH JOCTyrneH
L7191 NOAKMIOUYEHNS U3 KITUEHTCKUX NMPUSTOXKEHUN.

5. Co3spanTe KaTanor gng bnbnuoTek:

mkdir /opt/trueconf/server/var/lib/third_party_extensions

6. B kaTanor third_party extensions pacnakyliTe Bce calisibl U3 Nosly4eHHoro Ha 1 ware apxusa.

7. MepesanycTuTe cny»xbbl Beba-cepBepa u ocHoBHYto cny>k6y TrueConf Server V:

systemctl restart trueconf-web

systemctl restart trueconf
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9. UHdopmMauus o cepsepe 1 MPO-nuueHsnsx. Hactpoiiku xpaHunuwa
MaHenb ynpaeneHus TrueConf Server V — Be6-nHTepdeiic, KoTopbili no3BonseT ynpasnats TrueConf Server V.
Bnarogaps Hanuuuio Beb-nHTepderica alMMHUCTPATOP NOJy4aeT BO3MOXKHOCTH:

e MpocMaTpvBaTb MHGPOPMALMIO O CTaTyce, PerucTpauun, INLEH3UN CepBepa M OTCNIEXMBATb CTaTUCTUKY €ro
paboTbl;

e [06aBNATb M yAansTb Nonb3oBaTenen;

® MNaHNPOBATb BULEOKOHMbEPEHLN;

® HACcTpamBaTb KJIMEHTCKMeE NpunoXkeHns n nHterpaumio ¢ Active Directory n LDAP;

® yCTaHaBNMBaTb NpaBWSa COEAMHEHNS ANF OCYLLeCTBIeHNs 3BOHKOB no SIP 1 H.323 wntosy.

Mo-ymonyaHuto TCP nopT naHenu ynpasnexusa TrueConf Server V paseH 80, npu pa3sépTtbiBaHumn Ha OC
Windows ero Mos>xHO U3MEHUTb B AMasnore yCTaHOBKMU.

Ho Bbl MOXkeTe BbIbpaTh 1060 Apyroi MopT nocse ycTaHoBKM Kak Ha Windows Tak v Ha Linux. B aTom cnyuae
HoMep nopTa Hago byfeT yKasaTb B afjpeCHON CTPOoKe bpaysepa nocsie ABoOeToUNS B UMeHM XxocTa. Hanpumep,
http://localhost:8080 .

9.1. MaHenb ynpaBneHuns

9.1.1. Nudopmauus o cepBepe
MNMpun nepexope B naHenb ynpasneHuns TrueConf Server V oHa oTKpbiBaeTca Ha pasgene MHdopmauums o cepeepe.
Ha BKJ1agKe CocTosiHue BbI YBUOUTE TakKMNe OaHHble:
e rpadrKn M3MeHeHNsi BO BpeMEeHW NnokasaTesieil Harpy3Ku Ha cepBep:
© 3arpysKu npoueccopa;
O MCNONb30BaHNA Ce€TU C BO3BMOXXHOCTbIO Bbl60pa THnNa Tpacbm(a;
© 4uycna 3anyweHHbIX KOHCbepEHLI,VIVI n I'IOJJ,KJ'HO‘-!GHMVI BCeX TUNOB;
® NOCTYynHOE OMNCKOBOE NPOCTPAHCTBO;

® MeCTO, 3aHMMaeMoe Ha XpaHwunuile pabouyel nankon, nepefaHHbIMK B YaTax alnamyv W BMAeo3anucamm
KOH(epeHL I 1 3BOHKOB;

® KOJIMYECTBO OHNalH-Mnosb3oBaTenen, 3aHaTbix [MPO-nnueH3unii, roctesbix 1 SIP/H.323/RTSP nogkntoyeHuni;
® TeKylllee YMCII0 aKTUBHbIX KOH(EepeHLUMA 1 0bLLee YMUCIO UX YHACTHUKOB;
e cTtatyc HTTPS, SMTP, LDAP 1 SIP/H.323 wnto308.
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WHdopMaLns o cepepe

Cocrosmne Wrcopawma
Yac Ceroana Buepa 3 awA Hegens Mecay 3 Mecaua 6 Mecaues Foa 02.08.2022 0:00-02.08.202223:59 (3 ‘
— G — Cems — uny
OHnNaiiK none30BaTen ~ o Becs Tpadnk ~ o @ Wcnonsaosanme LN m
100%
@ O=naiin NonszosaTeNy @ 3arpyzxa: 24 kbur/cex @ OTpaua: 42 xbur/cex 00%
250 30000 8% - — — — — — — - — — - — - — - —— - —— —— —— — —
. 0%
200 oo
20000
15 0%
15000 0%
o 10000 0%
20%
=
5000 10%
[ [ 0%
o o S o o 5 © o o 5 - & o P o o s s 5 »
A S A N A S A E R S
— [ Gainei cepaepa — i
c\ v Beero 3anATo 01216 OHnajtH nonk3osaTenu
PRO-nonbaoBareni
16
@ Patouan nanka 0.09 6
@ Caoboano 1376 ToETeBLIE NOAKMIOUEHNA
@ dainoeoe xpanunuwe 0.01 I
@ Vicnonssyetcs 86 6 W
@ Breczanuch 0.02 18 H.323/SIP nogiouenin
Bcero noakmioueHnii
131

— — Cratych
AKTUEHIE KOHDEPEHLIN TS
SMTP
YUaCTHAKN 3KTHEHLIX KOHDEPEHLIT LDAP
N S

MepeiiTun K KoHtbepeHUMAM

CoemkeHHe yCTaHoBNeHD

CoemkeHHe yCTaHoBNeHD

BrmoueHo

Zaperncrpuposan

Bbl MoXceTe yBEJINYUTDb Ka)KJJ,bIVI n3 Fpa(bVIKOB C MOMOLbKO KHOMKN [ ] ,a I'Iepef/'UJ,ﬂ B KaneHgapb MO KHOMKe m

— BblbpaTb Nt060I AnanasoH 4aT A OTOOpaXKeHUs AaHHbIX.

Ha Bknagke MHd)OpMaI.IMﬂ 0To6pa>+<ar0Tc;| cBefeHunda o nnUeH3nn, 3apermcTtpMpoBaHHOM KOHTAaKTHOM JinLe, a
TaKXXe paclnpeHnd, ncnoJibdyemble cepBepom. 3pechb Bbl MOXKeTe:

® CMNOMOLbI KHOMKA PerVICTpaLI,MFI npoasinTb NN USMEHNUTb JIMLEH3UIO CepBepa;

® MepenTu K NoKyrnKe fOMONHUTESbHbIX BO3SMOXXHOCTEN 13 bnoka PacwumpeHus.

WHopMaums o cepeepe

Nomowk (2

CocToAHne WHcpopmanma
r O peructpayumn
ID cepeepa: kk123 3aperucTpUpoBaH
OcTanock 167 gHel
Hazeaxne opraHuzaui: [No6pan KoMnaHus
KoHTakTHOE nuuo: Apa CeeTnoga, ada.svet@example.com JWLeH3MOHHOE cornalieHue
- O nuy p p
NyuexsnA cepeepa lopoean MNognepka SDK-NpUNoKeHnin JoGaeuTe
CoefMHeHWe ¢ PErMCTPALWMOHHBIM CEDBEPOM He TpeGyetca SIP/H.323 wnos BExntoueHo
YUBTHbIE 38NMCK 196 LDAP/Active Directory BxntoueHo
AKTUEHBIE KOHCEPEHLUKM 10 MyGnuykele koHdepesuuw BedHaps! BrniueHo
PRO-nonkzoeareny 10 YBEHHHHTI: TpaHcnaMwHTerpauus c YouTube Brnioueno
OHNalH Nonk3osaTeny 1000 Yeenuuue Denepaynn Brnioueso
H.323/SIP nogntoueHnA 5 YBemmunTe Wurerpayuns ¢ DLP BrnueHo
rOCTEBbIE NOMb30BATENN 4 YBenmunTe TrueConf Directory Brnioverio
TexHUueckas nofgepH a Eazopas yﬂy.y_,mb UDP Multicast koHthepeHUWK Brniouero
[ata NpexpaLieHiA AeACTEUA MLEHINM 31.01.2024 Mepepaya dannos Biniouero
Moxas pabouero crona Biniouero
3anuck BUAEOKOH(EPEHLMA BrnioueHo
Mokas npeseHTaLui Bikniouexo
YnyulleHHas GezonacHocTe BKNHUEHD

Mpu BO3HNKHOBEHWS MpoBJieM C perncTpaumnert cepeepa alMMHUCTPATOP MOXXET 06paTUTbCS B CITYXKOY
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nonaepXku TpyKoHd No KOHTaKTaM, KOTopble 0TO6Pa3AaTCs B Cllyyae OLNOKK.

lNpw paspbiBe CBA3M C perncTpaLmMoHHbIM cepBepoM ( reg.trueconf.com no TCP-nopty 43160 )
oTktoyeHue Bawwero TrueConf Server Free nponsoiinéT yepes 12 yacos. MnaHnpyeMoe Bpems
OTK/toYeHUs byneT oTobpaxkaTbcs Bo Bklaake MHdopmaums o cepsepe. [MonHasa Bepcus TrueConf
Server V He MMeeT TaK1X OrpaHUYeHuiA, HE3aBUCUMO OT crnocoba perncTpaumm (OHMNakH nnu oddnain).

Ecnu cepBep nopkitoyeH K ceTn VIHTepHeT, agMUHUCTPATOP CMOXET Noy4aTh YBELOMIIEHUS O BbIXOLE HOBbIX
Bepcuii cepBepa. 3HaA4YOK yBELOMIIEHWNS NOSIBUTCS B IEBOM MEHIO MaHenn yrpaseHus,  BBEPXY CaMOl CTpaHuLbl
6yneT oTobparkaTbCs COOBLLEHME CO CChISIKOM Ha CKavMBaHMe HOBOM Bepcuu. [locsie 06HOBIEHUSI MKOHKA C
yBeJOMJIEHNEM NPONALET.

9.1.2. MPO-nuueH3suun

B naHHoOM pazgene agMmuHucTpaTop TrueConf Server V MoxkeT HacTpouTb pacripegenerue MNPO-nuueHsnii gns
y4yacTusa B KOHepeHLMsX, a TaKKe NOCMOTpeTb AaHHble 06 X NCMOMb30BaHNUN.

MPO-NULEH3NN Dosou

[\NA YUACTHR B TPYTINOBLI KOHIEPEHLARK KAKAOMY JAPETUCTIMPOBAHHOMY NONL30BATENI TPEGYETCA MPO-IHYEHIMA

+ MOETORHHLIE MMLEHIMNA NPEAOCTABNAOTER Ha GECCPOUHON DCHOBE BLIGRAHHLIM IPYTNAM NoNL30BATENeR
Kawfjuie 24 UaCa B (POHOBOM PEMHME BLINONHASTCA NEPEPACHPESENaHHE NOCTORMMLIX NHLIGHINA NI HANHUMA KIMEHEHHT B
BLIBpaHHLIX FpyTInax

+ BpeMEHHLIE MNLEH3AN BLYIAKTCH ABTOMATHYECKHA B MOMEHT NPUCOSAMHEHHA K KOHDEDEHLMK NPA HaNUYMA ceobogHeEx NPO-
nnyEHINi Ha cepaspe.

EpemMeHHAR MYEHINR BLICEOGOMARSTCR, BCIN B TEYSHNE 24 YACOR NONLI0BATENL HE YNACTAYET & RYNNORLX KOHEPEHUMAX

P wHTEp Tenn 1
B OTofpasar: KHMHOPMALIIG © NPO-MMLEHIHA 22)

JlaBath BOIMOMHOCTL b npc

FIPABRNEHWE KTHEHTCHMMA THLEHIHAMK e

£ poneacearenam He

8 cootionpo NPO-nMyesawi: 0 aTno Nulgkand  AoBaBMTY

| nocrommme 10,4 | Bpeue-.uue{b
5
Mouc:
TrueConf ID Tpynne
‘2 AnacTacun Nefegesa ebedeva ByxosoauTeny
‘ Anwa Wsey shvets ByoBoMaTENH
. BUKTOpUA COKONOBA sokolova PyEOBOIATENN
° Mparopwui Jassigoe davidov T-o1a8n
‘ Tamapa MuHiHa jinkina T-otAEn
a Cepreit Metpoa petrov T-otaen
‘ BusTop JaHunos danilov Open npogas
. AHppeit Kosanes kovaley Orgen npogax
a [pnTpwii Posakos rozanov CTen npoaax
‘ BuxTop JaHunon danilov FORMCTR!

1. AkTuBauma otobparkeHus nHpopmauumn o NMPO-NNLEH3NM B IMYHOM KabuHeTe Monb3oBaTens 1 B KIMEHTCKUX
NpUNoXKeHUsax TpyKoH® (BKITIOYEHO MO-YMOYaHUIO).

2. AKTVBaUMs BO3MOXHOCTM MOSb30BaTesto 3apaHee (TO eCTb 4O (PaKTMYECKOro y4yacTusi B KOHepeHLumn)
3anpocuTb BpeMeHHyto MPO-nnLeH3no B IMYHOM KabUHETe 1 B KIIMEHTCKOM MPUIOXKEeHWUM (BKIIKOYEHO Mo-
YMOJYaHuio).

3. Cnucok nonb3oBaTenen, KOTOPbIM BblhaHbl NOCcTosiHHblE MPO-nuueH3nn. OHK onpegenstoTcs NyTéM Bbibopa
rpynn nofib3oBaTenel, U HeMb3s BbI6paTb NONb30BaTeNel OTAENbHO MO OLHOMY.

4. Haxkmute KHomnKy N3MeHuTb ons Bblbopa rpynn nosib3osBaTesiei. [na npuMeHeHUs M3MEHEHW B CrMCKe
notpebyetca nepesanyck TrueConf Server V. Ecnun BbibpaTb 6osblie nosib3oBaTesiei, YeM BCEro AOCTYMHO
nvueHsuin  gna  Bawero TrueConf Server V, To nosiydyeHne nuueHsnin 6ygeT nNpoucxoauTb B Mopsake
npuopuTeTa FPynmM, @ BHYTPU rpynmn B NOpsiAKe COPTUPOBKU MO 0TOBpaXKaeMoMy UMEHMU.

5. Cnucok nonb3oBaTenel, KoTopble nofayyunnu BpeMeHHble MNPO-nnueH3nmn, ¢ yKkasaHMeM BpeMeHU [OencTBus
KaXXHOM M3 HWX. 3AeCb >Ke MOXHO 3abpaTb BpeMeHHylo nnueHsuio y noboro nosbsosatens, Haxas
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HanpoTWB ero MMeHu. Torga oHa MOMeHTasIbHO BEpPHETCA B Ny cBO6oAHbIX BpeMeHHbIx [MPO-nuueH3uii. Mpu
3TOM eC/IM B MOMEHT OT3bIBa JIMLEH3MM MOJIb30BaTeSb Y4acTBOBas B KOH(epeHLMM, TO OH aBTOMaTUYeCKM
6yneT U3 HEE UCKITIOYEH.

6. MNpy Hanuuuu nosnb3oBaTenel, KOTOPbIM He XBaTWUMO JMLEH3UN, Haf CMMCKaMU MOXeT OTobpaKkaTbCs
yBeLOMJIEHMNE C MX KOMMYecTBOM. [ocie HaaTusl Ha yKasaHHYK CCbINIKY C KOJIMYECTBOM B YBEeAOMIIEHUM
OTKPOETCS OKHO C NoApo6HOM nHpopMaLnen:

Monb3oBarteny, KOTOPbIM HE XBaTUMO nuueﬂauﬁ ¥

MocTosAHHbIE (2) BpemeHdHsie (0)

0\ Maouck
@ Mpuropwii JasblaoB
davidov@video.example.net
& Enena ®ponosa

- :
=_@ frolova@video.example.net

TekywWw KA cnvcok Nons30BaTenan cipopmupoBad 19.08.2023 8 13.20

Tam cpopMUpytoTCs iBa pasHbixX CrUCKa:

e [MocTosiHHbIe — Tyna nonagyT MoJsib30BaTeNM, KOTOPbIM He XBaTWUJIO JINLEH3UIA MPU MOMbITKE pacrnpeneneHus
nocTosHHbIX MPO-nuueH3mnin (BHM3Y crnucka bypeT oTobpaxeHo Bpemsa nocnegHero nepesanycka TrueConf
ServerV);

e BpeMeHHble — nonb3oBaTeNn, KOTOpble MOMbITANUCL MONYyYnTb BpeMeHHyto [MPO-nuueHsunio, HO ux He
okasasnocb cBoboaHbix Ha TrueConf Server V. 3TOT cnuncok He ounLaeTcsa nNpu nepesarpyske cinyxbol TrueConf
Server V unu camoro komnbtoTepa. Kaxkablil nosib30BaTesNlb UCKIOYAOTCA M3 CMMCKa cnycTsa 24 4yaca noce
nonagaHus B Hero.

[MOMHUTE, YTO M3MEHEHWNS B CNNCKE MOCTOSIHHbIX MPO-nnLeH31I PUKCUPYIOTCS TOMBKO Nocse
repesarpysKu cepBepa UM aBTOMaTUYecKn pas B 24 Yyaca (cM. n.5 B onvcaHum anroputma
pacrnpefenenvs nvueHsuii). HanpuMep, ecnv B rpynny, Kotopas 061anaet nocTosiHHbIMY [TPO-
NLEH3MSIMK, Bbl [,O6aBMTE HOBOIO NOJIb30BaTESIsA, OH HE MOJYYUT NOCTOsIHHY0 MNMPO-nunueHsno noka Bbl
He nepe3sarpy3uTte TrueConf Server V.

9.1.3. OcHOBHble HAaCTPOKMU

B paspene MaHenb ynpaBneHus >HacTpoiikn MOXHO yKa3aTb NyTb, MO KOTOPOMY ByayT COXPaHATbCA AaHHble
TrueConf Server V, npocMoTpeTb CTaTUCTUKY paboTbl cepBepPa, a TaKXKe HACTPOUTb KIIMEHTCKNE MPUIOXKEHNS.
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HacTpoitku Momows (3

PaGouas nanka 1
I MyT: Joptitruscont/servarivariib

Oruerel
() BrniouuTs noApoSHOS NOMpoBaHH

P —r—— 3
Bbl MOKETE COXPAHUTS HACTROMKK B (haiin, NVBO UCTONBIOBATE PAHES COXPAHEHHEIS HACTPOMKH ZINA BOCCTAHORNEHMA PACOTE CHCTEMSL
COXPaHHTL HACTPORKH BOCCTAHOBKTL HACTPORKM

MpunoxeHue

Terywan M. Mocne.
Npunowetie AgTopuzaums  URL Yetamoamn
aepcus oepoua sepcun

4

TrueConf Windows 8.3.1 752 841 https/10.140.2 trusconf windows client.exe

hitps:iipk I 2

TrueConf Android 5
id=com.trueconf.videochat&hi=en

TrueConf iOS

a

https:#itunes apple. ueconfid536475636

a

TrueConf Linux

TrueConfOS X

<]

HacTpoiki npunokenus

KNtM Ans aaTopraalyv nons3osaTenbomix 1 5
I|em 191bc8556de23114c3a1c33d333¢3 | CreHepHPORATE HORLIA KIIOH

nOMKAKONEHMi 1

KMo ANA ABTOPHIALAK FOCTERBIX NOKMOHEHI I|fdea?h:mesangncmsgznaamo1h12 | CreHepUPORATL HOBLIA KNioY

L

Bpems geiicTeuA TokeHa aETopUIaUMM Ha 6

aneR v

yeTpoiicTee
OToGpaxart naHent Peakywi 8 rpynnosbix
KOHbEpEHLMSX
9 a
CoXpaHWTE HACTPOMKH NPHNOXKEHNA
1. Pabouas oupektopusa cepBepa. He pekoMeHaoyeM UCMoNb30BaTh A1 HEE ceTeBble AVCKU, AJ1 SKOHOMUM MecTa
ceTeBble XpaHUuLa ydlwe NcnoJJib3oBaTb OTAEJIbHO OJ14 3anucen u nepenaBaeMbiX B HaTaX d3a|7|nos.

B naHenu ynpasneHus TrueConf Server V ang Linux nyTb K paboyen AupeKkTopun paBeH
/opt/trueconf/server/var/lib 1 M3MeHUTb ero Henb3s. Ho Bbl MOXXeTe HAaCTPOUTb CUMBOMMYECKYIO
ccblnky (symlink) kak mokasaHo B cCOOTBETCTBYOLLEM pa3ferie.

2. AKTUBaLMs NOAPOBHOro forvpoBaHys. JIorn MoryT MoHagobuUTbCs NpY 06paLLeHNM B TEXHUYECKYo
NOLAEPXKKY.

B Haweli 6a3e 3HaHWI Bbl MOXXETE MOAPOOHO NPOUYNTATb O Ha3HAYEHUM COXPAHAEMbIX 10r-(arnos, n o
TOM, KaKMe JIOrn B KaKyX Cryyasx HeobxoanMbl AJ1S aHanv3a 1 peLleHrs BOMpocoB No paboTe cepsepa.

3. Co3paHue 1 BOCCTAHOBIEHWNE pe3epBHOI KOMUK HAacTpPOeK cepsepa (MofpobHee paccMOTPEHO HIKE).

4. MNepexopn K HACTPOIKe KIIMEHTCKUX MPUSTOXKeHNN TpyKOHM, C KOTOPbIX MOSb30BaTeNN byayT NOAKIOYATLCS K
BaLLMM KOHEepeHLUaMm.

5. Mone ana popMmnpoBaHnsa cekpeTHoro Kimtoua. OH UCMoJIb3yeTcs Npu CO34aHNN CECCUOHHbBIX KIToYel ans
npeHTUdNKauumn nosib3oBaTenel B KoHdepeHumn. [5s 3aMeHbl KJTto4a Ha HOBbIM HAXXMUTE Ha KHOTMKY
CreHepupoBaTb HOBbI Kinto4. CMeHa KJ1to4a BO BpeMsi KOH(epeHLMM MOXKET NOBbICUTb e€ 6e30MacHOCTb
(BOMOSIHNTENbHO YCNIOXHUTL MOAKIIIOYEHME K Hell TpeTbUX JINL).

6. Kntoy, aHanornyHbilii npefbigyLieMy, HO KOHTPOJIMPYHOLLMI MOAKITIOYEHME Yepe3 rOCTEBbIE aKKAYHTbI B
ny6MYHbIX KOHbEepeHUNsX.

7. YKaXkuTe Bpemsa 0elcTBUSA TOKEHa aBTOpPU3aLMmM, KOTOPOe MOKa3blBaeT, B TeHeHNe KaKoro nepuona bynet
MOLAEPXKMBATHCA CEAHC MOCSIe NOAKIIIUYEHNS KIMeHTCKoro npusioxenuns Kk TrueConf Server V nnv asTopmsaumm
nosib3oBaTessa B IMYHOM KabuHeTe. 1o McTe4yeHnn yKasaHHOro BpeMeHu:

e ec/n NnoJsib3oBaTesb Hbl1 aBTOPU30BAH B KIIMEHTCKOM MPUMOXKEHUN 1 NepenaéT B opdnaliH (BbINOrMHUTCS UK
MOJIHOCTBbIO 3aKpOeT MPUIIOXKEHWE), TO Mpu CcliefylolleM ero 3anycke npuaérca 3aHOBO MPONTH
ayTeHTUMKALMIO B COOTBETCTBUM C YKa3aHHbIMU 151 HEE HACTPOMKaMu;
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e ecnu noJib3oBaTesb 6blil aBTOPU30BaH B JIMYHOM KabuHeTe, TO NP KIMKe Ha Jilobyto KHOMKY Uiv nepexofe B
LpYroi pasgen NnponsonaéT pasfiornH 1 Hago byaeT 3aHOBO aBTOPM30BaTbCS B COOTBETCTBUMN C HACTPOKaMU.

8. OTobparkeHue cTaTycoB (CMMBONMMYECKNX 3HAYKOB peakKL 1) Nosib3oBaTesNeil BO BpeMs KoHdepeHLmn.

9. CoxpaHeHu1e HaCcTPOoeK NPUIOXKEHUS.

Mbl KpaliHe He peKOMeHOyeM BaM M3MEeHATb 3HauYeHus nonen 5-7 6e3 KOHCyNbTauuii ¢ Haleln
TeXHUYECKOM NOLAEPXKKON, MOCKOSIbKY 3TO MOXET CYLLLECTBEHHO CHU3UTb Ka4eCTBO KOHdepeHLui 1
3aLUMLLEHHOCTb cepBepa. Bo3MOXKHOCTb cepBepa aBTOMATUYECKM peryiMpoBaTh NapaMeTpsbl
KOLMPOBaHWS MMEET peLlatoLee 3Ha4YeHve AN CTabuibHOCTM paboThl.

9.1.4. KoHdurypaumsa cuctemsl

PesepsHas konus HacTpoek TrueConf Server V nossosiseT coxpaHWTb OCHOBHbIE HACTPOIKM Ballero cepsepa —
nonb3oBaTenen, Frpynnbl, 3aMaaHNPOBaHHbIe KOHEepPeHL N, CeTeBbIE HACTPONKN — 1 BNOCNEACTBUM
BOCCTAHOBWUTb COCTOSIHME cepBepa U3 dalina, rae 3T HaCTPOMKM coXxpaHeHbl. Takas hyHKLMS MOXeT
NMOHAAobUTLCS MPU NepeycTaHOBKE ONepaLMOHHON CUCTEMbI UK MepeHoce cepBepa Ha Apyryto huU3nYeckyto
MaLUKHY, 4TObbl He MepeHacTpanBaTb cepsep 3aHOBO. C MOAPOOHBIMU NHCTPYKLMSIMU MO COXPAHEHMIO U
BOCCTAHOBJIEHMIO HACTPOEK Bbl MOYKETE 03HAKOMUTLCS B HaLLel 6a3e 3HaHNIA:

nepeHoc TrueConf Server V c ogHoro cepsepa Windows Ha gpyroi;
nepeHoc TrueConf Server V c ogHoro cepsepa Linux Ha gpyroi;
nepeHoc TrueConf Server V ¢ Windows Ha Linux;

e nepeHoc TrueConf Server V c Linux Ha Windows.

Mpu Bbirpy3ke HacTpoek TrueConf Server V B caiinl ero pesepBHas KoMusa TakXe aBTOMaTUYeCKN COXPaHsaeTcs no
nytn [working path]\registry backups ,roe [working path] —pabouas nanka cepsepa.DTo BEpHO KakK
ans Windows, Tak n gna Linux Bepcuii TrueConf Server V.

9.1.5. HacTpoiika noaKnto4eHMs KIMEHTCKUX MPUOXKEHUN

Huke Ha cTpaHuLue HaxoauTca 610K HAaCTPOMKM OrpaHUYeHUii Ha BEPCUUM KITUEHTCKUX MPUOXKEeHUA TpyKOoHD,
KOTOpble MOTYT BbITb UCMOMb30BaHbI A1 y4aCTUA B 3BOHKAX U KOHdepeHuuax vyepes Baw TrueConf Server V.
MO>KHO HaCTPOUTb He3aBMCUMble orpaHuyeHus anga pasHoix OC: Windows, macOS (paHee OS X), Linux,
Android/Android TV, iOS/iPadOS.

TyT K& MOYKHO OTKJTHOYNTb BO3MOXHOCTb aBTOPM3aLMM M MOLKIIIOHEHWI (B TOM YMCIIe FOCTEBbIX) K MEPONPUATUAM
13 NpuioXeHnin Ha onpepenénHbix OC. Hanpumep, ecnmn Hapo 4Tobbl MOSIb30BaTENN HE MOT TN UCMOJIb30BaTb
KOPMOpaTMBHYO BUAEOCBS3b Ha CMAPTgOHaX, a TONbKO Ha pabounx MecTax. [lna sToro B Tabnuue MpunoxeHune
CHUMUTe hbnaXkok ABTOpM3ALUS C HYXKHOTO MPUITOXKEHWS.

Y7106bI HACTPOUTH [OMYCTUMbIE BEPCUM NMPUSTOXKEHWI, KITMKHUTE Ha HY>KHOE Ha3BaHWe B NepBO KOJIOHKE
Tabnuubl:

[punoxeHue
Texywan Mu. MocnegH.
MpunoxexHne ApTopMzaumMA  URL yCTAHOBKW
BEpCHA BEpCUA BEpCHA
https:/iplay.google.comistore/appsidetails?
TrueConf Android 2.1 2.0 229 i . -
id=com.truecont.videochat&hl=ru
TrueConf i0S https:/fitunes.apple.com/ru/app/trueconflid536475636
TrueConf Linux 8.3.2 8.3.0 8.4.0
TrueConf OS X 8.3.2 8.3.0 8.4.0
TrueConf Windows 831 7.21 8.4.0 hitps://10.110.2.242/downloads/truecont_windows_client.exe

OTKPOETCH OKHO peaakKTMpPOBaHNA TaKMNX MNapaMeTpoOB:
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MMHWMENBEHAR BEDCKMA “ 1 \

I 7.5.2 I |
Texylian Beprra @
I 8.0.0 I |

MocnenHss BepoiA { 3 ]

8.0.0 |

COXPaHHTE OTMeHa

1. MuHUManbHas BepCUA KJIIMEHTCKOI O NPUIO>KEeHNA, KOTOpPad Nnooaep>XnBaetcd cepBepoMm. Ecnu TeKyllaa Bepcnda
KINEHTCKOro npuJiioXKeHna HWxe yKaBaHHOf;I 30ecb, TO pa60Ta KITMEHTCKOro npuJioXkeHns 6yﬂ,eT
NPMOCTaHOBJIEHQA, @ €ro obHOBMEeHne 6y,ﬂ.eT MHNUNNPOBAHO B obs3aTenbHOM nopsapnke.

2. MpepnoyTuTenbHas Bepcus KIIMEHTCKOro npusioxeHns. Ecnm oHa HUxKe ykasaHHoW B none Tekywias Bepcus,
TO nosib3oBaTesnto 6yLeT MNpensioXKeHO MeperTu Mo CCbiike Ha COOTBETCTBYOLWMA pecypc M OB6HOBUTH
npunoxxeHue.

3. Bepcusa KNMEeHTCKOro NpuioXeHus, Lo KOTOpoii byaeT NpeLnoXkeHo 06HOBUTLCS MOMb30BaTesNto.

Bbl MO>keTe LLeHTpann3oBaHHO pa3BepHyTb KneHTcKoe npunoxenune TrueConf ana Windows Ha
HEeCKObKMX MALLMHAX B KOPMOPATUBHOW CETU C MOMOLLbIO rpynnoBbix NoanTuk (GPO). Onga aToro
MCMONb3yNTe Msi-NMaKeT, KOTOPbI Bbl MOXXETE CKayaTb C HALLEro caiTa, nogpobHee YnTanTe B
COOTBETCTBYIOLLEN CTaTbe 6a3bl 3HAHUN.

9.2. Kak ucnonb3soBaTtb gpyrue nanku Ha Linux c nomowbio symlink

Ecnn nnaHupyeTcs XpaHUTb MHOTO 3anuceit Nnpu NpoBefeHUM KOHPEPEHLNI UK OXKMAAeTCs 60SbLLON O6BEM
nepenaBaeMblxX B 4aTax alinos, TO MOXKET bbiTb YA06HbBIM U3MEHUTb NMyTb ASIF UX XpaHeHus. Hanpumep, nepeHecs
Ha gpyron SSD 6onbLioro 06béMa, UTo6bl He 3aHNMaTb MeCTO Ha CUCTEMHOM XpaHunuwe. B OC Linux usmeHuTb
MyTb Yepes NaHeslb YrpaBlieHNsl CEPBEPOM HeJlb3sl, HO MOXKHO UCMOsb30BaTbh cUMBoONMYeckue ccbinkm (symlink).

ﬂ,ﬂﬂ BbIMOJIHEHUA NepeYvYnCsIeHHbIX fAajnee KoMaHg MCFIOJ'IbByVITe nporpamMmmy sudo, nnn npegBapuTenbHO
nepele,MTe B peXX1M alMUHNCTPATOPa, BbIMOJIHMB B TEPMUHAIe KOMaHAy su - UM BBeAd root-naposb.

YT106bl U3MEHUTb MecTo XpaHeHuna on4qa TrueConf Server V onga Linux, BbIMOJIHNTE Cneayowmne warn:

1. Co3paiiTe HOBYIO OMpPEKTOpUIO ANna TpebyeMbix daiifioB. Hyke NokasaHbl NpUMepbl KOHCObHbIX KOMaHL AJ1s
paboTbl C HOBbIMUW LUPEKTOPUAMK MO NyTU /var/server/ :

e CO3[aHWe OMPEKTOPUM O XpaHEHWS 3amnncein KoHdepeHLnii:

mkdir -p /var/server/recordings

® CO3[aHWe OVPEKTOPUM Osi XpaHeHUs halinos:

mkdir -p /var/server/files

2. MpepocTaBbTe nonb3osaTento trueconf npasa BnagesibLa Ha CO3LAHHYIO AUPEKTOPUIO:

e /19 3anuncen
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chown -R trueconf:trueconf /var/server/recordings

Lns dannos

chown -R trueconf:trueconf /var/server/files

3. Ecnv Hapo coxpaHnTb yxxe nMetoLmnecs aitsibl, TO NepeHecnTe ux:

e KOMMpOBaHMe 3anuncen

cp -RT /opt/trueconf/server/var/lib/recordings /var/server/recordings

KoMMpoBaHue alinos

cp -RT /opt/trueconf/server/var/lib/files /var/server/files

4.YpanvTe 3aMeHsIeMyto AVPEKTOPUIO CO BCeMU haitiaMu, T.K. BMECTO Heé Mbl CO34a4UM CUMBOJIMYECKYIO
CCbIKY:

e yrnarneHne OUPEKTOPUN C 3anncamm

rm -r /opt/trueconf/server/var/lib/recordings

e yrnaneHue oUpekTopun c darinamm

rm -r /opt/trueconf/server/var/lib/files

5. Co3paiiTe CUMBOIMYECKYIO CCbISIKY Ha CO3AAHHYI0 AUPEKTOPUIO:

OJ19 3anucem

In -s /var/server/recordings /opt/trueconf/server/var/lib/recordings

e nns calinos

In -s /var/server/files /opt/trueconf/server/var/lib/recordings

6. [MepesanyctuTe Beb-cny»by cepsepa:

systemctl restart trueconf-web

~

. Ecnu noTpebyeTcs yoannTb CUMBOIMYECKYIO CCbINKY, UCMONb3YATE KOMaHAy:

unlink [symlink_path]

roe [symlink_path] — nyTb K CO30QHHON Ha Wware 2 4UPeKTOpUKN 4SS CCbIIKW, HanpuUMep,
/var/server/recordings .YuTuTe, 4TO AaHHAs KOMaHAA He yAanseT camy GUPEKTOPUIO, 4151 3TOrO BbINOSIHUTE:!
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rm -r [symlink_path]

9.3. MoHTUpOBaHuMe ceTeBOro xpaHunuuua Ha Linux

Bbl MO)xeTe co3paTb CMMBOJINMYECKYHO CCbUJTIKY U Ha J'H06y|'0 NMPMMOHTUPOBAHHYIKO ONPEKTOPUIO, HaNnpunmep,
BHELWIHEeEe ceTeBOe XpaHUunLie.

[ns BbINONHEHNS NepeYnclieHHbIX Aaliee KOMaH UCNonb3yiTe nporpamMMy sudo, Unu npenBapuTenbHO
nepenanTe B peXUM agMUHUCTPATOPA, BbINOJIHVB B TEPMUHANE KOMaHAY Su - W BBeAs root-napons.

Hanpumep, 4To6bl NPUMOHTMPOBATb BHELLHEe CeTEeBOE XPaHUNLLLE, AOCTYNHOe Mo npoTokoy SMB, BbiNonHUTE
psiL LencTBUIA:

1. YcTaHOBUTE B CUCTEMY HEOBXOLMMbIN HAbOP YTUANT:
Ha Debian, Astra Linux, AnbT CepBep

apt-get install -y cifs-utils

Ha PEJ] OC:

dnf install -y cifs-utils

2. CO3,D,al7ITe ANPEKTOPUIO, B KOTOPYIO Bbl 6yp,eTe MOHTNPOBATb CeTeBOE XpaHUNnLLe (CM. war 1ms pa3nena o
CO30aHUN CMMBOJNTNYECKUX CCbIﬂOK). Hal'lleMep, 019 MOHTUPOBaHNA ONPEKTOPUN C d)af;lJ'laMl/l 4aToOB:

mkdir -p /var/server/files

3. Co3panTe paiin credentials.ini ¢ JaHHbIMUW ONs AOCTYNA K yOANEHHOMY XPaHUINLLY, COAEPIKALLUI TaKne
CTPOKMU:

username=[login]
password=[password]
domain=[domain]

roe:

e [login] —norwuH;

e [password] — napoJib;

e [domain] — OOMeH, K KOTOPOMY OTHOCUTCS CETEBOE XpaHUIIMLLE (CTPOKA MOXKET OTCYTCTBOBATbD).

HaanMep, C MOMOLLbKO KOMaHAbl B TEPMUHAJIE:

echo -e 'username=[login]\npassword=[password]\ndomain=[domain]"' > credentials.ini

MapameTp -e KOMaHAbl echo aKTUBMPYET KOPPEKTHYI NHTEePrpeTaLmio CNeLCMMBOIIOB, KOTOpbIe
SKpaHMpPOBaHbl CUMBOJIOM \ . B mpuMepe Bbille 5To NnepeHoc CTPoKM  \n .
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4. NpUMOHTUPYITE CETEBOE XPAaHUIMLLE K CO3AAHHOM AUPEKTOpUM, Ucnonb3ysa daiil  credentials.ini

mount -t cifs -o credentials=[credentials_path] [remote_path] [local_path]

e [credentials_path] —nonHbI NyTb K ainy credentials.ini , CO3aHHOMY Ha NpenblayLLEeM Lware;
e [remote_path] —nyTb K MOHTMPYEMOMY XpaHUNULLY, HanpuMep, //10.100.2.120/files ;

e [local path] — nyTb K JIOKaNbHOM [OUPEKTOPUWM LN MOHTMPOBaHUS M3 LWara 2, Hanpumep,
/var/server/files .

Tenepb Bbl MOXKETe CO34aTb CUMBOJIMYECKYHO CCbIIKY K MPUMOHTMPOBAHHON ANPEKTOPUM, KaK bbifio NoKasaHo
paHee.

YTo6bl pa3MOHTMPOBATb ANPEKTOPMIO, BbINMOSIHUTE KOMaHZY (Mof agMUHUCTPATOPOM WM C MOMOLLbIO  sudo ):

umount [local_path]

roe [local_path] — nyTb K JIOKafIbHOM OMPEKTOPUU NS MOHTUPOBAHUS U3 LWAra 2, HanpuUMep,
/var/server/files .[locne 3TOro Bbl CMOXETE yAannTb ANPEKTOPUIO C MOMOLLbIO KOMaHAbI:

rm -r [local_path]

9.4. HacTpoWka pocTyna K ceTeBbiM XpaHunuwam B Windows

Yto6bl TrueConf Server V ana Windows Mor nofy4mTb AOCTYM K CETEBbIM AMCKaM, TpebyeTca 4Tobbl ABe Ciy»bbl
MO YNTATb U NNCATb B CETEBbIe PacrnofioXeHus. Ho T.K. 3Tu ciy»6bl N0 yMONYaHMIO 3aMyCKaOTCA OT UMEHM
cucTeMHol yuétHoi 3anucu (Local System) koTopas He MMeeT JoCTyna K CeTeBbIM pecypcam, TO peLleHne cocTouT
B HACTPOWKe 3arnycKa OT IMLA NONb30BaTesa C HYXXHbIMW nNpaBamMu (Hanpumep, agMuHucTpaTopa OC):

1. Mepenigute B cnucok cnyx6 OC Windows. [na 3Toro 3anycTuTe KOMaHOHYy CTPOKYy (TepMmuHan) wunwm
PowerShell u BbinonHnTe KOMaHay services.msc .

HalpnTe B cnucke cny>kby TrueConf Server (ocHOBHYto cny>kby cepBepa BUAEOKOH(EPEHLCBA3N).
MepeinnTe B CBOMCTBA CJTYXK6bI ABOMHbBIM KITMKOM MO HAa3BaHWIO MW U3 KOHTEKCTHOIO MEHIHO.
Ha Bknagke Bxop B cucteMy akTnBupyiite nepekntoyatesnb C y4eTHOM 3anucblo:.

YKaXKuTe NTOr1H 1 MapoJib HYXXHOM YY4ETHOM 3anucK, Hanpumep, agMuHnctTpaTopa Windows, 1 Haxxmute OK.

o uA W

MosTopuTe waru 2-5 ana cnyx6sl TrueConf Web Manager.

9.5. ®daiinoBoe xpaHunuuie

Mocne BbIboOpa MecTa pasMeLleHns paboyein AUPEKTOPUN MOXKHO Cpasy HAaCTPOUTb 1 Apyrue napaMeTpbl,
CBSI3aHHbIe C pacrnpefeneHMeM MecTa Nnoj HyXHbl BULEOCBA3N: MyTW A5 ailfioB U3 4aTOB U BUAE03anucen
MepOonpUATUN.

Mpu N3MeHeHUN NyTH ANd XpaHeHUs aisIoB YaTOB caMy alsibl HE MePeHOCATCS B HOBOE MECTO
aBTOMaTMyeckn. To ecTb AJis obecneyeHns BOCTYNHOCTM halinoB B YaTax CHaYasa Hafo nepeHecTu
¢paiinibl B HOBbINM KaTanor, TOSbKO NMOTOM Y>K€ MEHSITb MyTb B MAHESN yNpaBlieHUs. DTO XKe KacaeTcs U
caiino. 3anucen: oHW 6yayT HELOCTYMHbI BO BCTPOEHHOM Mileepe NaHemnn yrpaBieHUs U B NMPUNOXKEHNSX
y Mosib30BaTesiel, NoKa He byayT CKOMMPOBAHbI B HOBbIW KaTasor.

B pasnene daitnoBoe XxpaHMMULLLE Bbl MOXKETE YKa3aTb HACTPOMKM XpaHUMLLA daiifioB, KOTOPbIMY
06MeHMBatOTCS MNOJIb30BaTENM:
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daiinoBoe xpaHunuLle Tomoue (2)

- HacTpoRkum

MyTh: C:ATrueConfifiles

OocTynHOS NpOCTPaHCTED HA WecTKoM aucke: 14.54 T'G.

[J3apats OWCKOBYH) KBOTY ANA XpaHeHwus pannce (MB): I:l

3afatk CPOK XpaHeHuA haina (aHu): l:l

OrpaHuuuTe ckopocTe ckauneaHur [N 10191 kbuT/c

OrpaHuuuTe ckopocTe 2arpyady [ 20022 kBuT/c

1. Bbibop MecTa pacnofioeHus gupekTopun ¢ dannamu. o ymMonyaHuio 3anmMcu noMeLatoTes B nanky files

BHYTpU paboyeii nanku cepsepa. MOXXHO UCMOMb30BaTb CETEBbIE MyTU (CM. BblLLIE KaK B 3TOM CJly4ae HacTpouTb
cny>x6bl Ha OC Windows).

B nanenu ynpaenenus TrueConf Server V gna Linux BO3MOXHOCTb M3MEHUTb MyTb K KaTanory
alinoBoro xpaHmnuuia otcyTcTayeT. Ho Bbl MOXKeTe HaCcTpouTb CMMBOMYecKyto ccbliky (symlink) kak
MOKa3aHOo B COOTBETCTBYIOLLEM pa3ferie.

2. MakcvMarnbHbIVi 06bEM XpaHUNNLLA, KOTOPbIN BblaeseH Ana (aiios 13 4aTos.

3. BpeMms »unsHu daiifios (B LHAX) Nepen TeM, Kak oHu byayT aBToMaTu4eckn yganatbcs. OTCUET nLét oT BpeMeHu
nepBoWi 3arpysku daiina. Mo ymMonyaHuio aBToynaneHme daiinos oTKOYeHO. [JocTynHble 3HaveHus —oT 1 1o
99999 pHelt (nouTn 274 roga, 4Yero ABHO XBaTUT OJ15 NI060M BU3Hec-3ama4un).

4. C noMoLLbto beryHka ycTaHOBUTE MaKCMMasbHO fOMYCTUMYO CKOPOCTb CKavnBaHus (alinos C cepeepa.

5. C noMolLupbto 6eryHka ycTaHOBUTE MaKCUMasbHO LOMYCTUMYIO CKOPOCTb 3arpy3Ku daiinos Ha cepsep.

9.6. 3anucu

B naHHOM paspene Bbl MOXKeTe perynmpoBaTb HACTPONKM CepBepa OTHOCUTENIbHO aBTOMATUYECKOM 3anmcK
KOHbepeHL .

Ecnv KoHdepeHuma NpoBOAMTCS C MCMOSIb30BaHNEM CUHXPOMEPEBOAA, TO B 3aNu1Ch NMOMaayT BCe ayaM0L0POXKKM
Ha KoTopble MPOU3BOANIICS NMEePEBOS, @ OTAENbHON AOPOXKKOM 0bLLee ayamno, rae 6yayT ClbIWHbI AOKIAAUNKN U Te
KTO MCMOJIb30Bas ayAnopensnKy. 970 byneT paboTaTb HE3aBMCMMO OT BbiI6paHHOro popMaTa BUAE03aMUCH.
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3anucm Nomous (7)

 HacTpoidku

MyTk:

C:\TrueConfiRecordings

BLIKMIOUEHD W

|| OnpegenAeTcA Hacmoi‘mamw NpK NAaHWPOBaHWK KOH(epeHL M

MNokasbiBaTh WHOWKATOP B KNWEHTCKWX NPUNO0HE HHMAX

3anuck BUOEO03BOHKORB!

3aNHUCk MHOTOTOUEUHEIX KOHIDEPEHLIWIA:

MHAMKATOp 3anuc:

® OO

MNokasbiBaThL WHOWKATOD B MMELUIWpDOBaAHHOM BUOED

CraunsBaHne zannced Bnafensuem KoHpepesuun: | | PazpelusHo v
KoHTe#Hep s 3anvMcy BUeo: -@

3a[aTk CPOK XPAHEHWA BMAS03anncei (gHu):

1. MyTb K Nanke, B KOTOpYyl 6ydyT COXpaHATbCS Bce 3anucu. o yMonuaHuio 3anucu NoMeLlatoTca B nanky
Recordings  BHyTpu paboueil nanku cepsepa. B cnucke 3anmcaHHbiX KOHepeHUMn oTobparkatoTcs
BMIEO3aNNCK U3 YyKalaHHOW nanku. Ecnu nyTb nepeonpepensercs, TO CMUCOK, COOTBETCTBEHHO, TaKXXe
nepecdopMMpoBbIBaeTCA. B faHHOM Mone MOXXHO yKasaTb W CeTeBOW MyTb, CM. Bbille KaK B 3TOM cllyvae
HacTpouTb ciy»6bl Ha OC Windows.

MNpw cMeHe NyTn camu balinbl 3annceli aBBTOMAaTUYECKM He NepeHoCsaTCs. TakxKe 13-3a 3TOro B JIMYHOM KabuHeTe
nosib3oBaTesa He 6yeT BO3MOXXHOCTM CKayaTb 3anuncu KOHpepeHUMiA, y KOTOpbIX OH 6bin BiagenbueM. Ho ecnn
BPYYHYIO MepeHecT 3anmncu B HOBOe MecTo, To BCE byneT paboTaTs.

B naHenu ynpasneHus TrueConf Server V ang Linux BO3MOYKHOCTb U3MEHUTb MyTb K KaTanory ¢
3anncsMn KoHdbepeHL i oTcyTcTBYeT. Ho Bbl MOXXETE HaCTPOUTb CUMBONMYECKYIO cCbinKy (symlink) kak
MOKa3aHo B COOTBETCTBYIOLLLEM pasfene.

2. BKntoYnTb/OTKOUNTD 3aM1UCb BULEO3BOHKOB MOJIb30BaTeNel OfMH-Ha-04MH. DTa onuus eanHa Ans Bcex
3BOHKOB — 3aMu1CbIBAOTCS MO0 BCe, TMBO HMKaKMe. YUTUTE, YTO NpU BKIOYEHWMN STON ONUMU CTaHET
HEBO3MOXXHbIM MCMOJIb30BaHNeE MPSIMOro COEAMHEHUS MEX Y MOMb30BaTeNaAMN (UTO6bI 6bITb 3aMMCaHHOWM, BCS
MHbopMaL s MexkLly aboHeHTaMm byeT nepeMeLLaTbcs Yepes cepaep).

3. Ins HacTpOWMKM 3anncy rpynnoBbIX KOH(EPEHLMI BO3MOXHbI TpY BapvaHTa — b0 BCe 3anucbiBatoTCs, 60
HMKaKMe He 3anmncbiBatoTCs, MO0 3aMncb HACTPaMBAETCS OTAENbHO B HACTPOMKaX KaX Ao KOHbepeHLn
(nocnefHeMy pexkvMy COOTBETCTBYeT 3HaueHue "no 3anpocy").

4. HacTpolika BUGMMOCTU MHAMKATOPA 3anncu KOHEepeHL MK, ecin oHa npomcxoauT Ha ctopoHe TrueConf Server
V (no yMonyaHuto akTuBMpoBaHa). C MOMOLLbIO 3TUX haXKKOB aAMUHUCTPATOP MOXET OTKITIOUUTb 0TObparkeHue
TaKOro MHAMKATOPa OTAENbHO ANs:

® YYACTHUKOB B KIIMEHTCKUX MPUSTOXKEHNAX TPyKOHdD;

® CMUKLUMPOBAHHOIO BUAEO ANA 3anucu, nogkntoderuii no WebRTC (4epes Beb-6paysep) nubo no npotokosiam
SIP/H.323 (c TepMuHanos).

5. 3anpeT ckaunBaHus BUgeo3anunceit, CoxpaHéHHbix Ha ctopoHe TrueConf Server V, ana snagenbua
KOH(bepeHLI.I/II/I. B sTom cny4dae Bnageney MmeponpunaTtma B JIMYHOM KabuHeTe Unu B MHTepq)el”/'lce KJIMEHTCKOro
NpUNoXXeHnsd yBugnT CNMCOK 3an1/|cel7|, HO He CMOXXeT UX CKa4vnBaTb.

6. ®opmMaT BMAEO, B KOTOPOM BYLYyT COXPaHATLCS haitsibl C 3anncaMu.

7. Cpok (B AHAX), MOCe KOTOPOro 3an1cu KOHEepPEeHL I [OIKHbI YOANATbCS aBTOMATUYECKUN. YCTaHOBUTE
narkoK psLoM c nosieM, 4Tobbl aKTUBMPOBATb ero AN BBofa. Ecnun dpnaxkok cHAT, To 3anucy byoyT XpaHUTbCS
HeorpaHWYeHHO AOJIro (He byayT yaanaTbcs aBTOMaTUYECKM).
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YTo Nnpon3oiaET, ecnn 3aKOHUUTCS MeCTO B BblesIeHHOM S5 XpaHeHUs 3anuceil KaTanore?
HoBble 3anncu nepecTaHyT COXPaHATbLCS, @ paHee Co34aHHble OCTaHYTCS.
YTo cnyunTcs c nayuueli KoHdepeHumeir, ecnn Bo BpeMs eé 3anucy 3aKOHYMTCA MeCTo B XpaHunuwe?

3anucb NpeKkpaTuTca 1 ByaeT coxpaHeHa Ha MOMEHT 3aMnoJIHEHUS KaTanora.
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10. HacTpoliiku ceTu, yBegomneHmn u depepaumum

B naHHOM pa3spene MOXHO YyCTaHOBUTb HeKoTopble HacTpoiku TrueConf Server V, cBA3aHHbIe € ceTblo:
® MOAK/TIOYEHME K HEMY KITMEHTCKUX NMPUIIOXKEH W U CTOPOHHUX ycTpoicTs (SIP, H.323 n . n.);

e email onoBeLleHUs ons nonb3oBaTesiel 1 AAMUHUCTPATOP3;

e CBsI3b C ApyrumMu ak3emnnsapamum TrueConf Server V.

10.1. HacTpoitku ceTu

B naHHOM paspfenie MOXXHO ykasaTb |IP-agpeca 1 nopTbl, Mo KOTOpbIM ckaunBaemble ¢ TrueConf Server V
KIIMEeHTCKME NpUNoxXeHns TpyKoHd byayT NbiTaTbCs C HUM COeAMHUTBLCS. [0 yMOon4aHuio AN 3TOro UCMosb3yeTcst
TonbKo IP-agpec MalunHbl, Ha KoTopoit ycTaHoBneH TrueConf Server V.

KnueHTckue npunoxeHuns Bcerpna nogkitoydatotca k TrueConf Server V yepes egnHcTBeHHbIN nopT TCP
— Mo yMoNl4aHuio 4307 . ToNbKO OH UCMOJIb3yeTcs ANg Nepefaydn CUrHanoB, AaHHbIX ayTeHTUdUKaLMM

M aynmo- 1 BUAEOMOTOKOB. [119 0TObpaXkeHNs NNaHMPOBLLMKA, Mepexoaa B PaclUMpPeHHOE ynpaBieHne
KoHepeHuueli 1 BbizoBoB APl Takxe ncnonesyetcs HTTPS nopT (no ymonuaHuio 443 ), nogpobHee B
CTaTbe Hallel 6asbl 3HaHWI .

Bbl MO>keTe yKasaTb Apyroi NopT Npy pefaKTUPOBaHWM CNINCKA UcNonb3yeMblx IP-anpecos.

Hukakoii UDP nopT He MO>eT 6bITb MCNOJIb30BaH ANna KoMMyHMKaumu Mexxgy TrueConf Server V n
KJIMEHTCKUM MPUNOXKEHNEM.

. =
HacTpoiiku ceTu Dovowe (2)
— BuyTpenume appeca — Buewnwne anpeca
(] Mcnons3osats sce 1P agpeca YKazath
10.120.1.141:4307 5.100.101.102:4307

192.168.56.1:4307

T T T || T T T

B cnucke BHyTpeHHMe appeca HaxoasTcs afpeca U NopThl, KOTopble cepBep byneT NpocMaTpmBaTb Ha nNpeaMeT
NMOAKMOYEHNS KITMEHTCKUX MPUIOXKEHWI K HEMY. DTO LOMKHbI 6bITb afpeca ceTeBbIX MHTEPdENCOB MaLLMHbI, Ha
koTopyto yctaHoBsieH TrueConf Server V, unu eé BHyTpeHHee DNS-1Ms, KOTOpOe pe30sIBUTCS Ha OfMH U3 CeTEBbIX
nHTepdericos no IP. Mpw BbicTaBneHHoM narkke Mcnonb3oBaTb Bee IP-agpeca (Mo yMonyaHMio oH oTMeyeH)
CMNCOK COCTABNAETCS aBTOMAaTUYECKM 13 BCEX TaKMX aipeCcOB, B TOM YMCIIE Y BUPTYasibHbIX.

YT06bI pefakTMpoBaTb CNMCOK BHyTpeHHMe agpeca:

1. CHumuTe pnaxkok Mcnonb3oBaTtb Bce IP-agpeca.

2. [Ons n3amMeHeHUs NnapamMeTpoB KOHKPETHOIO COEANHEHWNS MPOCTO HAXKMUTE Ha CTPOKY C STUM apecoM.

3. Vcnonb3yiTe KHOMKM BHU3Y CMMUCKA AN JO6aBieHNs HOBOMO afpeca, COXPaHeHUs U cbpoca M3MeHEeHWU.

Appeca 13 cnicka BHewHue agpeca B 3awndpoBaHHOM Bue 006aBAAOTCA K HazBaHUto ycTaHoBuwmka TrueConf
ons Windows v 6ynyT ncnonb3oBaHbl Npy ero nepBoM 3anycke. Ecniv B cnncke He ByaeT afpecos, LOCTYMHbIX BCEM
nonb3osaTenam TrueConf ana Windows (Kak BHELUHUM TaK ¥ BHYTPEHHUM), TO OHU HE CMOTYT MOAKJIOYNTBLCSA K
cepBepy MoKa He YKaXXyT KOPPEKTHbI afipec B HACTPOWKax NpuiioxeHus. [loToMy Mbl peKoMeHayeM 3aechb
YKa3blBaTb afpeca, LOCTYMHble BCEM MOJIb30BaTENSAM KakK BHYTPU KOPNOPaTUBHOW CeTU, TaK 1 CHapyxu. B aToT
CMUCOK MOYKHO BKJTHOYaTb afpeca, C KOTOPbIX HACTPOeHa NepeagpecaLmsa Ha BHYTpeHHMe agpeca, IP-agpec Bawwero
NAT, DNS-umsa, nnbo agpeca, Ha KoTopble B byayLieM nnaHupyeTcs nepeHectn TrueConf Server V (4tobbl nocne
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nepeHoca CKayaHHble paHee KIIMEHTCKME MPUITOXKEHNS MOTJIN MOAKITIOUYNTBLCS K CepBepy Yepes HoBbIl IP-agpec).
Ecnu cepBep npeaHa3HayeH TONbKO 419 paboTbl B JIOKANIbHOM CETU, TO UCMOMb30BaTb JaHHbIM CMUCOK HEeT
HeobxoanMocCTu.

YT06bI pefakTupoBaTb CNCOK BHeluHMe agpeca, oTMeTbTe hfiaXkoK YKasaTb.

Hanpumep, ecnu Bbl nnaHupyeTe B byayLieM MUrpaumio cepeepa Ha apyrve IP-agpeca, nobasbTe 3Tu IP-agpeca B
cnucok BHelHMe agpeca. DTo MOMOXKeT KITMEHTCKUM NPUIIOXKEHUA 0BHAPYXXUTb HOBbIV afpec Npu NepBOM >Ke
NOLKJIOYEeHUN NOCe NepeHoca cepBepa 1 UCMOJIb30BaTh ero ganee.

Mocne Toro, Kak Bbl MOMEHSANM afipec Ha BHELWWHWIA, nepeiianTe B pasges Be6 »Hactpoliku naHenu ynpasneHus
cepBepa 1 U3MeHUTe BHELUHWI afpec Be6-CTpaHuLbl Ha Ny6uyHbIi IP (koTopblii Bbl yKa3anu B cnvcke BHewHue
appeca), 3aTeM nepesanycTuTe cepBep, HTobbl BHELLHVE NOb30BaTeNIv MO NMOAKIIOUNTLCS U3BHE.

B paHHOM OKYMEHTaLMM He COAEPXKUTCS MHCTPYKLMI, KacatloLLMXCs HaCTPONKn nepeappecaunm TCP-
nopToB unu DNS-nMEH. Bbl MoxkeTe nony4nTb NofobHyo MHPOPMaLMIo B AOKYMEHTALMM K
ncnosb3yeMoMy ceTeBoMy 060pyAOBaHuIo.

10.2. SMTP

TrueConf Server V He cogepuT B cebe BCTPOEHHOW NMOYTOBOW CUCTEMbI U MOXKET UCMOJb30BaTb A5 PACChINIKM
MHMOPMALIMOHHBIX MUCEM KIIMEHTaM NnLlb BHellHW SMTP-cepBep niuv cny»6y LoCcTaBKM yBeLoMIIeHN. B
LaHHOM pa3fere Bbl MOXXeTe YKa3aTb, kakoi SMTP-cepBep cnegyeT UCMoONIb30BaThb, @ TaKXKe OTPEAAKTMPOBaTh
LWabMoHbI pacchbifiaeMbiX NMUCEM.

B HacTpolikax cepBepa ucxogaieli noyuTbl 4N oTnpasku ysegomnenunin ¢ TrueConf Server V He Hago
yKa3blBaTb email-agpec, KOTOPbIN yyKe 6bli MCMOJIb30BaH UMM MOXKET 6bITb MCMONBb30BAH B Npodue
roJjib3oBaTesns. TpebyeTcs 3aBeCTV OTLAENIbHbIN MOYTOBbIN AWK 415 CepBepa.

Y7066l HacTpouTb SMTP-nogkntoyeHue:

SMTP Momows ()

r CepBep HCXoaAWEH MOYTbI

XocT MaopT BezonacHoe nogKnkdeHe
companymail.com | ‘ 465 ‘ SSL hd
Tvn ayTeHTUDKUKaLKMK Norud Mapone
C naponem e ‘ admin ‘ SRR E NN R
3N. agpec oTnpasvTens MmMa oTnpaewTens

admin@companymail.c0r4 ‘Admin ‘

CTaTyC: yAauHoe COeAMHEHWe MpoeepuTs coenMHeHNe

r E-mail agmuumucrpaTopa

Email | admin@companymail.com

[ CoofaTs agMuHUCTPaTopy 0 Nepezarpyzxe Cepeepa No NpUUMHe BHYTPEHHMX NpoBnemM.

YKa>KnuTte XoCT — afpec No4TOBOro cepBepa.
BbibepuTe TMN 6e30nacHoro nogkntodeHus: SSL, STARTTLS, nnu He ncnonb3oBaTh ero.

Ecnun nopT Aon4d Bbl6paHHOI'0 TNa NOOKMNKYEHNA OTNNYAETCA OT CTAHOAPTHOIO, YKaXXUTe €ro Bpy4dHyto.

A w N -

BbibepuTe TUN ayTeHTUdUKaLmmM (6e3 aBTopM3aumun 1v ¢ NaposieM), 1 BO BTOPOM CJly4ae yKaXkKuTe JIOTUH 1
naponb ansa nogknodeHma TrueConf Server V k SMTP-cepBepy.

5. 3anonHuTte nons SNEKTPOHHOIo agpeca (I'IOJ'IHbIl71 afpec no4vYToBOro dunKa, BKAKOYaa NOrunH, @ n ,ElOMEH) n
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MMEHN OTnpaBuUTend — OHU 6WJ,YT cToaTb B nofie nucbMma OT. I'Ile S3TOM afgpecC OO0J/HKeH COOTBETCTBOBATbL
YKa3aHHbIM JTIOrNHY N XOCTY.

6. MNMpoBepbTe NpPaBUNIbHOCTb HAcTpoeK C MnomoLllbio KHonku MpoBepuTb coeguHeHune. B none CraTyc:
oTobparkaeTca TeKyLWMA CTaTyC COefUMHEHUS C MOYTOBbIM CEpPBEPOM: yAA4YHOE COoefMHEHMEe B Ciy4ae
yCrnewHoro nogknoveHuns kK SMTP-cepBepy 1 HeBepHbIli cepBep — B Cily4ae OLUMOKM NOAKIIIOUYEHUS.

7. Ykakute e-mail agMuHuctpatopa TrueConf Server V. OH 6yneT oTobpa)kaTbCa B pacChliiaeMbiX MUCbMAX.
OTMeTbTe bfIAYKOK MOf MosieM BBOAA, YTOObl aOMWHUCTPATOPY MPUXOAWMIIM OMOBELLEHWUS O Mepesarpyske
TrueConf Server V no npnynHe BHyTPeHHMX OLLNGOK.

8. HakmuTe MpUMEHUTb B HUXKHEN HYacTN CTPaHULbI A1 COXPAaHEHNSI U3SMEHEHUIA.

10.2.1. HacTpoiika wabnoHoB nucem

Huyke napameTpoB nogktoyeHns kK SMTP-cepBepy Bbl MOXKeTe HaCTPOUTb LLABIOHbI ANA PasfinyHbIX email-
yBeOOMMEHN.

YT06bI BEPHYTH LLIABMOHbBI MO-YMOIHaHWIO Af19 BCEX MUCEM, HAaXKMUTe KHornKy Mo ymonyaHuio B 6510ke MucbMa
nonb3oBaTento. [1py 3ToM byayT NCNOMb30BaHbl LWABIOHbI HA TOM A3bIKE, KOTOPbIN BbIOpaH B NpearnoyYTeHnsx
LaHHbIM 3alMUHUCTPATOPOM.

10.2.2. YBepomneHus o nponyLleHHbIX BbI30BaX

YT06bI MPUXOAMIN YBEAOMIEHWS O MPOMYLLEHHbIX BbI30BaX, NocTaBbTe yiaxkok CoobliaTh nonb3oBaTensaM o

NponyLUEeHHbIX 3BOHKaX. TOra ecnv KTo-To 13 noJsib3oBaTenei byneT oddiaiH Bo BpeMs 3BOHKA MM BbI30Ba B
koHepeHuuto, To TrueConf Server V nonpobyeT nocnaTb yBegomsieHve 06 3TOM Mo afpecy, ykazaHHOMY B ose
E-mail B HacTpolikax npodus nosfib3oBaTesis WX B COOTBETCTBYIOLLEM NoJie, UMMOPTMpOoBaHHOM Yepes LDAP.

YBenomieHns 0 NPonyLLeHHbIX 3BOHKaX A1 He3aperncTpUpoBaHHbIX NoJib3oBaTenel OTNPaBAaloTCs TeM
aboHeHTaM, 415 KOTOPbIX NMOJIb30BaTENb Ballero cepsepa B1Aeocss3n He 3Han TrueConf ID 1 nbiTancs Boi3BaThb
no email. Takve BbI30BbI AOMKHbI COBEPLLIATLCS C NpedUuKcoM #mailto: , HanpuMmep

#mailto:userl23@example.com . 3To cBsi3aHo ¢ TeM, yTo TrueConf ID no hopmaTy coBnagaeT c email-agpecom
N 4TOBbI MX Pa3NMYNTL TPEBYETCS MCMONIb30BaTb 0CO6bLIN Nped K B CTPOKE BbI30OBA.

Mpw fobaBeHnn y4aCcTHUKOB MO NnoyTe B Ny6MYHYI0. KoHdepeHuuto (BebuHap) npedukc  #mailto: pobaBuTCH
ABTOMATUYECKN, HUKAKNX BOMOSIHUTENbHbIX AeACTBUIN Torna He TpebyeTcs.

10.2.3. NMpurnaweHus B KoHdepeHLUU

[ns BKNtOYEHWS pacchblIKM NPUIaLlleHunii Ha BCe BHOBb CO3[laBaeMble KOH(epeHLMM 0TMeTbTe (PraXkoK
OTnpaBnsATh NpUrialleHus y4acTHUKaM rpynnoBoii BUAeoKoHdgepeHumu. B 3ToM criyyae npu nnaHMpoBaHum
KOHbepeHLN BCe NpUrnalléHHble B Heé Nonb3oBaTeNv Nosy4aT yBeLOMIIEHUS C ATON U BpeMeHeM eé
npoBeaeHus (ecnv TakoBble yKaszaHbl).

Bbl MOXeTe BKITIOUNTb MW OTKIOYNTb PACChINKY MPUTALLEeHN As KaXKO0N KOHdepeHLmm
WHOMBWIYANbHO Ha BKNaake [JonosHUTENIbHO NPW €€ CO30aHNN NN PeNAKTUPOBAHUMN.

10.2.4. HanoMuHaHus o npeacTosLen KOHdepeHLUU

Bbl MO)KeTe HacTpoOWTb OTMpPaBKy HAMOMUHAHWIA No email 0 NpeAcToALMX MeponpuaTUsX. Torna Bce
Lo6aBreHHble B 3aM1aHMPOBaHHYO KOH(EPEHLMIO YHaCTHUKM 3apaHee Lo e Havana nosyyat cooblleHure Ha
3M1eKTPOHHYIO NOYTY C HanoMuHaHueM. LLIabnoH HanoMrHaHWs HacTpanBaeTcs HUKe B 6rioKke YBefoMneHue o
npepcTosiuel 3anlaHMPOBaHHON KOHdepeHUun.

Mepvog BpeMEHM [0 HaYaa MEPONPUATUS A5 HANMOMUHAHWS BbibupaeTcs B cnncke HanoMuHaHus. Ecnv
pnaXkok OTMEeYEH, HO B CMUCKE HMYero He BbIbpaHo, TO Npu co3aaHuu 1060 3amniaHnpoBaHHON KOHpepeHLu
agMUHUCTpATOP NM60 Briafesiel, MOXKET BKIOUNTb HAMOMUHAHNS, YKa3aB BPYUHYIO HY>XHbI nepuog. Ecnu sxxe
YTO-TO BbI6paHO, HanpumMep, 3a 1 eHb 1 33 5 MUHYT, TO MPU NIAHUPOBAHWUN MEPONPUATHS Yr>Ke ByAeT BKItoHEHa
OTMpaBKa HAMOMWHAHWI O HEM C YKa3aHHbIMK NeEpUOLAMMU.
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Ecnv agMrHUCTpaTop BKIOYUT hiaxkok OTNpaBasTb Nosib30BaTeNSIM HAMOMUHAHUS O NpeacTosLei
KoHdepeHuum 1 BoibepeT neprogpl B cnvcke HanoMuHaHus, To 015 paHee 3annaHMpoBaHHbIX
KOHepeHLMii 6e3 HaNnOMUHAHWI TaKKe aBTOMaTUYECKM L06aBATCA yBELOMIIEHUS C AAHHBIMU
nepuogamu.

10.2.5. MopTBep)kaeHUs 0 perncTpauum B Nnyb6amyHyo KoHdepeHuuto

Lnsa oTnpaBKuM NOATBEPXKAEHWI 06 YCMeLwHOoM perncTpaumm y4acTHUKOB BebrHapa (B crlydae HacTpoKu
COOTBETCTBYHOLLMX MAPAMETPOB) UCMOSb3YINTe OTAESbHbIN LWAboH YBeaoMeHne o perncTpaumm Ha
KOHdepeHuuIo.

10.2.6. YBepomneHus 06 Uckno4YeHUn U3 KoHgepeHLUm

YT06bI aKTUBMPOBATbL YBEAOMJIEHNE YHAaCTHMKOB KOHMEpPEHLMN 06 NX UCKITIOUYEHUN U3 CMMCKA NPUraLLeHuni,
aKkTuBupyrTe dnaxok CoobLaTb NoNb30BaTeNSIM YTO OHM UCKITIOYEHbI U3 CMIUCKA YYaCTHUKOR [laHHas
HacTpoliKa NpMMeHMa LA1is NoBbbIX PeXXMMOB KOHdepeHUMiA. [Tpy 3ToM ans BebMHapoB C HACTPOEHHOM
perunctpaumelt ypegomeHns byoyT nonyyaTb Kak CaMOCTOSTENIbHO 3aPerMcTPMPOBABLUMECS YHACTHUKY, TaK U Te,
KTO 6blnN NpUrnaLleHbl Mpy CO3AaHUN MEPONPUSTHUS.

10.2.7. Cnnucok napaMeTpoB, UCNONb3yeMbiX B LWAabnoHax nucbMa

Ncnonb3yliTe nepeyncrneHHble HUXe CMHTaKCMYeCKne KOHCTPYKLMM, YTOBbl COCTaBUTb COBCTBEHHbIE LWABOHbI
nuceMm, paccoinaemoix TrueConf Server V:

e 11519 yBEOMJIEHN NOosib30BaTeNel 0 MPONyLLEHHbIX 3BOHKAX:

o %caller_display name — oTobpakaeMoe UMsi 3BOHUBLLErO NOsIb30BaTeNS;

o %caller_call_id — ID 3BOHMBLIEro nonb3oBaTensa (HanpuMep: user@ub3xz.trueconf.name );
o %recipient_display name — oTobpaykaemMoe MMsa aboHEeHTa, KOTOPbIV NPOMYyCTWJT 3BOHOK;
o %missed_call_time — BpeMs 1 gaTa BbI30BA.

® [NOMNOJIHNUTEJIbHblE NepeMeHHble Onga YBE,D,OMJ'IEHVII\/'I He3aperncTpmnpoBaHHbIX nonb3oBaTeneln o nponyweHHbIX
3BOHKax:

o %recipient_call id —ID aboHeHTa, KOTOPbI/ MPOMYCTU BbI30B;

o %tcs_guest_page_url — ccblfika Ha rocTeByto cTpaHuuy Bawero TrueConf Server V.
e [O/15 NpUrnaweHnii B KOHdepeHUuio:

o %conf_name — Ha3BaHWe KOHdepeHLnY;

o %conf_id — ID koHdepeHuunu (Hanpumep, \c\df@a2adebe );

o %owner_name — OoTObpakaeMoe MMs Bafesblia KoOHhepeHLnn;
o %user_display_name — oTObpa)kaemoe VMg Mosb30BaTess, NPUrallaeMoro B KOHpepeHLumio;
o Y%start_time — Bpems M gaTa Hayana KoHdepeHuMu. YKasbiBaeMoe BpeMs COOTBETCTBYET YacOBOMY

nosicy cepsepa (B nMucbMe MULLIETCS PALOM B CKOBKax), MO3TOMY YHACTHWKM [LOJDKHbI YYUTbIBaTb CBOW
YacoBOW NOSAC 415 CBOEBPEMEHHOI O MOAKIIIOUEHWS K KOHbepeHuuy;

o

%conf_description — onucaHve KoOHdepeHUMKn, KoTopoe 33daéTcd B pasgene [LononHUTenbHo
OnucaHue npu eé co3gaHnu;

o

%conf_url — cCbifiKa Ha CTpPaHULYy KOHMepeHLUn, Hanpumep:
https://example.com/c/CID
® [/19 yBELOMJIEHUI O perncTpaumm Ha BeburHap:
o %conf_unique_link — yHMKanbHaga cCblIKa 019 NOAKIIIOHYEHNSA K KOchepeHu,mm 019 JaHHOro y4acTHUKaA.
MapamMeTpbl pns yKa3aHUst KOHTAKTOB aMUHUCTPATOpPa cepBepa:

e %admin_name — oTobpakaemoe ums;
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e %admin_email — e-mail ana ceasu;

e %admin_phone — TenedoH ona CBA3N.

10.3. ®epepauus

Pexxum benepalyv nossonisieT nonbsosatenam TrueConf Server V 3BOHWTb 1 CBSA3bIBATLCS B KOHPEPEHLMSX C
nonb3oBaTenamu gpyrux TrueConf Server V. ®efepauus goctynHa Tonbko B nosiHo Bepcun TrueConf Server V
(HanpuMep, NpW MOKyMKe AOMOSHUTENbHBIX NTMLEH3MI Ntoboro Tura). KoimyecTBo cepBepoB, KOTOPOE MOXKHO
06bennHUTL B hefepaLmio, He orpaHuyeHo. OrpaHnyeHns Ha NpoBefeHNe FPYNMoBbIX KOHepeHLmMi byoyT

COOTBETCTBOBATb orpaHuyeHusm Ha TrueConf Server V, nHuummnpytoLemM coeguHeHue.

Menepaumn

PEIE‘-[JE!LIJE!HEI, 3d WCKIHYEHWEM CepEepOE W3 YepHOro CNWCKa hd

— YepHblid CNMCoK

video.some-company.com

video.other-company.com

— Benbid cnMcok

Oomows ()

depepauns foSKHA BbITb HACTPOeHa Ha 060KX cepBepax, HTO6bl OHM BbIIV B UTOre AOCTYMHbI APYr APYrY B
COOTBETCTBMM C YKa3aHHbIMU HUXKe npasunamu. [ns storo:

1. B BbIMagatoLleM cnncke BoibepuTe pexxuM paboTbl hepepaumn:

o OTKIO4YeH];

] Pa3pemeHa Ans cepBepoB U3 6enoro cnucKka— To eCTb ¢>e,u,epau,mq AOOCTynHa BCeM cepBepaM, YKa3aHHbIM B

CrNMnUCKe, U TOJIbKO UM;

o PaspelueHa, 3a UCKITIOYEHUEM CEPBEPOB U3 YEPHOro CrucKa — defepaums ¢ cepBepoM LOCTYMHA NtobbiM

cepBepaM, He YKa3aHHbIM B 3TOM CNKCKe.

2. C noMoLubto KHonkKn [lo6aBuTb 3aHecKTe foMeHHble nMeHa (FQDN) TpebyeMbix cepBepoB B TOT MW UHOM

CMNCOK B 3aBUCMMOCTU OT Bbl6paHHOFO BbllLe peXxXnma.

[na paboTbl B hegepaumn He Hafo yKasbiBaTb IP-agpeca, Tonibko DNS (FQDN) nmena. Mpu 3Tom
NoAAEP>KMBAOTCA MAaCKM C CUMBOSOM "3BE3804YKN" * | Hanpumep: *.example.com ,

v*.example.com , example.* , *.example.*

3. HaxkxmuTe kHonky MpuMeHuTb ons nepesanycka TrueConf Server V 1 coxpaHeHWs U3MeHEHUIA.

[ns paboTbl B penepaLmm cepBep LOJKEH bbITb AOCTYMNEH LPYrMM CEPBEPAM U KITMEHTCKUM
npunoxxeHunam no cesoeMy DNS (FQDN) nMeHw, ykasbiaemomy rpu pervctpaimn. CepBep Hy>KHO
3aperncTpmpoBaTb Ha cyulecTaytolee DNS nMs, nnm ykasaTb peasibHblii agpec cepsepa ¢ noMolubio SRV

3anucen DNS.

MNMoppobHee cM. B pasfpene 06 aBTOMaTUYECKOM HAaCTPOMKE KITUEHTCKOTO NMPUITOXKEHUS .

PaCCMOTpVIM HECKOJIbKO NpMMepoB.

Mpumep 1
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[na HacTpoiiku defnepaunn ¢ opyrum sksemnnapom TrueConf Server V, Hanpumep, videoserver.company.com ,
TpebyeTcsa:

1. Jo6aBuTb videoserver.company.com B 6enbli1 CNNCOK.
2. AkTuBMpOBaTb hefepaLmto Ha CTOPoHe videoserver.company.com OAHWMM U3 CNOCO6OB:
o pobaBnUTb B ero 6enblii CMMCOK [OMEHHOe 1MMS Ballero cepeepa;

o paspewunTb efepaLmio co BCeMU CEPBEPAMM, He YKa3aHHbIMK B YEPHOM CMMCKe, U He fobaBnATb Tyna Bal
cepsep.

3. Y6enutbcs, 4TO 062 cepBepa 1 NOAKOHAEMbIE K HUM KITMEHTCKME MPUNOXEHUS TpyKOH [OCTYMNHbI Lpyr
LPYry no LOMeHHbIM MMeHaM.

Mpumep 2

Ecnn po6aBuTbh B UEPHBIN CMUCOK cepBep videoserver.company.com , TO Bbl TaKMM 06pa3oM 3anpeTuTe Bce
BbI30BbI MeXay aboHeHTaMu Ballero cepepa 1 BceMu nosb3oBatenamu ¢ ID Buga
id@videoserver.company.com .

Kak npoucxoaut nopknioveHune npu degepaumm

MocnenoBaTenbHOCTb MOAKIIOYEHNS K KOHepeHLMI, B TOM YKcie Npu KCNofib3oBaHUK defepauuu, nogpobHo
onucaHa pganee B pasgene "CrtpaHua KoHdepeHuun'.
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11. SIP/H.323/RTSP wnio3 1 TpaHCKOAMpPOBaHME

TrueConf Server V cofep>uUT BCTPOEHHbIN W03 Ana npoTokonos SIP 2.0, H.323 1 RTSP, koTopbii
HacTpauBaeTcs B pasgesie LLntosbl naHenu ynpasneHus.
C noMoLLbto LLIH03a Bbl MOXKETE:

e HacTpouTb MHTerpaumto TrueConf Server V u Asterisk;
e HacTpouTb MHTerpaumto TrueConf Server V n Cisco UCM no SIP;

e 3apeructpupoBaTbh TrueConf Server V Ha BHewHem H.323-reiiTkunepe, p[obaBuB HeobXo4MMYIO
KOHUrypaLuuto.

Vcnonb3oBaHWe BCTPOEHHOTO LWIt03a HEOBXOAMMO TOJTbKO ec/iv TpebyeTcsl 3BOHUTb HA YCTPOMCTBA,
CBA3aHHble CO CTOPOHHUM cepBepoM (Hanpumep, H.323-npuspaTHukoM, ATC, MCU). MiHaye ocTaTo4HO
BOCMOJ/Ib30BaTbCsA CTPOKOM Bbi3oBa s ycTponcTs SIP 2.0 nnu H.323.

Bnarogaps BosamoxkHocTtu TrueConf Server V 06pabaTtbiBaTb cvrHasibl TOHOBOIO Habopa, BO BpeMs KoOHdepeHLun
pexxuma “yrnpasnsembiii cesiekTop” Bbl MOXKeTe 0TnpasnsaTh co ceoero SIP/H.323 tepmuHana cneaytowme DTMF-
KOMaH[bl:

e 1 —3anpoc BbIXOAA Ha TPUBYHY;
® 2 —OKWHYTb TPUBYHY.

[ns sToro cnefyeT CNonb30BaTb KOMMAMEKTHbIN NyNbT Y nnbo knaBnaTypy — nofpobHee YnTanTe MHCTPYKLUU
K BallleMy KOHKPETHOMY YCTPOMCTBY.

B Hawel 6a3e 3HaHWIA Mbl paccMoTpenu ucnonb3osaHue TrueConf Server V coBMeCTHO ¢ TepMiHanamm
cepun Polycom HDX, B ToM uncne n otnpasky ¢ Hux DTMF-komaHg.

11.1. SIP-winio3

LaHHbIN pa3fgen no3BonsieT HACTPOUTb NapaMeTpbl paboTbl BCTPOEHHOIO B cepBep wito3a ans SIP 2.0
coefiHeHUN. KonnyecTso npasui, co3gaBaeMbix Ans SIP-coefiMHeHUN, He orpaHnyeHo.

[na 6ecnnaTtHoit Bepcun TrueConf Server Free 4ocTynHO TONbKO OAHO aKTUBHOE COeAMHEHNE Yepes
L3 — B TOM Yucie, no npotokonam SIP 2.0, H.323 n RTSP.

[na BbizoBa ycTpoiicTs Yepes SIP-wnto3 B TrueConf Server V npepgycMoTpeH crieumanbHblii hopMaT CTPoKM
BbI30OBa.
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SIP wnwo3 Nomouws (7)

r HacTpoikm cet

Wcnonszoeates Bce IP agpeca

10.120.1.141:5060 (tcp)
10.120.1.141:5060 (udp)
192.168.56.1:5060 (tcp)

192.168.56.1:5060 (udp)

r Mpaeuna gna SIP coeguHeHWA

WmMa Pont Xocr Cratyc

CnvcoK SIP coegMHeHHA mycT.

[NobaenTk koHdurypaumio

11.1.1. Bnok "HacTtpoiiku ceTn"

LaHHbIN CNIMCOK COQEPXKMUT agpeca, Mo KOTOPbLIM W03 byaeT oxkuaaTe Bxogawme SIP 2.0 coegmHeHus. Mo
YMOJYaHU1Io OH Npefa3anonHsaeTcs IP-agpecamn, npegocTaBnsaeMbiMi onepaumMoHHoOM cuctemMoi. Ona
peLaKTMpPOBaHMS CriMcKa cCHUMKUTe dnaxkok McnonbsoBaTtb Bee IP agpeca.

11.1.2. bnok "Mpasuna gna SIP-coeguHeHnn"

3[ecb Bbl MOXKETe CO30aTb OTAESIbHbIE NpaBusia A1 3BOHKOB Ha onpenesnéHHble SIP-agpeca unu HanpasfieHus.
HanpuMep, NnpuMeHsATb cneumanbHble NapaMeTpbl AN coefMHeHn ¢ cepBepamu Skype ons 6usHeca. Kaxkpoe
NpaBuUIIO aKTyasbHO TOJIbKO A1 334aHHOIO LiesIeBOro afpeca, KoTopblli yKasaH B noJie XocT 1 nepeonpegenseT
rnobanbHble HacTpoliku ana SIP 2.0 coennHeHnA.

CepBep TaK)Ke yMeeT Npon3BOAMTb aBTOPU3aLMIO U MOLAEPXKUBATb aKTUBHOE coefinHeHue ¢ SIP-ycTpolicTBamuy,
LNsi KOTOPbIX 6bINM CO34aHbI MPaBuUa. DTO MOXKET 6biTb MoNe3Ho Npu nogknatodeHun k ATC unu cepsucy
TenedoHun. CTaTyc Ans Tak1x COeIMHEHWI TaKXKe YKasaH B Tabnuvue npasu.

[lna co3paHus HOBOro NpaBuiia HAXKMUTE Ha KHoMKy [lo6aBuTb KoHbUrypauuio. Bam byneT npennoxkeHo
BbIOpaTb OOWH 13 ABYX LIABMOHOB: pyyYHas HacTPOlKa U HacTpolika noaktoveHusa k cepeepy Skype ana 6usHeca.
LLlabnoH Skype onga 6usHeca puKcMpyeT HEKOTOpble CBOMCTBA, HEOBXOAUMbIE A1 ero KOPPEKTHON paboTbl —
HampuMep, NCMOMb3yeMblli MOPT, MPOTOKOJ, BUAEOKOAEK U PEXKUM PerncTpauum.

11.1.3. PopMa co3paHMa HOBOro nNpaBuna

Mone Umsa Mcnonb3yeTcd TONbKO Angd OTO6pa)'KEHI/IF| B CMNCKe npaBui. Xoctn I'IopT oba3aTenbHbl 1 HY>XHbl On4a
onpeneneHMda HanpaBJieHNA, K KOTOPOMY 6YJJ,ET NpMMeHeHO OaHHOe NpaBuo. B cny4yae Ncnosib3oBaHNA NPOKCU-
cepBepa SIP YKaXXuTe ero 1P agpec nam noMeHHoe MM4a B COOTBETCTBYOLLEM noJie. Ecnu nopT ond NoAKMNKYeEHNA K
MPOKCW OT/IMYEH OT CTaH4ApPTHOro 5060 , gonulinTe ero Yepes ABoeTo4vune rnoche agpeca. OGpaTMTe BHMaHWe,
YTO HeJib34 CO30aTb ABa pa3HbIX NpaBWJia O4Jid pa3HbIX NMOPTOB OO4HOIO XOCTa.

B none BHewHwuii IP-agpec NAT Bbl MoxkeTe ykasaTb IP agpec cepBepa, KoTopblil 6yneT ykasbiBaTbcs B SDP ana
noJly4eHUs 1 OTNPaBKM MeANANOTOKOB MNpu 3BOHKe nosib3oBaTesisiM 3a NAT.

Mone Ucxopsawmii pomeH SIP ana obpaTHoro BbizoBa Ha TrueConf Server vcnonb3yetca ans opMmmnpoBaHus SIP
URI B popmMaTe user@server npu mncxogsailieM 3BoHKe Ha SIP-ycTpoiicTBa, rae  server — BBeAEHHOE 3HaYeHue
IP-appeca unn FQDN, a user nopameHsieTcs Ha ID nonbsoBaTens nHuummposasLuero Bbi3os. Ha SIP ycTponcTBax
06bIYHO OTOBparXkaeTCs Kak agpec 3BOHsLLero. BosMoXHble 3HaYeHus:

e He ykasbiBaTb, Torga B agpece 6ynet tosibko TrueConf ID;

¢ McnonbsoBaTb BHelLHee UMs cepBepa, TOrAa NOACTaBIISETCS BHELLHWI afipec cepBepa, KOTOpPbI 6bif yKasaH B
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pa3gesnie Beb »HacTtpoiiky;

e lcnonb3oBaTb p,pyroﬁ AOMEH, C YKa3aHMeM B nojse BBOLa >XejlaeMoro 4OMeHHOro MMeHu.

CozpaHue HOBOH woHdurypauwu SIP coefjuHEHHS.

s

Hms™

Xoct™ Mopt*
| | [s0s0 |

Mpokcn-cepeep SIP

BHewHui IP-agpec NAT
| |

Wcxogawwmi gomed SIP gnA oGpaTtHoro 3eoHka Ha TrueConf Server

(O He ykasbisaTh
(@ Wcnonb3oBath BHEWHee UMA cepsepa (video.example.net)
(O Wicnonb3oBats Apyroi gomeH

Norud Mapones

VIMA 4nA asTopusalmi

MpedMKe BLIXOAA HA MEXAYHAPOAHYH NHHIIO

Pervcrpaums: MpoTokon:

| EbIKMOUEHA V‘ | ABTOMATUYECKH V|

Cnepnytowmnin 650K noJiei npefHasHayeH 4719 HAaCTPOIKM aBTopmn3aumnm Ha SIP-ycTpoicTBe, As KOTOPOro
co3paéTea npasusno. Ecniv Ma ana aBTopysaumm He OTIMYAETCS OT JIOTUHA, TO €0 MOXHO He 3anoJHATb.
YkaszaHue Mpedukca Bbixoaa Ha MeXAYHAPOAHYIO JIMHUIO MO3BONSET 3aMEHUTb CUMBOJST  + , KOTOPbIA BBOAAT
nonb3oBaTesNu Npu 3BOHKax TesiecOHHbIM abOHeHTaM, Ha Apyroe 3HayYeHve — HanpuMep, 810 . EcnnaTo none
OCTaBUTb MyCTbIM, TO + B TenedOoHHbIX HOMepax NoAMEHATLCA He byneT.

Pe>xknm PeFMCTpaLWIVI onpenendeT, KakKMM O6p330M 6y,1:|,eT npon3BoanNTbCA perncTtpaund B LAaHHOM HanpaBiieHnn:

e BblKJtodeHa — 3anpoc REGISTER He oTnpaBnseTcsd, pervcTpauua UAM aBTOpu3auusa Ha BHewHem SIP-
YCTPOICTBE He MPOUCXOANT;

® MOCTOAHHas — perncrTpaynsga NponcxoonT aBTOMaTUHECKN NMPU KaXXO0M 3anycKe TrueConf Server V;

¢ nepep coeguHeHUEeM — pernmcTpauma NnponcxognT HenocpeaCcTBeHHO nepen KaXkabiM 3BOHKOM, U €€ aKTMBHOe
COCTOdAHME Nooaep>XnBaeTCcd TOJIbKO BO BpeMs 3BOHKa.

Mpyn HeO6XOAMMOCTU Bbl MOXKETE BPYUYHYIO YKa3aTb MPOTOKOS nofktoveHus: TCP, UDP, TLS.

Ka)kpoe akTMBHOe coefiHeHMe Yepes LWito3 pesepBupyeT ogHo SIP 2.0/H.323 nogktoyeHne U3 coctasa
NMLEeH31KN cepBepa.
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YMeHblueHne pazmepa SIP coobuenna

[ McknroumTs 1= SDP HeobAZaTenbHLIE ATpUOYTH ONA CTATUYECKMX TUMOE
[ KomnakTHan topma zaronoexoe SIP

PacluiMpeHHan HacTpoiika

[ BrenrounTe pexum ICE
[ BrenrounTe pexumM SRTP
BrnouMTE Nepedady KOHTEHTa Yepes BFCP
BemioUMTE YNpaBneHne YoaneHHoA kamepoi no Q.922/H.224/H.281
BemiounTE Mogdepxey TaiMepoe (RFC4028)
Makc., nepuog 0OHOBNEHWA CECCMM {CeKyHAR!)
1800

[oCTyNHbIE KOOEKH

H.265 5.722.1C 32 kbit/s G.711 ulaw
H.264 High Profile G.722.1C 48 kbit/s G.711 alaw
H.264 Main Profile 5.722.1C 24 kbit/s OPUS
H.264 Baseline Profile G.722.1 32 kbit/s Speex
¥-H264UC 5.722.1 24 kbit/s

H.263++ G.722

H.263+ G.723

H.263 G.728

H.261 G.7204

VP8

Ponb

O SIP-TpaHK No yMon4aHuio O Cepeep VoIP no yMon4aduo

Vcnonb3yliTe 6510k YMeHbLueHMe pa3mepa SIP coobuieHus, 4Tobbl caenaTe KOMMAKTHEE MaKeTbl U 3arosIoBKU
SIP-coobuueHunin 1 NpefoTBPaTUTb NPobneMbl, CBA3aHHbIE C MPeBbILIeHWEM UX AOMyCcTUMOro pasmepa (MTU).

®dnakok BrnouunTb pexkum ICE (Interactive Connectivity Establishment) onpegenset, 6ynet nv goctyneH wiios,
ecnv TrueConf Server V pacnosioxeH 3a NAT.

dnarkok BknounTtb pexkum SRTP Bo BK/THOYEHHOM COCTOSIHMM 0becneynBaeT WNdpoBaHmMe nepefaBaemblx B
LaHHOM HarmpaBsfeHMn Meama-aaHHbIx. HekoTopble SIP-ycTpolicTea aToro TpebytoT (HanpumMep, cepeepa Skype
ong busHeca).

®dnaxok BknounTtb nepepayvy KoHTeHTa Yepes BFCP onpepenseT, cMOXKeT N cepBep B ;aHHOM HanpaBiieHnn
06MeHMBaTbCA TpaHCAUMeln KoHTeHTa ¢ SIP-ycTpolicTBamu, nepeaaBast KOHTEHT B (hopMe LOMOSHUTENbHOro
BMLEOoMNoToKa. Hanpumep, ons nepefaym skpaHa paboyero ctona c NofkitoHeHHoro K SIP-tepmuHany
KOMMbtOTepa UMK ANs OTNPaBKY CNaifoB U3 NpUoXkeHnii TpykoHd Ha SIP-TepmuHan.

Mpu TpaHcnauumn koHTeHTa ¢ SIP/H.323-ycTpoicTB BTOPbIM MOTOKOM OH NepeaaéTcs C MOHMYKEHHON
YacTOTOM KafpoB A1 3KOHOMMM TpaduKa. B cnyyvae, ecnu Bam TpebyeTca nepenaya 4EMOHCTPUPYEMOTO
BTOPbIM NMOTOKOM KOHTEHTA C MOBbILLIEHHON YacTOTOMN KafpoB, 06paTUTECh B HAllly TEXHMYECKYHO
MOLAEPXKKY AN MePEKITIOYEHNS B COOTBETCTBYIOLLMI PEXUM.

®naxok Bkntountb ynpasneHue yaaneHHol kamepoii no Q.922/H.224/H.281onpefenseT, 6yneT v 4OCTyMNHO
yoanéHHoe ynpasneHne kamepamu SIP-ycTpoicTB 13 KITMEHTCKOro NpuioxxeHns TpyKoHd.

YuTuTe, 4TO JaHHBIM NapaMeTp Ha3blBAaETCS OAMHAKOBO B MEHI0 HAacTponku SIP-wnto3a n H.323-wnto33,
O[lHAaKO (PaKTMYECKM STO ABa pasHbIX piaxKa, OTBEYAIOLLMX 33 Pa3Hble PaspeLLeHus.

®dnarkok BknounTb noaaepikky Tarimepos (RFC4028) cnyxuTt ang otkntoyeHus SIP-tepMuHana ot
KOHepeHL N B Clly4ae NoTepU COefUHEHUS C HUM. [10 YMOTYaHUIO OTKITIOYEH.

Bbl MoXKeTe Bpy4Hyto ykazaTb Makc. nepuop o6HoBneHus ceccum (cekyHabt)(no ymonyanuto 1800 cekyHp).

Cnvcok JocTynHble KOJEKN COLEPIKUT KOLEKU, KOTOPbIE LLJTI03 MOXKET MCMOb30BaTh B JAHHOM HamnpaBieHuK.
OTKtoYeHMe YacTh KOLEKOB MOXKET peLllnTb NpobreMbl COBMECTUMOCTHU C HeKoTopbiMu SIP-ycTpoiicTBamu.
MoppobHee 06 3TOM Bbl MOXKeTe Y3HaTb B HALLen Cry»kbe TeXHUYECKOM NOALEPIKKM.
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S|P-YCTpOI7ICTBO, A1 KOTOporo co3faéTcy NpaBn10, MOXKET BbINMOJIHATb CcnelunasibHble posin:

e SIP-TpaHK No yMon4aHuio — No3BosieT He YKasbiBaTb nosiHbii SIP URI npu Bbi3oBax Yepes npedukc #sip:
Hanpumep, Bce 3BOHKM aboHEHTOB cepBepa B /tobbIx HanpasneHusax B dopmaTte #sip:Endpoint 6ymyT
aBTOMaTUYeCKM NOAMEHATbCS Ha #sip:Endpoint@Host , roe napameTp Host 6epéTcs M3 CBOWCTB OAHHOrO
npaBufa, a Endpoint — 1Ms nosb3oBaTens, ykazaHHOe Npu Bbi30Be.

o CepBep VoIP no yMonyaHuio — paHHas posib MO3BOJISET 3aKpenuTb 3a daHHbIM SIP-ycTpoicTBOM ponu
cepsepa TenedoHun nnn ATC 1 aKTUBUpPYeT HOMepoHabupaTenu, BCTPOEHHbIE B KIIMEHTCKME MPUITOXKEHUS
TpyKoH®. Bce 3BOHKM ¢ HOMepoHabupaTesei MpuUnoXKeHNn Nx CoOBEpPLLEHHbIE C MOMOLLbIO Npedunkca  #tel:
6ynyT aBTOMaTUYECKM HanpaBnsTbcs Ha 3To SIP-ycTpoicTBo. Hanpumep, #tel:Phone 6ymeT aBTOMaTUYeCKH
NMOOMEHSTbCA Ha #sip:Phone@Host , roe napameTp Host 6epéTcs M3 cBOMCTB OAHHOro npaBuna, a Phone
3aMeHseTCs Ha BBeAEHHbI Nosib3oBaTeNeM TenedOoHHbI HoMep.

Ob6paTnTe BHMMaHWeE, YTO KaXKAas U3 3TUX posiell MOXeT bblTb HazHayeHa Tosibko Ansa ogHoro SIP 2.0 nn6o H.323
npasuna 4ias CoefuHeHNN.

11.1.4. HacTpoiika unterpauum co Skype pnsa 6usHeca

[aHHas nHTerpauuns npefHasHadyeHa o5 paboTbl € BblgeneHHbIMU cepBepamu Skype ons 6usHeca 2015 Server
nmbo Lync 2013 Server 1 He MOXKeT 6bITb MCMOJSIb30BaHA AJ1st ero 06/1a4HbIX BEPCUIA.

[na ycnewHoro noaxntoveHns TpebyeTcs NpeaBapuTesibHO NOMYy4YMTb OT aAMUHUCTPaTOpa cepBepa
Skype nns 6usHeca KOpHEBOI [OBEPEHHDBIV cepTUdUKAT U ycTaHOBUTb ero B cucteMe ¢ TrueConf Server
V.

1. Cospaiite HoByto y4éTHyto 3anuch ana TrueConf Server V Ha cepsepe Skype onsa 6usHeca.

2. CoszpainTe HoBoe npasuno aas SIP-coegnHeHnn, ncnonb3ys wabnoH Skype ang 6usHeca, roe yKaXkute norvH un
MapoJib OT CO34aHHOW 3anuncu.

B none Xoct ykaxkute IP-anpec nunu noMmeHHoe nmsa cepeepa Skype ona 6usHeca.
BbicTaBbTe dnaxkok SIP Proxy no ymMon4yaHwutio.

CoxpaHuTe MpaBuMO U MPOBepbTe, YTO CTATyC COEAMHEHUS B CMUCKE MpPaBU U3MEHWUNCS Ha ydavyHoe
coeanHeHune. MNpu 3Tom cny6a TrueConf Server V Takyke fomkHa 6bITb 3anyLueHa.

[ns Bbi3oBa aboHeHTOB Skype 4519 6U3HeECa U3 KIIMEHTCKUX NPUIIOXKeHUI TpyKOHM crenyeT UCnob30oBaTb
dopMaT #sip:<user> ,rge <user> — JIOTMH Nnonb3osaTensa Skype ans 6usHeca. Bxoaawmii 3BOHOK 3TOMy
nosib3oBaTesto NPULET OT UMEHU YY4ETHOM 3anucK, cosgaHHon ans TrueConf Server V. TakuM »ke obpasom
aboHeHTOB Skype ona 61U3Heca MOXHO NpurnalwaTb B KOHMEpPeHUU UK o6aBNATb B afpeCcHyH KHUTY.

[lnsa Bbi3oBa abOHEHTOB TPYKOHM 13 KIIMEHTCKUX MpUNoXeHn Skype ana 6rnsHeca HeobxoAMMO HanucaTb
nonb3oBaTesnto, KOTopbll bbl1 co3aaH ans aBTopusauun TrueConf Server V, coobuieHne B hopmate /call
<TrueConf_ID> ,rge <TrueConf_ID> — noboi gonycTumblii ngeHTnudmnkatop aboHeHta TrueConf Server V, B
ToM uncne ID 3apeructpuposaHHoro Ha TrueConf Server V SIP/H.323 ycTpoiicTBa. A ¢ NOMOLLbIO KOMaHAbI

/conf MOXHO CO34aTb rpynnoByto KoHgepeHuumto. [Mocne otnpasku coobuieHna TrueConf Server V nepessoHuT
aboHeHTy Skype ons 6usHeca 1 COefUHUT ero C Bbi3bIBAEMbIM Mofb3oBaTenieM TpyKOH Mnun KoHdepeHume. Mpu
MomnbITKe BbI30Ba 3TOr0O MOJIb30BATESS HANPsIMYto BbI30B byaeT cbpacbiBaTbhbCs, @ B 4UaT byaeT NpuxoanTb
WNHCTPYKLMS CO CMIUCKOM JOMYCTUMbIX KOMaHA. OfHako ecnv B rnobanbHbix SIP HacTpolikax ycTaHoBMeH agpecaT
3BOHKA M0 YMOJI4aHMIo, TO NnocJsie cbpoca Bbi3oBa byneT yCTaHOBNEHO COeANHEHNE C STUM afpecaToMm.

ObpaTnTe BHMMaHME Ha TO, YTO Bbl MOXKETEe CO34aTb rpynmnoByto KoHdepeHuuio Ha TrueConf Server V u
NpurnacuTb B Heé aboHEHTOB, MOAKIIOYEHHbIX Yepes Jitobble MOAAEePXKMBAEMbIE Ha LLUJO3€ MPOTOKOJIbI, B TOM
yncne aboHeHToB Skype ans 6usHeca, pasnuunble SIP/H.323 yctpoiicTBa nnu IP-kamepbl, NOAKIIOYEHHbIE MO
RTSP.

11.1.5. Fno6anbHbie HacTpoiku SIP

LaHHble HACTPOWMKM MPUMEHSIOTCS TOJbKO 419 Tex HanpasneHuii SIP 2.0 BbI30BOB, A1 KOTOPbIX HET OTAESbHbIX
npasu.
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r noGancHkle HacTponku SIP

[encTere Npy BXOOALWEM 380HKe Ha IP-agpec TrueConf Server
(@ OTKNOHWTL 3BOHOK

O HanpaeuTe B MeHio ANA Beoda D koHgepaHumMi

() HanpaeuTs Ha ykasauHbii 1D Nons3osaTtens Mnu koHbepeHLmMin

| |
Mpokcu-cepeep SIP

WMexonAuwwia npoxcK, Ha kotopeid TrueConf Server Gyaet nepedanpaenate SIP-3anpochl.

BHewHwn IP-agpec NAT

[axHbid anpec GyneT ucnonekaoeatech B SDP ANA nepefaqy ayano v BWAE0 NPM COBANHEHHW C

EHELIHWMK A5OHEHTaMMK.

OeiicTBue npu BxoasLueM 3BoHKe Ha IP-agpec TrueConf Server— pnaHHbIi napaMeTp No3BONWT BaM BblbpaTb
noBefeHVe B Clly4ae Takoro 3BoHKa no SIP Ha ntoboii n3 agpecos us 6roka Hactpoiika cetu no npoTokony SIP
2.0:

® aBTOMATMYECKM OTKITIOHUTb TaKOW BbI3OB;
e nepeBecTU BbI30B B MeHto BBoAa |D KoHdpepeHumn ¢ nomowbio DTMF;

e nepeBecTu BbI3oB Ha TrueConf ID nonbsoBaTens unu ID kKoHdpepeHunn. Torga BaM cnemyeT ykasaTb 37oT ID B
noJsie HUxe.

OcTanbHble HaCTpOVIKVI MOEHTUYHbI TEM, KOTOpPbIE NCNOJIb3YHTCA NPU CO34aHUM NMpaBu onda COefMHEHW.

11.1.6. MNpurnaweHue SIP-TepMuHana B KoHdepeHuuto, npoxoasaiyyto Ha TrueConf Server

CyLuecTBYyeT HECKOMbKO cnocoboB npurnawenuns SIP-tepMirHana B KoHdepeHLWto: Blagesiel, KoHdepeHLnn
MO>KeT NMO3BOHWTb EMY BO BPeMSI KOH(EPEHLIMU U3 KITMEHTCKOrO NMPUIIOXeHUs: TPYKOHMD, NCMOMb3ys CrielnanbHbli
opMaT CTPOKM BbI30BA, B0 Ke alMUHNCTPATOP MOXKET [,06aBUTb TEPMUHAN B KOH(EPEHLMIO U3 NMaHenu
ynpaBrieHNs cepBepoM.

YT06b1 [062BUTL SIP-yCcTPOCTBO B KOH(epeHLMIo Yepes NaHesb yrpaBieHus:
e BblbepuTe KOH(DEPEHLMIO HA CTPaHULLE CMINCKa KOHMepeHLuii;

e fo06aBbTe SIP-TepMyHan B KayecTBe yYacTHMKa KOHEpeHLUN eciv OHa eLLé He HavaTa, IMbo npurnacuTe ero
B Y>Ke UAYLLYIO KOH(bepeHLMto; NCMOSb3yiTe Afs 3STOro hopMaT CTPOKM BbI30Ba.

11.1.7. Kak no3BoHuTb ¢ SIP-TepMuHana B koHdepeHuuto no eé CID (Conference ID)

YT06bl MOAKMOUNTLCS K KOHDEPEHLN C TepMUHana, 3aperucTpupoBaHHoro Ha TrueConf Server V, B cTpoke
afpeca B TepMmHae coBeplmnTe Bbi3oB Ha eé CID (Conference ID). O6paTnTe BHMMaHMe, YTO NpW BbI3OBE C
BHELLHMX TepMUHasnioB Heobxoaumo B CID 3aMeHnTb \c\ Ha OBa Hyns ©0 , Hanpumep, BBECTU

00e22a39ba2a@<server> ecnu CID paBeH \c\e22a39ba2a .

YT06bl MOAKMIOYNTLCS K KOHEPEHLMM C TepMUHANa, He 3apernctpupoBaHHoro Ha TrueConf Server V,
NCNoNb3ynTe cneayroLlnn popmar:

CID@<server>:<port>
roe:
e CID — ID KoHepeHUMM C BYMS NNOMPYIOLLMMU HYNaMu BMecTo  \c\ ;
e <server> — IP-agpec wo3a TrueConf ServerV (HanpumMep, 00e22a39ba2a@192.168.1.99 );
e <port> — MopT ANA NOAKIoYeHMs (B cyvae, ecyiv oTNIMYaeTcs oT cTaHdapTHoro 5060).

LJononHNTeNbHO ANs BbI30Ba MO NPoTOoKoy SIP MOXXHO B AIBHOM BUe yKa3aTb Ha3BaHMe MPOTOKOMa, No
yMonyaHuto ncnonbsyetcs UDP:

CID@<server>:<port>;transport=<protocol>

Hanpumep, 00e22a39ba2a@192.168.1.99:5061;transport=TCP .
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CoBeTbl o nogktoveHuto K KoHdepeHuun TrueConf Server V ¢ SIP-ycTpoicTBa Bbl MOXeTe TakxKe
HalTU Ha Beb-CTpaHuLLEe KOHdEepPEeHL K.

11.2. H.323-wwnto3

LaHHbIA pa3fgen naHenu ynpasrieHUs CEpBEPOM MO3BOJIIET HACTPOUTb NapaMeTpbl paboThbl Wwito3a ans H.323
coegnHeHNn. KonnuecTso nNpaBui Afs CoOeAnHeHN, CO3aBaeMbIX B 3TOM pasfesie, He orpaHnYeHo.

[na 6ecnnaTtHoit Bepcun TrueConf Server Free 4ocTynHO TONbKO OAHO aKTUBHOE COeAMHEHME Yepes
LWSt03 — B TOM Yuciie, no npotokonam SIP, H.323 n RTSP.

CoegunHeHus no npotokony H.323 ncnonb3yoTcs B OCHOBHOM [J11 3BOHKOB Ha annapaTHble BKC-TepMuHansl
cTopoHHux npoussoguTeneit. TrueConf Server V no3sonseT Takxe HACTPOUTb MHTErPaLMIO MO AAHHOMY
npoTtokony ¢ MCU, H.323 relitkunepom n ATC, 4To MOXeT bbITb MOMe3HO AJ1S aApecaLn 3aperncTpupoBaHHbIX
Ha HWUX YCTPOMNCTB 1 aboHeHToB no H323-1D nnn Homepy B popmMaTe E.164 6e3 ykasaHus IP-agpeca TepMmnHana B
CTpOKe BbI30Ba. [1519 Bbi30Ba ycTpoiicTs Yepes H.323-wnto3 B TrueConf Server V npegycMoTpeH crieumasnbHbii
dopMaT CTPOKM BbI30BaA.

H.323 wnio3 Momous (2)

- Hacrpoiikn cetn

Wcnone3oBaTek Bee IP agpeca
10.120. . :1719 (udp)
10.120. . :1720 (tcp)
fd00:120::1:d9f2:1719 (udp)
fd00:120::1:d9f2:1720 (tcp)
fe80::e0b4:c35e:64f3:58a%18:1719 (udp)

fe80::e0b4:c35¢e:64f3:58a%18:1720 (tcp)

r Mpaeuna gna H.323 coeqmHeHni

Wma Ponb Xocr Crartyc

CrMcoK coeauHeHmit H.323 MycT.

[AoGaEnTe KOHUrypauuw

11.2.1. Bnok "HacTtpoiiku ceTn"

OTOT 6JIOK COAEPXUT CMMCOK A PECOB, MO KOTOPbIM LUMIO3 byneT oxunaath Bxoaawme H.323 coepuHenus. Mo
yMOJI4aHU1Io OH NpepasanosiHseTcs IP-agpecamum onepauoHHol cucTeMbl. CMMCOK MOXHO pefaKTUpPoBaTh, CHAB
¢narkok UcnonbsosaTb Bce IP-agpeca. Cnncok nopToB, Ucnosib3yembix Ans H.323 coefMHeHWI, MOXXHO HalTu B
CTaTbe Haluero 6ora.

11.2.2. bnok "Mpasuna gna H.323-coeguHeHnin"

3pech Bbl MOXXeTe CO3AaTb OTAENbHbIE NPaBWa 4N 3BOHKOB Ha onpepenéHHble H.323 ycTpoiicTea. Kaxkgoe
NMpaBWI0 aKTyasIbHO TOMbKO L5 33[laHHOTO LIeJIeBOro afipeca, KoTopbli yKasaH B nosie XocT, U nepeonpepenseT
rnobanbHble HacTponku gns H.323 coegnHeH .

LLInto3 Takke yMeeT perncTpmpoBaTbhcs Ha H.323 ycTpoicTBax U Nofnep>KMBaTh C HUMW aKTUBHOE COefIMHEeHMe,
4YTO MOXXeT bbITb Nosie3HO Npu nogknodeHnn k MCU nnun H.323 relitkmunepy. CTaTyc 4119 TaKUX COEAUHEHNI
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oTobparkaeTcs B Tabnvue npasus. [1ng cosgaHns HOBOMo NpaBuiia HaXKMKUTE Ha KHonKy [Lo6aBuTb
KOHdUrypaumio.

11.2.3. ®opMa co3paHMs HOBOIro NpaBua

Mone UMsa ncnonb3yeTcs TONbKO A1 0TObpaXkeHNs B cnvcke npasui. XocT v MopT Takke 0bsi3aTeNbHbI 1
MCMONb3YHTCA ANs ONPeAeseHsl HanpaBeHUs BbI30OBOB, K KOTOPbIM byeT NPUMEHSTbCS 3TO NPaBUJIO.
Ob6paTnTe BHMMaHWeE, YTO HEBO3MOXKHO CO3LaTb ABa MPaBuIIa C OAMHAKOBBIM XOCTOM, HO C Pa3HbIMU MOPTaMMU.

CosgaHue HoROW KoHpUrypauun H.323 coeguHeHHsA.

Wma~

XocT* MNopT*
| | [1719 |

Brewnwil IP-agpec NAT
| |

H323-1D Maponk

PerucTpauna:

| BbIKNKOYEHA A |

PacwwWpeHHan HacTpoXKa

O Brnroumms wwpposadkue H.235
BrniovnTe NnepegaYy KoHTedTa yepes H.238
BKNOMMTL yNpaeneHne yoaneHHod kamepod no 0.922/H.224/H.281

OocTynHbIE KOOEKH

H.264 High Profile G.722.1C 32 kbil/s G.723

H.264 Main Profile G.722.1C 48 kbit's G.728

H.264 Baseline Profile G.722.1C 24 kbit/s G.729A

H.263++ G.722.1 32 kbit/s G.711 ulaw

H.263+ G.722.1 24 kbitis G.711 alaw

H.263 G.722

H.261

Pone

OH.az3 gatekeeper Nno yMonaHmm ] Cepeep VolP no ymonqanmm

OTmena

B none BHewHuit IP-agpec NAT Bbl MOXkeTe yKaszaTb IP agpec cepBepa, KOTopblii byaeT ykasbiBaTbca B SDP gna
Nosly4eHUst 1 OTNPaBKN MeAManoTOKOB Npu 3BOHKe nosib3oBaTensM 3a NAT.

Mona H323-ID v Maponb npegHasHayeHbl 4719 aBTopmusaumm Ha H.323-ycTpoiicTBe, AN KOTOPOro CO34aH0o
npasuno. ns nognep»aHus NOCTOAHHONO COeANHEHUS C YCTPOMCTBOM HEOBXOAMMO BbIOPATb HYXKHbIV MYHKT B
BbINagatoLleM crnvcke Perucrpauus.

Mocne ycnewHow pernctpaumnn Ha H.323-yctpoictee TrueConf Server V Takyke 6yneT [ocTyneH 45 BbI30Ba Mo
HoMepy B popmMaTe E.164, ecniv oH 6bin ykasaH B none DialedDigit. 3To MokeT 6bITb NOIE3HO B CBA3KE C
yKasaHveM nons AgpecaT 3BOHKa Mo YMOJI4aHUIO B pasgene rnobanbHbix H.323 HacTpoek. B TakoM cnyyae Bce
3BOHKM Ha 370T DialedDigit Homep, ncxomsaiwme ¢ nogkntoveHHoro H.323-ycTpolicTsa, byayT
nepeajpecoBbiBaTbCs KOHKPETHOMY MOJb30BaTeNto UM KoHdepeHumn Ha TrueConf Server V.

Kaxkpoe akTMBHOE coefMHeHWe Yepes Wiito3 pesepsupyeT ogHo SIP/H.323 nopgkntoveHmne 13 coctaBa
NMLEH3MM cepBepa.

®dnarkok BkntounTb wndposaHue H.235 npegHasHayeH Ansa BKIOYEHUS WNhPOBaHUS nepefaBaemMblx Ha H.323-
YCTPOWNCTBa MefMafaHHbIX cornacHo pekomeHaaunm ITU-T H.235 Bepcun 3, 4To HEO6XOAUMO Lt KOPPEKTHOWM
paboTbl HEKOTOPbLIX TEPMUHAOB.

BkrntoueHune dpnarkka BknounTb nepepayy KoHTeHTa Yepes H.239 nossonseT oTnpasnaTb U NPUHUMATb KOHTEHT
oT H.323-ycTpoiicTBa B hopMe LOMNOSHUTENbHOrO BUAEOMNOTOKa. Hanpumep, Ans nepegayv askpaHa pabovero
CTOJa C NOAKIYEHHOro K H.323-TepMunHany KoMnboTepa UK Ans oTNpPaBKy CaifoB U3 MPUNOXKeHN TpyKoHd
B 06paTHOM HanpaBneHun.
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Mpu TpaHcnaumm koHTeHTa ¢ SIP/H.323-ycTpoiicTB BTOPbLIM MOTOKOM OH Nepefaércs ¢ MOHWXKEHHOM
YacToTOM KafpoB Af1s SKOHOMMM Tpaduka. B cnyyae, ecnv Bam TpebyeTca nepegaya [EMOHCTPUPYEMOrO
BTOPbIM NMOTOKOM KOHTEHTa C MOBbILUEHHOM YaCcTOTOM KagpoB, 06paTUTeCh B HaLLly TEXHUYECKYHO
Nnoanep>Ky ONs NepeKsIioYeHNs B COOTBETCTBYIOLLMIA PEXUM.

®naxok Bkntountb ynpasneHue yaaneHHol kamepoii no Q.922/H.224/H.281onpefenseT, 6yneT v 4OCTYMHO
yOanéHHoe ynpasfieHne kamepaMu no npotokonam Q.922, H.224, H.281 yepes knneHTCKMe NpUNOIKEHUS

TpyKoHdD.

YuTuTe, YTO faHHbI NapaMeTp Ha3blBAaeTCs OAMHAKOBO B MeHI0 HacTpolku SIP-wnto3a n H.323-wnto33,
OLHaKO (haKTUYeCKM 3TO A,Ba pa3HbIX hIiaXKKa, OTBEYAIOLLMX 33 Pa3Hble paspeLleHus.

B cnvcke JocTynHble KOJEKU MOXKHO Bbl6paTb, Kakne KOLeKM MOFyT MCMOSb30BaTbCs LUJIIO30M 151 KOLMPOBaHUS
MeLuvanaHHbiX. OTKITIOUYEHME YacTU U3 HUX MOXKET peLUnTb NpobsieMbl COBMECTUMOCTU C HeKoTopbiMu H.323-
yCTpolcTBaMu.

H.323-ycTpoiicTBO, AJ11 KOTOPOIro CO3AAETCA MPABUIIO, MOXET BbIMOJIHATH CreLManbHbie posu:

e H.323 gatekeeper no ymonyaHuio — no3BOJISIET HE YKa3blBaTb MOJIHbIM afpec Bbi3bIBAEMOro yCTPONCTBa Npu
Bbi3oBax H.323-ycTpolicTB yepes npedukc #h323: . Hanpumep, Bce 3BOHKM abOHEHTOB cepBepa B JtO6bIX
HanpaBneHuax B hopMmaTe #h323:Endpoint 6yayT aBTOMATUYECKM NOAMEHATHCA Ha #h323:Endpoint@Host
roe napametp Host 6epéTca U3 CBOMCTB AaHHOro NpasBuna, @ Endpoint — nMs nonb3oBaTens, yKkasaHHoe
npu Bbl30OBe.

e Cepsep VolP no ymMonyaHuio — [JaHHasa poJib Mo3BOJiSeT 3aKpenuTb 3a AaHHbIM H.323-ycTpolicTBOM ponu
cepsepa TenedoHun nnn ATC 1 akTUBMpPYeT HOMepoHabupaTenv, BCTPOEHHbIE B KIIMEHTCKME MPUIOXKEHUS
TpyKoHd. Bce 3BOHKM ¢ HOMepoHabupaTesein MpUnoXKeHNN UM COBEPLLEHHbIE C MOMOLLbIO Npedunkca  #tel:
6yoyT aBTOMaTM4YeCcKM HanpaBnaaTbcs Ha 3To H.323-yctpoicTtBo. Hanpumep, #tel:Phone  6ygeT
aBTOMAaTMYeCKM NOAMeHATbCs Ha #h323:Phone@Host , roe napameTp Host 6epéTcs M3 CBOWCTB AaHHOro
npaBuna,a Phone 3aMeHsieTCs Ha BBeAEHHbIV Nosb3oBaTeNeM TenedoHHbIV HoMep.

O6paTunTe BHUMaHWNE, YTO KaXkaast U3 3TUX poJieil MOXKeT bblTb HazHayYeHa TosbKo ans ogHoro H.323 npasuna.

11.2.4. Tno6anbHble HacTpoiikn H.323

Bonbas vactb HaCTpPOEK B 3TOM 6/10Ke UOEHTUYHbI HaCTpOVIKaM, OMMCaHHbIM Bbile. OHM aBTOMaTUYECKMU
NMPUMEHAITCA KO BCEM H.323-CO€,EI,MH€HM9IM, 019 KOTOpPbIX HE 3a4aHbl MpaBuMna.

Vicnonb3yiiTe none AgpecaTt 3BOHKa o yMonyaHuto a5 Beoga TrueConf ID nonb3osaTtensa unu ID KoHdepeHunn
(CID), kyza 6yneT HanpaBnsaTbcs Bbi3oB ¢ H.323-ycTpoicTBa B c/lyyae eciv agpecaT 3BOHKA He YKasaH.

11.2.5. Cnocob6bl BbizoBa aboHeHTOB U KoHdepeHuut TrueConf c H.323 ycTpoiicTs

B 3aBucumocTn oT Mmogenu H.323 TepMuHana MoXKeT UCMOMb30BaTbCS [Ba Pa3HbIX METOLA [O3BOHA L0 abOHEHTOB
TrueConf Server V: B dpopmaTe SIP URI nnu ¢ ncnosibsoBaHneM HoTaumm ¢ AByMs pelwértkamm (- ## ). Gopmar,
YKa3aHHbI B 060Mx cnocobax, BBOAUTCS B Ka4eCTBe CTPOKM UITM HOMepa A1 BbI30Ba Ha CTOPOHe TepMuHana. B
kayecTBe IP-agpeca TrueConf Server V Mo>kHO MCMoJib30BaTh Nt060I M3 afpecoB, YKa3aHHbIX B pa3fene ceTeBbIX
HacTpoek H.323 wnto3a:

e Server##tUser ,roe Server — IP-agpec TrueConf Server V, a User — ID nonb3oBaTesia UM yCTPOUCTBA,
3apernctpupoBaHHoro Ha TrueConf Server V;

e Server##00CID , rge Server — IP-agpec TrueConf Server V, a CID — ID koHdepeHuun Ha TrueConf
ServerV;

e User@Server ,rpe User —ID nonb3oBaTensa UM ycTpoOCTBa, 3aperucTpupoBaHHoro Ha TrueConf Server V,
a Server — IP-apgpec cepBepa;

e \c\CID@Server , rge CID — ID koHdepeHumun Ha TrueConf Server V, a Server — IP-agpec TrueConf
ServerV;

e 0OCID@Server , roe nepeble ABa cuMBOSia — Hynu, CID — ID koHdepeHumn Ha TrueConf Server V, a
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Server — IP-agpec TrueConf Server V.

MonpobHee chopmaThl BbizoBa no H.323 BMecTe ¢ NpMMepaMu OnmncaHbl B LJOKYMEHTALMU MOMb30BaTeNs.

11.2.6. Pernctpaumsa H.323 ycTpoicTB Ha cepBepe BUAEOCBSA3U

[aHHbIl cnocob nHTerpauuy nossosisieT ncnosibzosatb TrueConf Server V B kauecTse H.323 reiiTkunepa ans
CTOPOHHUX H.323 ycTpolicTB 1 ynpoLuaeT cnocobbl nx agpecaunn. PakTnyeckn 3aperncTpMpoBaHHOE Ha cepBepe
H.323 ycTpoiicTBo ana apyrux nonb3osaTeneit TrueConf Server V HUYeM He OTAMYAETCA OT OCTasIbHbIX: Y HEro
€CTb CTaTyC, MYy MOXHO 3BOHWUTb 13 afpPECHOW KHUMM M MPUTNaLllaTh B KOH(epeHLMn 6e3 1cnosib30BaHNs
cneumanbHoro npegukca #h323: . AHanornyHo Bbi3oBbl Mo H323-ID co cTopoHbl 3aperucTpnpoBaHHoro H.323

yCTpOICTBa 6yayT MHTEPNPEeTUPOBATHLCA LLIO30M Kak Bbi30B aboHeHTa no TrueConf ID.

Mpouecc pernctpaumm H.323 ycTporictBa Ha TrueConf Server V cxox Mexxay TepMUHaNaMmn pasivyHbixX
NpounsBoAMTENEN 1 3aKJTOYaeTCa B UCMOMb30BaHUKM nocnenHero B ponuv H.323 reitkunepa. Agpec TrueConf
Server V ykaxuTe B kayecTBe agpeca H.323 reiitkunepa nnm MCU, a B kayecTBe JIOrMHa 1 NapoJsis UCNONb3ynTe
ZaHHble y4éTHoM 3anucn TrueConf Server V, 0T UMeHM KOTOPOW YCTPOMCTBO ByaeT coBepLUaTh 3BOHKM.

11.3. YaT npu 3BoHKax Ha TrueConf MCU

Mpu 3BOHKaX U3 KJIMEHTCKUX NPUINOXKeHUA TpyKOoHM B KOHdepeHuun, cosgaHHble Ha TrueConf MCU,
nogaepxmusaetca yaT no H.323 / SIP. To ecTb nonb3oBaTenv, KOTopble aBTopunsoBanucb Ha TrueConf Server V,
MOryT He NpocTo No3BoHUTb Ha TrueConf MCU, Ho 1 NnucaTb coobLieHns. TeKCT TaKnx COObLLEHUI HAaK1aLblBaeTCs
NoBepX PacKMafKu 1 ero yBUAAT BCE YH4ACTHUKMN KOHMepeHLMM He3aBUCHMO OT CNocoba mx NOoAKIIoHEeHUs:

[ .
y HaC OTJIMMHbLIe HOBOCTM MO
Hamemv $¢narmaHckoMy npoaywkTty!

Cynep! Bce rovoBo kK

TECTHpOBaHMI{] Merp lMetpos
Torga Mbl NpUcTynaem K

pabore No TecTUpPOBaHMIO.
[Mo3xe npegocraBuMm

pe3ynbTarhi.

11.4.RTP

B pazgpene LWnto3sbl »RTP Bbl MOXeTe HacTpouTb MHTepBas nopto UDP, koTopble ncnonb3ytoTcs s obMeHa
MeamnagaHHbiMy npu SIP/H.323 3BoHKax (no ymonuaxuio 50000-51999).
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RTP Domowe (2)
r Ouanazod noproe UDP
aT Oo
50000 | — [1999
11.5. WebRTC

[aHHbili pa3gen nossonsgeT HacTpouTb Avianasord UDP vnun TCP nopTtoBs gna coennHerns no WebRTC (no
yMosidaHuto 53000-55000).

Takke B none BHewHwii IP-agpec pobasnsetca B SDP kak gononHuTtenbHbiit ICE-kKaHANMAAT MOXKHO YKasaTh IP
afpec, KoTopbil byfeT ncnonb3oBaTbcs Ana npoxoxaeHua NAT, ecniv aBToMaTUYecKoe onpefenieHne He
cpabaTbiBaeT MO KAaKMM-1MB0 NpUYMHaM.

WebRTC OoMows ()

— IwanazoH noptoe UDP/TCP

53000 - 23000

—— BHewHwui IP-agpec pobaenaerca B SDP Kak gononHWTenbHbii ICE-KaHgupaT. —

BHewHwA IP-agpec gobaenAeTcA B SDP Kak gononHWTENeH:ER [CE-KaHguaaT.

11.6. TpaHcKkoaupoBaHue

ﬂ,aHHbIVI pa3nesi no3BoNdeT HaCTpoOUTb CbOH n BO,EI,FIHOVI 3HaK 014 packilagKuy, a TakXXe Ka4ecTtBo BMOeo o4
Pa3HbIX TMNOB I'IOD,KJ'IIOHeHVIVI N 3anncu.

11.6.1. HacTpoiika kavecTBa

B 6110ke OrpaHuy4eHusa ans MoAynei MOXKHO HaCTPOMTb KauecTBO BUAEO KOHdepeHUMiA Ans nofib3oBaTenel
WebRTC (B 6pay3epe), H.323/SIP/RTSP ycTpoiicTB 1 pUKCMPOBAHUS B 3anncK. To eCTb TyT HacTpanBaeTcs
KauyeCcTBO UCXO[SALLMX OT CEpBEPA BULEOMNOTOKOB MO YKa3aHHbIM HarpaB/eHUsaM.

HacTpoiiku KayecTBa BUAEO OT y4acTHUKOB KoHdepeHuun B cTopoHy TrueConf Server V BbibupatoTcsa B
HaCTpolKax KoHepeHL M.
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TpaHckoOvpoBaHWe Momous (7)

—— OrpaHW4eHua ana mogynen

FPS: 60 A4

Januce 1080p v

SIP/H.323 1080p v

RTSP 1080p v

WebRTC 1080p v

—— [ononHWTeNLHO

OHe oTobpaxars cBoé BMAsO B packnagke ana H.323 n SIP ycTpowcte
BrMioueHne STOR ONUMK MOKET 3HEUWTENEHO YBEMWUMTE HArpY3Ky Ha Npoleccop

O He oTobpaxars ceoé BMAS0 B packnake ana WebRTC yuacTHukoB

Brniodenwve

STOM ONUWK MOMET 3HEYWTENBHO YEENWYNTE Harpy3ky Ha Npoueccop

[ vcnoneaoears GPU ONA YMEHLIEHWA HArpy3xu Ha LeHTpansHLIA npoueccop

D ABTOMATHYECKOS YBENWYEHWE BUOSOOKHA aKTHBHO rOBOPALLErD YHaCTHUKA

BkntoyeHne dpnarkka He oTobpakaTb cBoE Buaeo B packnagke ans SIP u H.323 ycTpoiicTenossonut
dopMMpoBaTb packnafKy KoHgepeHumn ana kaxxgoro SIP 1 H.323 TepMuHana 6e3 BugeooKkHa caMoro 3Toro
yCTpolicTBa. To ecTb TakMM 06pa3oM popMupyeTcs MHAMBUAYanbHas packnagka ans SIP/H.323 yyacTHuKa, B
KOTOPYIO He nonajaeT n3obparkeHune ¢ NoAKIHOYEHHON K HEMY KaMepbl.

BkrntoueHune dpnarkka He oTobparkaTb cBoé BMaeo B packnaake ansg WebRTC y4acTHMKOBMNO3BONUT
dopMMpoBaTb packnagKy KOHGpepeHLMr LN KaxAoro bpay3epHoro noakitoveHns 6e3 BULe00KHa CaMoro 3Toro
yyacTHMKa. To ecTb TaknM 06pasoM opMupyeTcs MHAUBMAYanbHas packnanka ana WebRTC nogkntoueHus, B
KOTOpPYIO He nonafaeT n3obparkeHne C UCMoJib3yeMol B bpay3epe Kamepbl.

dopMUpoBaHMe MHANBUAYANbHbIX Packnagok ana kaxxgoro ns SIP/H.323 n WebRTC nogkntodeHuit
MOXKET CYLLeCTBEHHO YBENMYMUTb Harpy3Ky Ha LEeHTPasibHbIA NpoLeccop hUsnYecKoin MallmHbl, Ha
KoTopoi yctaHosneH TrueConf Server V.

Mpu BbicTaBieHHOM dnaxkke McnonbsoBaTb GPU ang yMeHbLIEHMs HAarpy3Ku Ha LLleHTpasibHbI npoueccop
06paboTka BMAeo KoHdepeHumit byneT npounseoamTca GPU dusmnyeckor MaLlmHbl, HA KOTOPOW yCTaHOBIEH
cepsep.

Mcnonb3oBaHue GPU anga TpaHckoamMpoBaHus BOCTynHO Tosibko Ha TrueConf Server V ang OC Windows.

MNMapameTp ABTOMaTU4YECKOE YBENIMYEHME BUAEOOKHA aKTUBHO roBOPSLLEro yYacTHUKaaKTuBupyeT
aBTOYBeNIMYEHWEe OKHA JOKMaf4MKa Mo rosocoBOM akTUBHOCTU. [1py 3TOM HAaCTPOMKU CKPbITUSi CBOEro BULEO B
packfiafke v aBToyBeSIMYeHNs JOKNaAuMKa HauyMHatoT paboTaTb TOJIbKO €C/N He 3aAaHa SIBHO PacKfafKa Ans
SIP/H.323/WebRTC y4acTHMKOB Npu niaHMpoBaHuM KOHbEepPeHLUY UKW B PaCLUVPEHHOM YTpPaBieHN.

11.6.2. Jlo6aBneHune ¢poHa M BOAAHOIO 3HaKa

B 6110ke LUnto3bl »TpaHckogupoBaHue >OdopmneHre KoHdepeHUUN MOXKHO BblbpaTh riiobasibHble HAaCTPOIKM
oHa 1 BOLASHOr0 3HaKa AJ1s PacKafKu Bcex KoHdepeHumit. Mocne Bbibopa 13obpaxkeHns BOASAHOI0O 3HaKa
MOXHO YKa3aTb MECTO OTObparkeHUsi B packiiagke.
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—— OdpopMmnenne KoHpepeHLMM

doH

He ucnoneaoceats hd

BonaHoW 3Hak

He ucnoneaoceats hd

PacnonomeHue hd
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12. HacTpoiiku Be6 u HTTPS

LaHHbIN pa3gen cofep>XMT HAaCTPOIKM FOCTEBOM CTPaHULLbl U MapaMeTpbl LOCTYNa K MaHeNu ynpaBlieHus.

12.1. HacTpoliiku Beb

12.1.1. MapaMeTpbl rocTeBOM CTPaHULbI

YT06bl M3MEHUTb CCbINIKY Ha FOCTEBYIO CTPAHULLY M €€ BHELLHWI BUA, UCMONb3yiiTe crefytoLune napaMeTpbl:

6.

Momouk (7)

HacTpoiiku Beb

r BHewnwn agpec BeG cTpannubl TrueConf Server =

JToT agpec gomked ObiTh JOCTYNEeH BCEM NONLI0BATENAM

a |https:mo_11o.2_24o |

r locTeBan cTpaHMua I‘ 2 \
CChinKka Ha rocTesy CTpaqHuLy: ﬂps:ﬂ1ﬂ.110.2.24h-)

OTobp:

)& Ha3BaHWe

W OpraHu3aumum N

Hazeaume:

| True Company |

KoHTaKTHaA WHpopMaLWA adMWHKCTpaTopa cepeepa

THO: |ME|aH MNetpoB |

E-mail: | admin@example.com |

TenedphoH: | +80808999999 |

@

NoroTun

TNorotun gna oTodpaxeHna Ha rocTEBOR CTpaHule

®ain He ewibpad

BuiGpate gpann

TNorotvn gon#ed Bums B hopmate PNG ¢ MmakcumansHeiM paspewedvem 270x80 n pasmepom go 1 MB.

. Appec TrueConf Server V, KoTopblli Ucnofib3yeTcs A (GOPMUPOBAHUSA CCbITIOK Ha FOCTEBYHO CTPaHWLY U

CTPaHuLbl KOHdepeHUnit. YbenmuTecb, YTO OH JOCTYMeH BCeM nosib3oBaTenam Bawero TrueConf Server V. B
cly4ae MCMnosib30BaHMe HecTaHZapTHoro nopta (oTnmyHoro oT HTTP 80 wnu HTTPS 443 ) ero TpebyeTcs

yKasaTb B Mnofe ajpeca 4Yepes f[BoeToume, Hanpumep, https://video.server.com:4433 . Takxe npu
ncrnonbzosaHun HTTPS He 3abynbTe yKasaTb 3TOT NPOTOKON B afipece cepaepa.

CcblfiIKa Ha rocTeBylo CTPaHuLYy, KOTOpas COAEPXUT MHCTPYKUMMN ANst NMOLKIIOYEHUs HOBbIX NMoJfib3oBaTenei K
TrueConf Server V. Ecnv Bbl HacTpaveanu HTTPS To Hago o6a3aTenbHO 06HOBUTb TYT CCbISIKY, aBTOMATUYeCKU
3TOro He NPOMNCXOAUT.

HasBaHue Ballel KOMMNAHUK, KOTOpOe ByLeT 0TObPaXKaTbCs Ha FOCTEBOW CTpaHULe.

KoHTaKTHble JaHHble afMUHUCTpaTOpa CepBepa, KoTopble 6yayT onybrMKoBaHbl HA rOCTEBOM CTpaHuue v
CTPaHULax KoHdepeHLUnii.

He 3abynbTe coxpaHWUTb MapameTpbl rOCTEBOM CTPaHWULbI, T.K. HACTPOVKU B KaXKOOM BJIOKE COXpaHSAOTCS
He3aBMCKMO ApYr OT Apyra.

®dopMa 3arpysku JIOroTuna Ay 0TobpaXkeHns Ha rocTeBOM CTPaHULE U CTPAHULAX KOHdepeHLUiA.

B 3aBucumocTu ot pernoHa gonosHNTEJNIbHO B 6roke napamMeTpoB rocTeBomn CTpaHMLUbl Bbl CMO>XXeTE HAaCTPOUTb

oTObparkeHWe KHOMKK CO CCbIIKOW Ha peKoMeHyemoe KomnaHwen TpykoHd obopynoBaHue (Mo yMonyaHuio

hS1aXKOK BKITIOYEH).
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Ecnv B Bawweli opraHnsaumm ecTb Nosib30BaTesNM, KOTOpble YyCTaHOBMAKW Beb-nnarvH gns MS Outlook ¢
Bawero TrueConf Server V (cM. pazgen "MoyToBble NaruHbl"), To NOC/ie CMeHbl BHELLHEro agpeca UM
NPUAETCS yOAnUTb NAarnH U YCTAaHOBUTb €ro 3aHOBO. DTO CBA3AHO C T€M, YTO BHELUHWI afpec NponuncaH
B xml-cbaine naarnHa, KOTOpPbI CKa4YMBaeTCs C BalLero cepeepa.

12.1.2. lononHuTenbHble JOKYMEHTbI

B 610ke O6paboTka NepcoHanbHbIX AAHHbIX Bbl MOXXeTe [L06aBUTb TEKCTbI 415 CNELYHOLLMX MPaBUJI:
e MONUTUKY UCMOJIb30BaHMA dainos cookie (Cookie Policy);

e MONUTUKY KOHdUaeHUManbHocTu (Privacy Policy);

e ycnoBua ucnonbsoBaHus (Terms of Use).

PasmMep kaxkporo gokymMeHTa MoxkeT 6biTb o 100000 cumBonos.

CcbInKM Ha HUX ByoyT oTobparkaTbCsl BHM3Y roCcTeBOM cTpaHuubl Bawero TrueConf Server V v ctpaHuy,
C03[aBaeMbIX Ha HEM KOHdepeHLMIA.

r 00paboTka NepcoHanbHbiX AaHHbIX

0ns COOTBETCTEWA TPED0BAHMAM MECTHOMD 2aKOHOSATENECTES Bal MOKETE 0TOBPEXaTE A0NONMHMTENEHEIE JOKYMEHTE Ha NyanHussLx sed-cTparmuax TrueConf
Server, OMMCsIBIOWMK NONKTUKY 00pafioTkK NepCoHaNsHLX JaHHLX NONL308aTened. BaM HyXHO CAMOCTORTENEHD COCTABMTL COAEMXAHWE 3THX AOKYMEHTOR.

OTo0pakaTs yeenoMneH1e o Mcnonszosa<KM dainog cookie
TeKCT QOKyMeHTa SOCTyrNeH AnA PenakTUPOEIHUA B CNMCKE HUKE

[NanHble gokyMeHTol GyayT oTobpamaTecs Ha NyBGNMUHbIX CTpaHKLRX

HazeaHWe OoKyMEHTa OToOpaHEHHE CCINKKM [LencTemA
Cookie Policy Pena«Tvposats
Privacy Palicy PepgaxTvposats
Terms of Use Pepgaxtvposats
PegaxTvposaTe
Cornalexme
¥oanuTe

[oDaENTL JOKYMEHT

Y706bI LO06ABUTL MM OTPENAKTUPOBATH NpaBuMna:

1. Haxxmute Pep,aKTVIpOBaTb HaANpoOTUB Ha3BaHWMA HYXXHOIro [OOKYMEeHTa, YTObbl M3MEHUTb 3arofioBOK W
copep>XXnmmoe OoKyMeHTa. |_|pl/1 3TOM CTaHﬂ,apTHbIVI TEKCT 0114 NOJIMTUKN cookie y>Xe noaroToBJieH HaMn OJia Bac,
HO Bbl TaK)Xe MOXXeTe ero noMeHaTb.

2. MocTaBbTe pnaxok B none OTobparkeHue CCbINKM.

3. OTMeTbTe dnaxok OTobparkaTb yBegomneHne o6 wucnonb3oBaHuu daitnoB cookie ecnn Bam HyxHO
0TObpaXkaTb BCMJIbIBAtOLLEE MpeaynpeXAeHre CO CCbITKOW Ha MONWUTUKY MCMONb30BaHus dainos cookie ons
KaXK[,oro HOBOMO MOCETUTENS FOCTEBON CTPAHULLbI M CTPAHUL, MyBINYHbBIX KOH(EPEHLNIA.

4. HakmuTe KHOmMKy J,06aBUTb AOKYMEHT ec/iv TpebyeTcs 0TobpaXkaTb CCbISIKY Ha HEKOTOPOe LOMOSIHUTENIbHOE
cornawieHune (MakcMMyM 0 ABYX, TO €CTb BCEro MOXET 6biTb 5 fOKyMeHTOB). YTO6bl TaKoW OKYMEHT NOSBUSICS
Ha CTpaHuLe, He 3abyabTe OJ1 Hero ToXXe OTMeTUTb hiaXkok OTobparkeHue CCbIIKU.

5. Ha>xmuTe YpanutTb BOKYMEHT 4TObGbl MCKIOUMTb M3 CMUCKA CreuuasnbHble npasBuna. YUTuTe, 4TO yaansaTb
CTaHAApPTHbIE COMMALIeHNs Hemb3si, HO MOXHO ybpaTb WX C FOCTEBOM CTPaHWULbl M CTPaHUL, My6InYHbIX
KOHepeHLUUi, cHsIB dpraxkok OTobparkeHune CCbIKM.

Tak>ke Bbl MOXKeTe ,D,O6aBVITb ,EI,OI'IOJ'IHVITeJ'IbeIVI TEKCT noMoLwn onga noceTuTenen rocteBom CTpaHunLbl. Ero
OTO6pa>'KEHVIe 6y,EI,ET AOCTYNHO No cneumaanoﬁ KHonke MomoLwpb B HUXKHEN YacTu CTpaHunLubl. I'IpM 3TOM OH He
3aMEHUT CTaHOAAPTHYIO MHCTPYKLUNIO, OTKPbIBAKOLWYOCA MO HAaXXaTUHO Ha KHONMKY PyKOBOﬂCTBO.
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r [ononHuTensHaA HHopMauyMa
OTmofpaxaTe Ha MAaBHOW CTPAHMLE KHOoNKY "TIoMoWL" ANA BLIBOAA AONONHWUTENEHOR MHOPMAaLIMKM OT aMUHUCTpaTopa

BIUS == &=i= Noma 2 = T,

OononHuTensHaA HH(‘]OPMELI,I"IH ANA Nons20Batensn BW0e0KoHMEDEHUCEAIN.

OtoGpaxaeTcA Ha rocTEBOW CTpaHULe.

[ns no6asneHuns Ballen MHCTPYKLMK:
1. OTMeTbTe hnaxkok OTobpaXkaTb Ha FMaBHOM cTpaHULe KHonKy "Momowb".

2. 3anosiHUTe TEeKCT B MoJsie HUXKe.

3. HaxxmuTte MpuMeHnTD.
Huyke nokasaH nprMep rocTeBon CTPaHULbl Mocse fobaBreHns TPEX CTaHAAPTHbIX COrnalleHuii 1 0O4HOro

HOBOTIO, @ TaKXXe KHONKWM NOMOoLLn:

&P Truelonf —~ "

J[l06po noxanoBaTh Ha rocTeBylO CTPaHULly CepBepa BUAeOKOH(pepeHLuiA

Great company

Pexomeniyemoe 060pyAoRaHWE

¥ CkauaTs NnpunoxeHwe B ‘3anNaHMpoRaTh KOHBEPEHLMIO

CxajafiTe NPUNOKEHKE, YTO6L! HaYaThL Y MNaHMpyiiTE BUAEOKOHDEPEHLIMN W
NPoOBOANTE HWHEOI':DHd)EI-‘-'“"-I“H npsMo ] BEGHHEPHI CO BXOA0M MO CCUTKE.
ceiiuac.

+2, Moaxkmovexne K koHdepeHLn

M KOHTaKThl aMMHMCTPaTOpa Cepaepa
ECnm Bbl CTONKHYAKCH C NPOGNEMO, 5 Ecnm Bbi 3Haere 1D I(OH(‘]EFEHI.[“H‘ Bhbl
NOMANYACTE, CEBAMMTECH CO CBOUM MOMETE NOAKNIOYMTLECA K HER NPAMO B
AIMHHWCTPETOPOM Gpaysepe

@ Nomoun

©Ow Bx0A ANA aAMHHWCTPaTopa () PyxosoncTEO

Nonvrika Cookies , [TONWTMKS KOHDHASHLMANLHOCTH HA MCNONL30BAHKA

Ha www.trueconf.u

KDHTAKTH 8AMWHHCTDATORA CEpBena
peviLcER3N TrueConf Server sepcun 5.0.0.10565. Nogpose

© 2021 TrueConf. Boe npasa sauymuyess Cnyw6a paGoTaeT ka 0 47 BIAEOKOHDE

12.2. BesonacHocTb
Wcnonb3yliTe gaHHbI pasfen ong HacTpoWKu JocTyna K naHenu ynpasneHus n APl TrueConf Server V.

MoApo6bHO 0 TOM, KTO UMEET AOCTYN K agMUHUCTpUpoBaHuio BKC-cepsepa Ha pasnuuHbix OC n noyemy,

pacckasaHo B pasfesie 0 Ha4yallbHOW HacTpolKe cepBepa.
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BezonacHocTb Beb Momougk (7)

1 aHENDb YNpaBneHHs

F )
1 MpenocraeuTs 3AMUHWCTPATHEMLIR JOCTYN:

® unedam nokans=oi rpynns Gezonackocry TrueConf Server Admin
O Bce nonszoeaTeny Windows =a localhost
PaspelinTs 3AMMHWCTDETHEHLIA JOCTYN C NOKaNsHLX aapecos 0es aETopHsaLmMK

(?, QOrpaHMuMTE 40CTYN K pasgeny no IP

10.0.0.0/8

192.168.0.0/16

172.16.0.0/12

(4

[l0GaBHTL

r API

TMOMANYACTS, YKEWUTE CKPETHLIA KNod Ana TrueConf Server APL. MogpoBHee 8 nokyMesTaumum APT

'Cekp STHEIA KN
Tpa2 gmt7 1zbWFxzrse ToAaXskokefk

m

1. Bbibepute nonbsosaTteneit OC, KOTOpbIM byAeT pa3peLléH NOJIHbIN AOCTYN K MaHesnu ynpasieHns.

Ecnu MawmHa c TrueConf Server V 3aBefeHa B LJOMeH U Bbl aAWTe LOCTYN BCEM NOJIb30BATENSAM Ha
localhost, To Bce foMeHHble Nonb3oBaTeNy Noay4aT AOCTYN K NaHenu ynpasneHus. MicnonbsyiTe sToT
BApWMaHT C OCTOPOXKHOCTbto!

2. Ecnu paHHas onuus akTMBMPOBaHa (HacTpolika Mo YMOMYaHUWIo), TO AOCTYN K MaHenn ynpaBieHuns ¢ MallnHbl, Ha
KOTOPOV MPON3BOAMIIACh YCTAaHOBKa CepBepa, OCyLLecTBseTca 6e3 aBTopm3aumm (xocT B bpaysepe —
localhost wnanM 127.0.0.1 ). CHUMUTe hbSIAXKOK, €C/IM aBTOPM3ALMIO [OJKHbI MPOXOAUTb BCE MOb30BaTENN.

Mepen TeM, Kak CHATb 3TOT (pIAXKOK, 06583aTeNIbHO ybeanTech, YTO Ha KOMMblOTepe C CEPBepPOM eCTb
y4€THada 3anuncb noJib3oBaTens, gobasneHHas B rpynny 6esonacHoctn TrueConf Server Admin Ha
Windows n tcadmins Ha OC cemelicTBa Linux. MiHaye nocne coxpaHeHUs U3SMEHEHWN Bbl HE CMOXKeTe
aBTOPU30BaTbCS Y BOWTU B MaHenb ynpasneHus. Ecnv 3To Bcé »ke NponsoLuno, nepeycTaHoBUTe cepBep
WM 06paTUTECH B TEXHUYECKYIO MOLAEPIKKY.

3. OTMeTbTe hnaxoK, YTobbl OrpaHMYMTbL [OCTYN K YNPaB/ieHWIo BallM cepBEpPOM TosbKo IP-agpecamy,
YKa3aHHbIMY B cnincke. Toraa kHomnka Bxop, ana agMuHUcTpaTopa 6ynet oTobpaaTbCs TOJIBKO MPU OTKPbITUY
rocteBoli ctpaHubl ¢ IP n3 gaHHoro cnvcka. A npu e€ oTKpbITUK C [P, KOTOPOro HET B YKa3aHHbIX AManasoHax,
KHOMKa aflMUHNCTPATMBHOI O BXoAa byneT CKpbITa.

4. Ha>kmuTe, 4Tobbl f,062aBUTb HOBYIO MOLCETb, A1 KOTOPOK byAeT pa3pelléH BXoA B NaHesb yrnpaseHus. B okHe
HaCTPOVKM HOBOW MoAceTu B noJie Agpec noaceTy BBeaMTe afpec (AonycTUMble CUMBOSIbI — LM Pbl M TOYKA,
LOMyCTUMbIV hopMaT — 4 OKTeTa B AeCATUYHOM MpefAcTaB/ieHUn 6e3 HadanbHbIx Hynel ot O no 255,
pa3nenéHHble TOYKaMK, K npuMepy 192.168.11.10 ). B nosle Macka noaceTu KIIMKHUTE Ha CTPEJIOYKY CnpaBa —
OTKPOETCS BbIMaAAoLLMIA CMIMCOK C MAacKaMU, N3 KOTOPOTO HYXKHO BbIbpaTb MOAXoALWwmin BapmaHT. [o ymonyaHuio
BblbpaHa Macka 32 — 255.255.255.255 .

5. CekpeTHbili ktoy ang goctyna K APl Bawero TrueConf Server V.
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Mpun Hann4umm cekpeTHoOro Knto4va gocTyn K APl MOYKHO Mosly4nTb 6eccpoyHo, 6e3 KakMx-NnMbo NpoBepoK
[lO TeX Mop, NoKa KJItoY He byneT cMeHEH. [103TOMy Mbl peKOMEeHLyeM UCMOJIb30BaTh CEKPETHBIN KJToY
TONbKO Anga Tectuposannsg APl nnn ona ncnosb3oBaHmsa TOIbKO aAMUHUCTPATOPOM CepBepa C NpaBaMy,
KOTOpbIe HeJib3d yKa3aTb npu co3gaHunn OAuth-npunos>keHus (Hanpumep, YTeHWe NOroB), a 4ns
perynsipHol paboTbl Nonb3oBaTbcs TexHonorven OAuth2.

6. HaxkmMunTe, 4TOobbl CreHepupoBaTh HOBbIM CEKPETHbIN KoY. BepHyTb cTapbili KoY Unn 3aaTb NPOU3BOJIbHbIN
HEBO3MOXHO.

7. HaxxMunTe ona npuMeHeHUss USMeHeHUM.

12.3. HTTPS

B naHHOM paspene naHenu ynpaBrieHUs Bbl MOXKeTe HAaCTPOUTb NapaMeTpbl 6e30MacHOCTY Nepeaayy JaHHbIX
Mex gy 6paysepom u TrueConf Server V.

Hanuuve 3alwumiéHHOro KaHasa CBA3u C BalLMM CEPBEPOM ABAeTcs 0693aTesbHbIM YCII0BMEM A1
MCMONb30BaHMS BO3MOXXHOCTHM 3axBaTa MeAMayCTPONCTB Npu 1crosb3osaHum TexHonorun WebRTC Bo Bcex
coBpeMeHHbIx bpaysepax. To ecTb 6e3 HTTPS K BalwnM KoHbepeHUMaM Henb3s 6yaeT NOAKIIoYNTLCS 13
6paysepa.

Takke HTTPS HeobxoauM, 4To6bl MONb30BaTeNN, MOAKIIOYEHHbIE K BalLleMy CEPBEPY M3 KIIMEHTCKUX MPUIOXEHUN
TpyKOHM, MOFIN UCMONb30BATb MIAHUPOBLLMK KOH(EPEHLMN, MOKa3 Npe3eHTaluMii U pacllMpeHHoe yrnpaBieHne
KOHepeHLuMen.

KomnaHua TpyKoHd HacToAaTenbHO pekoMeHayeT HacTpouTb HTTPS paxe ecnu Bbl He cobrpaeTech
ncnonb3zosatb TrueConf Server V ons nposefeHns Ny6anMYHbIX KOHMEPEHLUIA 1 MOAKIIOYeHUs
Y4YaCTHUKOB MeponpuaTuii yepes bpaysep (no WebRTC). Mcnonb3osaHune HTTPS aBnsetca cTaHLapToM
L1151 BE6-CEPBMUCOB U MOBbILLAET 3aLUMLLEHHOCTb BaLLEN BULEOCBA3N.

Mocne HacTpoiku HTTPS HeobxoanMMo 06HOBUTb BHELLHWI afpec cepBepa B pasferie Beb »HacTtpoliky,
y6eamnBLUNCD, YTO OH HauMHaeTca ¢ https . HanpuMmep: https://video.company.com .

12.3.1. bnok "KoHdurypauua HTTPS"

B 3ToM 6510Ke MOXKHO BbIOpaTh cepTUdUKAT U 3a8aTb Apyrue napameTpbl HTTPS. HacTpolikun ans pa6otsl ¢ HTTPS
npvMeHsatoTca Beb-cepBepoM npw 3anycke. HeBepHble faHHble 0 MOpTe 1 NapaMeTpax cepTudmKaTa MOryT CTaTb
NPUYMHOI TOrO, YTO Beb-cepBep He 3anyCcTUTCS, U aAMUHUCTPATOP NoTepsieT LOCTYN K NaHenu ynpaeneHus. B
CBSAI3M C 3TUM HEObXOAMMO 06ecneynTb MaKCMMasbHO TLLATESbHYO NPOBEPKY YCTAHOBEHHbIX NapaMeTpoB.

Hactpolikn HTTPS Oomows ()

r Kondwmrypauywa HTTPS

PexumM paboTsl HTTPS: Mcnonb20EaTs CaMONOANHMCaHHEIR CRpTUGMKAT v Kak NpaBWnbHO HACTPOWTL NoanepwKy HTTPS
HTTPS nopt:
Wononeayemsle Bepaim npoTokona TLS: TLSwv1.2 TL5v1.3

ey gryme | v

1. BBbinagatowiem cnucke PexxuM paboTbl HTTPS BbibeprTe 0guH 13 TPEX peXXMMOB paboThbl:

o Otkntountb HTTPS — npoTokon HTTPS ncnonbsoBaTbcs He byaeT;

o Wcnonb3oBaTb caMoONognuCaHHbIi cepTUdUKAT — UWCMOJIb30BaHWe CepTuduUKaTa, aBTOMaTUYECKU
CO3[aHHOr0 CepBepOM (TakoW cepTUdUKAT He MPUTrOAeH AN MOLKIIIOYEHNS BHELHMX NOfb30oBaTeNei Yepes
WebRTC);
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o Wcnonb3oBaTb 3arpy)XeHHbli cepTUdUKAT —  UCMOMb30BaHME  CepTUdMKaTa,  3arpy>XeHHOro
agMuHucTpatopom TrueConf Server V.

2.B none HTTPS nopT: 3agaiite TCP-nopT, KOTOpPbIN byLeT Ncnonb30BaThCs Beb-cepBepoM A paboTbl o
npoTokony HTTPS (ucnonbsyiTe undpsol). MopT 443 3apaH Mo yMoJiYaHuio.

3. YKaxkuTe, Kakune Bepcun npotokona TLS 6yneT nucnonbsosatb Baw TrueConf Server V ona pabotel HTTPS.

4. HaxxmuTte MpoBepuTb KOHUrypauuio 4519 NpoBepku napameTpos KoHpurypauum HTTPS 6e3 nepesarpysku
Beb-cepepa. [laHHOe gelicTBME He Bbi3blBaeT U3MeHeHus daitna KoHdurypauumn seb-cepsepa.

5. HaxxmuTe MpuMeHUTb, 4TObbI COXpaHUTb hain KoHdUrypaLmm Beb-cepBepa C yKazaHHbIMM NapamMeTpamMm C
nocnenymroLmM ero nepesanyckom. Mo KNnKy Ha 3Ty KHOMKY NOKa3blBaeTCs AMaNloroBoe OKHO C YBeAOMJIEHNEM O
TOM, YTO NPOJOSIKEHME BbINOJIHEHNS AElCTBUS MPUBEAET K Nepesarpyske cepeepa.

12.3.2. CamonognucaHHbIN Y NOSTHOLLEHHbIN cepTUdUKaTbI

CyliecTByeT ABa TUMa cepTUDUKATOB, AOCTYMHbIX 419 ncnonb3osaHua B TrueConf Server V. [MonHoueHHbI
cepTudUKaT He TpebyeT LOMOMHUTENbHbIX LeNCTBUI Ha KITMEHTCKMX MalUMHaX, T.K. bpay3epbl oBepsitoT
n3paTento, KOTOpbI nognucan ero. [1na HacTPOMKM MCMOMb30BaHUS 3arpy>XeHHOro cepTudurkaTa
alMUHUCTpATOpy cepBepa NoTpebyeTca daiin cepTudurkaTa B hopmaTte X.509 1 cooTBeTCTBYIOWMI eMy alin
NpMBaTHOIO KJllOYa.

AnbTepHaTUBOM 06bIYHOMY CITY>KUT CAMOMOANUCAHHbIN cepTUdUKaT. Takol cepTUdmMKaT:
® MOXEeT bbITb CreHepupoBaH 13 NaHenu yrnpasneHus Ha 365 gHel;
® MOXXeT NMPOAJSIeBaTbCA HAa HEOrPAHWYEHHbIV CPOK;

e nosBongeT TectupoBaTb WebRTC 6e3 nokynku nojiHoLeHHoro cepTudukara.

B Halweli 6ase 3HaHWI Bbl MOXKETE MPOYNTATb, KaK CO3AaTb becnnaTHbIl cepTUdMKaT Let's Encrypt Ha
Windows mnnu Ha Linux B 3aBUCMMOCTU OT Toro, Ha kakoi OC pa3sépHyT Baw TrueConf Server V.

12.3.3. bnok "CaMonognucaHHbi cepTupmkat"

Ecnu paHee Bbl y>ke co3naBanv caMonoAnuCcaHHbIl cepTUhUKAT, TO AaHHbIN BTIOK KpOMe KHOMKM reHepaumm
6yneT cofepyKaTb OCHOBHblE MapamMeTpbl KOPHEBOTO cepTUdMKaTa 1 cepTudmKaTa, KOTOpbI byneT
ncnosb3oBaThcs Beb-cepepoM 1 TrueConf Server V:

rC W cepTnd T
KopHeBoii LieHTp cepTHMWKaUmMM (CkadaTh ca.crt 4 )

CyGnekT [edcTBUTENSH C OeicrenTened oo

commonName=TrueConf Serve:

countryMame: NT, 25 MioHA 2021 18:28:28 @, 25 uroHs 2022 18:28:28
stateOrProvinceName= +03:00 +03:00
organizationName=Internet Widgits Pty Ltd

CeptuchukaT cepsepa

CybbekT NedcTBUTENEH © NeicTeuTened no
countryMame-

stateOrProvinceName= nT, 25 wioHA 2021 18:31:45 f, 25 woHA 2022 18:31:45
organizationName=Internet Widgits Pty Ltd +03:00 +03:00

subjectAltName=IP Address:10.120.1.141, IP Address:192,168.56.1

Cozpatk HoBwil SSL ceprudmkar

KHonka Co3spaTb HOBbI SSL cepTudUKaT No3BONSET CreHeprpoBaTb HOBbI CAMOMOANMCAHHbBIV cepTudmKaTt
cepBepa. [JaHHas BO3MOXXHOCTb Hy>Ha A1 NPOAJIeHNsS CPOKa AeCTBUSA cepTudMKaTa eLe Ha 365 aHel unu ana
06HOBNEHNA MHOPMALMK O KOMMaHWKW B cepTUdUKaTe Npu eé nameHeHuu. Mo ccoinke CkavaTthb ca.crt
aOMMHUCTPATOP MOXEeT CKayvaTb dhalin KopHeBOro cepTUdUKaTa 415 PAaCNpPOCTPAaHEHNS CPefyn KIMEHTCKUX
YCTPOWCTB.

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 86


https://ru.wikipedia.org/wiki/TLS
https://trueconf.ru/blog/baza-znaniy/sozdanie-sertifikata-lets-encrypt-na-windows.html
https://trueconf.ru/blog/baza-znaniy/sozdanie-sertifikata-lets-encrypt-na-linux.html

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

12.3.4. bnok "3arpy)XeHHblii cepTudukaT"

Ecnu CepTl/Id.)l/IKaT 3arpy>xeH, To AaHHaqa ceKunda cogep>XmT OCHOBHbIE MapaMeTpbl cemechKaTa, MHa4vye — TOJNIbKO
KHOMKW 014 ero 3arpysku:

r 3arpyeHHbld cepTudmKaTt

Cybbekt [NeicTBUTENEH C [OelicTBuTENSH A0
commonName=
countryName=

stateOrProvinceName=
organizationName=

CepTudimkar: Bri6parth chaiin dalin He BbLIOpaH
MpWBATHBIA KHY: BuiGpath thaiin daiin He BbIbpaH

nT, 25 pek. 2020 17:04:24 +03:00 ch, 25 pex. 2021 17:04:24 +03:00

Wcnonb3yiiTe kHonku BeibpaThk daiin, 4Tobbl ykasaTb daiiibl cepTudmKaTa 1 Kitoya. 3aTeM HaXxXMUTe 3arpysuTb.

Mpu 3arpyske nposepsieTcs popMaT cepTUdMKaTa M KItoYa U COOTBETCTBUE Kitoya cepTudmKaTy. Ecnim xoTs bl
o[lHa NpoBepKa 3aBepLUMach Heynayen, dhaitfibl cepTUdMKaTa 1 KIoYa He COXPaHAoTCS.

B Halwueit 6a3e 3HaHUIA Bbl MOXKETE NPOYNTaTb, Kak KOHBEPTUPOBATH UMEIOLLUIICS KOMMEPYECKIii
cepTudMKaT B MOALEPXKMBAEMbIN cepBepoM hopMarT.

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 87


https://trueconf.ru/blog/baza-znaniy/kak-nastroit-webrtc-konferentsii-v-chrome.html#_HTTPS_TrueConf_Server

TrueConf Server V

PykoBoACTBO afMUHKUCTpaTopa

13. Monb3oBaTenu cepsepa. UHTerpaumsa c LDAP/Active Directory

13.1. YuyeTHble 3anucu

B pasnene YueTHble 3anucu nosb3oBaTesiel Bbl MOXKeTe ,D,O6aBJ'IFITb HOBble y‘-IéTHbIe 3anncu nonb30|3a'rer|e17|, a
TaKXXe pefaKTMpOBaTb N yOoandTb y>Xe nMetonecd.

A w N =~

PepakTnpoBaHue faHHbIX 0 Nofib3oBaTensx B pexxkme LDAP HeBo3MoxxHO. PopmMa onst BBoAa
MHOpPMaLUK O Nosib3oBaTene LOCTYMNHa TONbKO B pexxuMe Registry.

B 6ecnnaTtHoi Bepcum TrueConf Server Free cyliecTBytoT orpaHuyYeHUs Ha MaKCMMasibHOE KONNYeCcTBO
YYETHbIX 3anu1celi, o 4éM NofapobHee YKaszaHo Ha CTpaHuLe JaHHOIro pelleHus .

YyeTHble 3anucu Domouie (2)

HdoGaBWUTE NONL3IOBATENA

2
Q Mounck
Ipynnel B B
3 4
onb3oBaTenb TrueConf ID 3n. no4Ta
5
’ ——
° Haranes Tumodpeesa timofeeva timofeeva@company.com [ ]
& Hukonai ToMUNKUH tomilin tomilin@company.com i
a Oner 3nogees Zlodeev Zlodeevi@company.com i
a Cepren MNMeTpos petrov petrovi@company.com i
u Cryoua room_studio room_studiof@company.com i l

[ob6aBneHne nonb3oBaTens.
Mowuck nosibsoBaTeneit, goctyneH no TrueConf ID, uMeHun, pamMmnmm, otobpaxkaeMomy MMeHK, email.
MpocMoTp rpynn noJfib3oBaTesel, MMEILLMXCA Ha cepBepe.

DKCMopT cnucka nonb3osaTenert B CSV-caiin ons nocnegytoLero umnopTa B agpecHyto kiury TrueConf Group
(npounsBoaMTCA B pasfesie ADMUHUCTPUPOBaHME MaHesnu yrnpasneHus TepMuHana). [laHHaa KHoMka gocTynHa
ToNbKo B pexkuMe Registry. CSV-galin coxpaHsieTca B kogupoBke UTF-8 m B kauyecTBe paspenuTens

ncnosibsyetca ";", To eCTb UTHOPUPYIOTCA HACTPOVKM MPeanoYTEHNA.

. Cnucok I'IOJ'Ib3OBaTEJ'IEI7I, 3aperncTpmnpoBaHHbIX Ha cepBepe. B HWHel yactu aBaTapa KaXAaoro w3

nonb3oBaTenen OT06pa)'KBETCF| ero Crtatyc:

. — B CeTH;
. — odbbnaiiH;
. — HaxoAWTCsl B KOH(MEPEHLMMN MU BUAECO3BOHKE;

* — ABNAETCS BlagesbleM KoHpepeHumu;

. — y4€THas 3anu1cb LeakTUBMPOBaHa aAMMHUCTPaTopoM (cM. none CtaTyc B npodune).
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KakK HacTponTb BO3MOXKHOCTb NMofKJtoueHUs K BaweMy BKC-cepBepy nonb3oBaTenieil CHapy>u ceTw,
YnTalrTe B Hallen 6ase 3HaHWIA.

YT06bl U3MEHUTH JaHHbIe O MOJb30BaTesNe, HAXXMUTE Ha ero M. YTobbl yaanuTb Nofb3oBaTens, HaKMUTE Ha
KHOMKY 'i' .

13.2. Mpodunb nonb3oBaTens

Mo KUKy Ha y4ETHYIO 3anuncb NoJIb30BaTeNs B JIO6OM pasfesie NaHenu yrnpasieHus Bbl NepenaéTe K MeHIo
penaKTUpPOBaHUS JaHHbIX O HEM:

M3ameHWTb nonb3oBaTens

r WMHpopmauna ob y4eTHOR 3anUcH { 1 )
Cratyc AKTUBHBIA I OTCOeOMHUTE I
TrueConf ID rozanov @video.company.com '@
4
Mapons — MOATEEPOUTE | sssssees @

Email | rozanov@company.com I- -@
OTtofpaxaemoe UMA I AOmuTpri Pozanos I- -@

Mma | OmMuTpriA |
Damunua | PoaaHos | B '@
KomnaHua | Mpocto Komnanua |

8
Tpynnei | BbIOPaHO 3MEMEHTOR: 2 v
MoGunsHLIR +1234367890
PabGouni |+2231234550 | = -@
OomaluHuA | |
SIP-Homep 123 -

11

| CoxpaHuTe I Yoanute I Hazan |

1. MepeBog nonb3oBaTens B "akTUBHOE" UMK "HeakTUBHOE" cocTosHMe ( CM. HIKe). Takme nosib3oBaTenun byayT
oTobparkaTbcs B 06LLLEM CMMCKE C MOMYNPO3PaYHOCTbIO U CO CTAaTYCOM Ceporo LBeTa.

2. MpuHyauTenbHoe oTkItoYeHne nosibsoBaTens ot TrueConf Server V Bo BCex KAMEHTCKUX MPUIOXKEHUSX. DTO
MOXXeT 6blTb MOMe3Ho, 4TOb6bl 6bICTPO [aTb BO3MOXHOCTb MOOKIIOYMTLCS APYroMy MOJib30BaTeNto npu
LOCTUXKEHUN MaKCUMaNbHOMO KOMIMYECTBa NOAKIIOUYEHN (B COOTBETCTBUM C INLLEH3MEN).

3. TrueConf |D — yHMKaNbHOE UMS, UCMOSb3yeMoe A1t aBTOPU3aLMN B KITUEHTCKOM MPUJTOXKEHNN U COBEPLLEHUS
Bbi30BOB. JlormH nonb3oBaTena (4actb TrueConf ID [0 @ ) MOXXeT COCTOATb TOJSIbKO M3 JATUHCKUX U
KUPUIITMYECKMX CUMBOJIOB, LNP, 3HAKOB NOAYEPKNBAHMA, eUCOB 1 TOYEK. YKa3aHMe MMeHU cepBepa nocrie
norvHa (npunucka B popmaTte @server pPsALOM C MOSeM BBOLA) HYXXHO AJ1 Bbi30Ba MoJb30BaTeNs C APYroro
cepBepa. JIornH 3agaéTcs Npu co3gaHnm Nonb3oBaTeNsa 1 B fafibHelweM He MOXeT 6blTb U3MEHEH.

4. Beopg naponga nonb3oBaTesiq. 3aﬂ,aHHbIl‘;I napojib Heslb3d MNOCMOTPEeTb Mnocjie 3aBeplleHnda co3haHua unum
penakTnpoBaHn4d y‘—léTHOI7I 3anmcn, HO MO>XHO 3aMeHNTb Ha ,El,pyFOl‘/JI. C nomoLbto KHOMKM ® panooMm Cc nonemMm

noaTBepP>XXOEeHNA NapoJid Bbl MOXKeETe NPOCMOTPETb Tpe6OBaHVI9| K HEMY.

5. ALpec 31eKTPOHHOWM MOoYTbl s OTNPaBKM MOSb30BaTeNto OMnoBelleHuid, paccbinaembix TrueConf Server V
Yyepes NpmBs3aHHbIN K cepBepy SMTP.

6. BBepéHHoe wMa 6ymeT oTobpa)kaTbCA B afpecHOl KHuUre [Opyrux nosnb3oBaTenelt. [aHHoe none
npen3anosHAeTCs KaK JIOrnH, BBeLEHHbIN B NyHKTe 3. OgHaKo 3Ha4YeHMe Noss MoOXeT 6blTb M3MEHEHO.
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7. JInyHble gaHHble Nosb3oBaTeNs. DTW Nojig Heobsa3aTesbHbl AN 3aNOSTHEHUS.

OnpepenseT MpUHAAJIEXHOCTb MONb30BaTeNd K rpynnaM. Mo KWKy Ha CTpesioyky oTobpasuTcs ChMCOK
CYLLECTBYIOLMUX Ha cepBepe rpynn. YTobbl [06aBMTb Mofib30BaTensd B OLHY WM HECKONbKO Fpynmn, MNpocTo
OTMeTbTe (hJIaXKOK B Moe c/ieBa OT Ha3BaHUs.

9. Mpu HeobxooMMOCTM Bbl MOXKETe yKasaTb HoMepa TenedoHOB nosfib3oBaTend. [pu nepexoge B npocdusb
MoJib30BaTess B KIAMEHTCKOM MPUoXKeHUU TpyKoHd MOXXHO ByaeT 3BOHWUTb MO Jilo6OMy M3 3TUX HOMEPOB,
NPOCTO KITMKHYB MO HEMY.

10. Ecnu ncnonbayetcsa SIP-TenedoHud, B [aHHOM MoJie Bbl MOXKeTe YKa3aTb HOMep AJ19 Bbi30Ba no npoTokosy SIP.
Torpa B npodune nNosib30BaTeNs B KITMEHTCKOM MPUTOXeHUU TPYKOHM 0TOBpasnTCs COOTBETCTBYIOLLEE MOJIE.
Mpv 3TOM MO KWKy Ha HEM 3BOHOK byneT uaTn B popmaTte #sip:<number> , a caM HOMep MOXHO yKas3aTb B
BuAe <number> , sip:<number> wunu #sip:<number> .

11. CoxpaHeHune N3MeHeHU UNn yaaneHne y4€THOM 3anmcK, @ TakKe BO3BPAT Ha NPeablAyLLYyto CTPaHULY K CIMCKY
nosnb3oBaTesiein.

Ecnv nonb3oBaTesib BBEN HEBEPHBIN NMaposib NOAPSIL CTONIbKO pas, CKOJbKO yKasaHo B pasgene MonbsoBatenu »
HacTpoiikuy, To aBTopur3aums Yepes Beb-npunoxkeHne byneT 3abfoKMpoBaHa Ha CyTKW. BkounTs ang Hero
BO3MOXXHOCTb BXO[a MOXXHO BPY4HY0, Ha)KaB KHOMKY Pa36/oKMpoBaTh Ha CTpaHuLe ero npodus:

M3MeHUTL Nonb3oBaTens Tomoul (3)

Hucopmayma ob yueTHOR 3anucH

Beb-zeTopMzauMA 230N0KMpOBaHa ANA ITOMD Mo .181) po 2021-09-30 12:37:28

M3-33 HECKOMsKKX (10} HeBepHBX NONETOK BX0IE.

13.2.1. JeakTBauu1a nosib3oBaTens

B03MO>XHOCTb aBTOPM30BaTHCS Y KAaXKLOr0 MOJIb30BaTENS PEryMpyeTcs B ero akkayHTe paXKKoM AKTUBHBIN.
Ecnv nonb3osaTenb HeaKTVBEH, TO ero y4&THas 3anncb NPOLOKAET CyLLeCcTBOBaTb, HO aBTOPM3aLMs Yepes Heé
OyneT HEBO3MOXKHA U B JTIOOOM KIIMEHTCKOM MPUITOXEHUM OTOBPa3UTCs COOTBETCTBYOLLLEe COObLLeHNe:

TrueConf— ABTopu3auua

& TrueConf

war 2 u

BeeguTe naponb oT Ballero akkayHTa
bots_ru@video.example.net

10

Ownbxa aBTOPUIELIMK: Balll BKKaYHT HEAKTHEEH

dNOMHWTE MEHA

OANEE

MoakntoveHo K video.example.net
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13.2.2. 3BOHKM U KOHdepeHuun

Ecnu Bbl pefakTMpyeTe CO30aHHbIN paHee akKayHT Nosib30BaTess, TO Cpasy nof AaHHbIMK O HEM Bbl yBUAUTE 610K
3BOHKM U KOHdepeHUuM rae 6yayT CCbiNIKM Aa nepexoaa:

B MCTOPUIO 3BOHKOB AHHOIO NoNib3oBaTenyd,;

K OTUNbTPOBAHHOMY MO AAaHHOMY MOJib30BaTeNto 0bLLEMY CMIMCKY CO3AaHHbIX HA CEpBEpE 3amnsiaHMpOBaHHbIX
KOH(EepeHUNA ¥ BUPTYyasnbHbIX KOMHaT. To eCcTb OTObpa)keHbl OyayT Te MeponpusaTUsi, B KOTOPbIX
nosnb30BaTesb ABSETCH YH4aCTHUKOM.

3BOHKH W KOHdepeHUHH
McTopua 3B0OHKOB

SannaHupoBaHHbe KoHepeHUnK

MCTOpVIﬂ 3BOHKOB COLEPXUT BCe CeaHCbl CBA3U NOJIb30BaTeNd B 3BOHKAX TOYKa-TOYKa U KOHCbEpEHLI,I/IFIXZ

cTOpWs 3B0HKOB: BukTtop danunos <danilov@video.example.com> Towows ()
[ 10052023 0:00-11.0520231240 (@ | [ Bce una ~] [ monex \ m 3 ]

AboneHT | KontepeHuua Tun TMpoAOMKHTENBHOCTD Nata u Bpema M

o i :39: (3 I
3 AHacTacka Nebenesa » BxonswWw it 380HOK 1MuH 17 cex 11.05.2023 12:39:14 4{DH¢'EDEHLLMFI Beowrap
a Qner 3nofees 7 VOXOAALWMA 3B0HOK 1MUH 5 cex 11.05.2023 12:37:34 ID KoH(pepeHumK \c\partners &
Anacracua Nlebenesa » VOKORSIMIA 380HOK 6 MM 13 cek 11.05.2023 12:13:03 BT Sl eirnid
Tun KoHdhepeHuua

BebuHap # HoHpepeHuMa 44 19 MUH 10.05.2023 14:00:05

MpopgomkuTensHocTe 4 4 19 MuH

[aTa v BpemMA 10.05.2023 14:00:05
1D ceccum 00000038270d8d0c@videc.ex... &
CTpaHuLa

(]
https://10.110.2.242/c/partners

KoH(epeHUMH

Beero: 4

Obwumin nHTepdelic paboTbl ¢ Tabnuuel (cM. onucaHvie pasgena oT4ETOB). [1py 3TOM MOXKHO OTUNBTPOBATbL
Co6bITUSA MO TaKUM TUMAM:

o Bce Tunbl (Mo ymonyaHuio);
o Bxogswimii 3BOHOK;

o Ucxopauwimii 3BOHOK;

o MponyLieHHbI 3BOHOK,;

o KoHdepeHuus.

2. Ina oTobparkeHus NoapobHOI MHOopMaLMK BbibepuTe B CMMCKE CIIeBa HY>KHYIO ceccuto (ceaHc ceasu). Ons
neprvoaMYecKy NOBTOPSIOLLMXCS 3aMaHMPOBAHHbBIX KOH(EPEHLMA U BUPTYasbHbIX KOMHAT CBA3@HHbIX C HUMU
Ceccuii MOXKeT BbITb HECKOJIbKO B COOTBETCTBUM C KOJIMYECTBOM 3arMyCKOB MEPONpUATUS.

3.

Mpu BbIGOpE ceccnn, CBA3aHHOM C KOH(epeHLUMeN, B KapToUKe crpaBa 0TobpasdaTca:
Ha3BaHWe n ID KoHdepeHuny;

oTobparkaemMoe UMs eé BrafesnbLa;

NMPOAOIKUTENbHOCTb LAHHON ceccuu;

[aTa 1 BpeMs Havarna ceccuu;

CCbIfIKa Ha Nepexof K noApobHol MHgopMaumm o ceccum B pasgene UcTtopus 3BOHKOB;

CCbIJIKA Ha CTPaHULy CBsI3aHHOW KoHdbepeHun. OHa BypeT OTCyTCTBOBATb A1 3aBEPLUMBLUMXCS ObICTPbIX
KOHepeHLMii, 3anycKkaemblx "Ha f1eTy" B KITMEHTCKUX NPUTOXeHUAX TPYKoH.

13.2.3. HacTpoiiku npunoxXxeHus

Ha CTpaHuMue Co3naHnAa N peoakKTnpoBaHUA y‘-léTHOVI 3anMncn1 MOXXHO 3a4aTb cneunanbHble MapaMeTpbl, KOTOpPbIe
6y,EI,YT AKTNBNPOBATbCA B KJIMEHTCKOM NPUNOXEHNN NPN aBTOPU3aUMN OAaHHbBIM NOJIb30BaTeEM. OHn
onpenendarT orpaHn4YeHMa BXxooduwero n ncxopduiero 6MTpeVITa N HaxoOodaTCa B 6noke HaCTpOﬁKM npunnoXxeHus.
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Ecnv Takne napaMeTpbl He yKasaHbl, TO A1 MOSb30BaTeNs MPUMEHSIOTCS aHaIOrMYHble HAaCTPOMKYW ero rpymnn
(ecnv oHW 3agaHbl). [Mpy HaNUYKMK OrpaHUYEHUI B HECKOMbKIMX €ro rpynnax 6yayT npuMeHeHbl 6onee cTporne

(MeHbLUMe) 3HaueHus. HacTpoiku rpynnbl oTobparkatoTcs (4519 03HaKoMIIeHMs, 6e3 BO3MOXXHOCTH M3MEHeH )
PSOOM C MONSIMU A1 BBOLA HAaCTPOEK Mosib3oBaTenNs.

HacTpoiku npunoxeHus onsa nosb3oBaTesns UMeT NPUOPUTET Nepes HaCTPOMKAMK AN1S Fpynnbl: eC/iv
Bbl MOCTaBMTE OFPaHUYEHNE 015 MONb30BATENS HUXKE, YeM BblIv ANs Fpynmbl, TO MPUMEHSATLCS ByayT
NoJsib30BaTesIbCKNE OrpaHMNYEeHNS.

r HacTpoHKH NpHIOHEeHHd

TpYNNoBLIE HACTPOMKK ANA NONL30BATENA ChOPMWPOBaHLI M3 rPYNN: MeHemweps!, PyKoBoaMTEM

HacTpoiku
TpYNMkl

OrpaHHYeHWE WWDHHL EXOORLEND
P P i 2048 1024
kaHana (kowT/c)
OrpEHWUEHWE WWDWER MCKOAALLErD
kaHana (kowt/c)

MonezoBarents

Monb30oBaTeslb MOXKET CAMOCTOSTENIBHO MOMEHATHL HACTPONKYM BUTPeTa B CBOEM KIIMEHTCKOM
npunoxeHun. Ho HacTpoWvkn cepBepa 6yoyT MMeTb HAaUBbLICLLWIA MPUOPUTET.

13.2.4. AppecHas KHura rnosib3oBaTens

BHVI3y CTPaHMUbl HaXO0ONUTCA afpeCHada KHUIra NoNnb3oBaTenda M KHOMKW Onga eé penakTnpoBaHn4. AﬂpeCHaﬂ KHUTa
BKJ/lOYaeT B cebd Bcex ﬂOﬂb3OBaTEHEI>’I, cofeprxKamxca B KHUrax rpynn, KOTopbiM NpUHagneXxxXmT nojib3oBaTesib.

B cnuncok MoxkHO f06aBUTb MHAMBUAYANbHbIE 3aMUCKU, KOTOPble ByLyT 0TOBPaXKaTbCA TONBKO Y pefaKTUpyemMoro
nonb3oBaTens. ObpaTnTe BHMMaHWeE, YTO B KaYeCTBE 3aM1cK B aiPeCHY0 KHUMY MOXXHO [06aBUTb He TOJIbKO
nonbsosaTensa TrueConf Server V, Ho nobyto cTpoKy BbizoBa — Hanpumep, ID koHdepeHuun, SIP/H.323-

aboHeHTOB MM RTSP. BrocnencTBum yoanuTb UX Bbl CMOXKETE 3[1eCh YKe C MOMOLLbH KHOMKM 'i' ,acam

noJibsoBaTeslb — B ap.peCHon KHUTe B KITMEHTCKOM NPpUJIo>XKeHn nian aTIn4HOM KabuHeTe.

Ecnu Ha ypoBHe rpyrrbl He 3anpeLLeHo peJaKTUPOBaHMe afpeCHOM KHUMK, TO NOJIb30BaTeslb MOXET
CaMocCTosITeNIbHO [06aBNATb KOHTAKTbl M pacnpenensaTb UX MO rpynmnaM B KIIMEHTCKOM MPUNOXKEHUN.
Takue rpynnbl 0TO6paXkatoTCs TONbKO Y AAHHOMO NOJIb30BaTESA U HE BAUSIIOT Ha CMUCOK FPynn B MaHenm
yrnpaenieHus. Ho nobaBneHHble NONb30BaTENIEM KOHTAKTbl OTOBPaXKatoTCs B aAPeCcHOl KHUre A1 ero
YYETHOW 3anucy B MAHeNN yNpaBieHns 1 afMUHUCTPATOP MOXET PeAaKTMPOBaTb 3TOT CMNCOK.
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:|;, AfpecHaa KHHra
1

([063BUTE NONL30BaTENA:

| Beegure ID nonk208aTENA |

| OTobpaxaemoe MMA |

2
ECHEA KHWTa NoMNs30BaTENA chOpMUDOBaHE WS 0TOODaXaeMBIX KOHTAKTOR ANA rpynn MeHenwens!, PYKoBoOUTENy
3
O\ Mowck |
@lﬂﬂh&ﬂﬂaTﬂﬂb TrueConf ID 3n. nouTa

C -

;. Cepred MeTpoe petrov petrov@mail. company.com

g.- Anuca KpacHoea krasnova krasnova@mail. company.col

Q MaaH MeaHoe ivanov ivanov@mail.company.com .
e SIP TepMuHan #sip:user@some-s... .

1. ViHTepdelic pobaBneHns aboHeHTa B CMUCOK. HauHWTe BBOAWTB JIOTMH UMM OTOBpaXKaeMoe UMs Nnosnb3oBaTens,
M B BbIMafaloLLEM CMUCKe MOSIBATCS BapWaHTbl s 6bicTporo [obaBneHuWs (ecim OH 3aperucTpupoBaH Ha
cepsepe).

2. Cnncok rpynn, KOTOpbIM MPUHAONEXUT NOJb30BaTes/lb M afpeCHble KHUTU KOTOPbIX BKJIHOYEHblI B afpeCcHYto
KHUTYy Nonb3oBaTenia 6€e3 BO3MOXXHOCTU yhaneHuda.

[Mouck nonb3oBaTenen.

Cnvcok oTobpaykaeMbIx B aipeCHO KHUre aboHeHTOB. 10 KMKY Ha NoJsib30BaTess, 3aperMcTpPUPOBaHHOMO Ha
IQHHOM CepBepe, Bbl NepenaéTe B pefaKTUpoBaHue ero npodus.

13.3. Fpynnbli

B paspene Mpynnbl Bbl MOXKeTe cO3[aBaTb, NEPENMEHOBbIBATb, PefaKTUPOBaTb M YOANATb rPynmbl, @ TaKxKe
BKJIIOYATb M MCKJTIOYaTb NMOJIb30BaTeNel U3 UX COCTaBa, COCTABNATb afpeCHY0 KHUTY 1 yKa3blBaTb OTAeNbHble
HaCTPOWKY MPUNOXKEHUS 415 MONb30BaTeNel TON UKW MHOW Fpynmbl.

Pyu4Hoe penakTupoBaHMe cnucka Nosib3oBaTesien U HACTPOeK HeJOCTYMHO B pexxuMe LDAP. Bbl MoxeTe
TONbKO 3arpy3uTb rpynnbl 3 LDAP-kaTanora kak nokasaHo ganee.

HesaBucrMo oT perkrma xpaHeHusa gaHHbIx (Registry nnu LDAP) no yMonyaHuio B CvMcKe NpuCyTCTBYHOT Takue
rpynnbi:

e lMonb3oBatenu 6es rpynnbl — K Hel aBTOMaTU4YeCKM OTHOCATCH nosb3oBaTes v, KOTOpPble ABHO He 6b1nn
,EI,O6aBJ'IeHbI B Kakne-To rpynnbl Nnpun HaCTpOVIKe yHéTHOﬁ 3anncy nnn B 4aHHOM pa3fene KaK NMokKasaHo fganee;

° ¢eﬂepaTMBHble noJsib3oBaTtenn nngd HOﬂbBOBaTeJ’IeVI, KOTOpble COBepLllatoT BbI3OBbl B HamnpaB/eHUN
nonb3oBaTenei n koHdepeHunii Bawero TrueConf Server V 6naropapsa depepauuny;

e locTeBble nonb3oBaTenu, B KOTOPYK TMOMAJAT TOCTM, MOAKIIOYAlOWMECS K BalMM  MNy6AnYHbIM
KOHdbepeHUusM (BebrHapam).

Henbzsa neperMMeHoOBaTb U YOANUTb rpynnbl MO YMONYaHULO.

13.3.1. PepakTupoBaHue rpynn B pexxume Registry

[pynnbl Oomows (7
A
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( 1 Fnucox rpynn
THagsaHue rpynnkl |
o Mpaea nonk3oBaTens
] Haspanue rpynnel a AnpecHas KHWra Mpunoxexne =i’- L4 !_'. g a C;h_l F_. -‘ En ﬁ
IT HacTpouTe 5 HacTpouTe O
O MapkeTuHr Hactponte | Hactpownts | O
Pykosoacieo Hactponts Hactponts O
HOpHCTEI HacTpouTe HacTpouTe O
I MNonk3oeatenn Ges
Hactpoute Hactpoute O
1 TRYNML!
DefepaTMBHbIe
@ Aep HacTpouTs HacTpouTs
nons3osarend
locTeskle
[ HacTpouTs HacTpouTs
nons3osarend

1. YT06bI L062aBUTBL HOBYIO FpyNMy, BBeAMTE €€ HasBaHue 1 HaxxmuTe CospaThb.
2. HaypoBHe rpynmbl Bbl MOXKeTe 3anpeLiaTb/paspeLlaTb TakKMe BO3IMOXHOCTU:

o PepakTvpoBaHVe agpecHOl KHWUMU. BbicTaBMB (NIaXXOK B LAHHOM Mosie, aAMWHUCTPATop paspeluaeT
nosfib30BaTeNIAM TPyMMbl M3MEHATb OTObpakaeMble MMeHa Y4YacTHUKOB, YOANATb/HNo6aBnsATb HOBbIX
abOHEHTOB M OCYLLECTBNATH Ntobble Apyrue N3MeHeHUsa B COBCTBEHHOM agpecHon KHure. Ecnn dpraxkok He
YCTaQHOBJIEH, MOMb30BaTeNIM U3 3TOM TPynmnbl He CMOTyT BHOCUTb BbllLeNnepeynciieHHble M3MeHeHus. Bce
M3MEHEHUs B TaKOM CJly4ae BHOCATCA aAMUHUCTPAaTOPOM B MaHes yrpaBfieHUss U pacnpoCTPaHAOTCS Ha BCe
aZlpecHble KHUMM Mosb30BaTesiel U3 3ToN rpynnbi.

o BbinonHeHue BbI30BOB TOUKa-TO4KA. [1py 3TOM Nosib30BaTENN CMOIYT OTBEYATb Ha BXOASLLME BbI3OBbI.
o Co3paHue rpynnoBbiX KOHEPEHLMIA.

o [lokas paboyero cTona uan oTAeNbHbIX OKOH MPUITOXEHN.

o [NpepnocTaBrieHVe BOSMOXXHOCTM YNpPaBfsTb CBOVM paboyrM CTONOM.

o [Nokas npeseHTauuii.

o [MNepepaya alinos B YaTax Jl06Oro TMNa: KaK JIMYHbIX TaK U FPymnmnoBbIX.

o CkauyvBaHue aiinos B YaTax. Ecnn Takoro npaBa HeT, TO NoJfib30BaTe b BMECTO aitfia U BOSMOXXHOCTU ero
CKayaTb YBUAUT B YaTe coobLieHne 06 OTCyTCTBMM AAaHHON BO3MOXKHOCTMU.

o 3anucb KOHdbEepeHLMn B KITMEHTCKOM MpUNOXeHUN. He BAMSET Ha BO3MOXXHOCTb aKTMBALMW 3anucu npwu
CO30aHNM KOHEPEHLMM B NIAHUPOBLUMKE NPUOXKEHUS U B IMHHOM KabuHeTe.

o [lonHoMouus onepaTopa. [JaHHOoe NpaBo NO3BOMSET YeHaM rpynmbl ObiTb BEAYLLMMU 1 MONYYUTb [OCTYM K
MHCTPYMEHTY PacLUMPEHHOro yrpaBieHus KoHdepeHuneln B J0O6OM MeponpusTuM, K KOTOPOMY OHW
NpUCcoeanHSTCS.

DTN HAaCTPOWKM NO3BONISOT Pa3rpaHUYNTL MpPaBa PasIMYHbIX MOJIb30BaTESeN cepBepa.

3. lMepexop K pefakTUPOBAHMIO HA3BaHWs U COCTaBa rPynmbl.

4. HacTpolika anpecHOM KHUI B YNeHOB rpynmbl.

5. Mepexop K HacTpolike orpaHNYeHii MPOMYCKHOM CNOCOBHOCTM KaHanoB ANs y4aCTHUKOB rpymnbl.

6. YT06bl yBanuTb oaHY UM HECKOJIbKO MPYMM, OTMETbTE UX (hJIaXKKaMu U HaxxMuTe Y AanuTb BbibpaHHbIe.
AKKayHTbI UX Y4aCTHUKOB MpU 3TOM He YAANSTCS C cepBepa.
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13.3.2. PepakTupoBaHue rpynn B pexxkume LDAP

Mpu NepekloYeHNN pexkMa XpaHeHns JaHHbIX o nonb3oBaTenax TrueConf Server V B pexxum LDAP cnmcok
nonb3oBaTesiei 1 rpynn umnopTupyetca us LDAP-kaTanora (Hanpumep, Active Directory). ObpaTuTe BHMMaHue,
4YTO HeobXxoAUMble FPYMMbl AOJKHbI MPUCYTCTBOBATb B YKa3aHHOM OObeKTe KaTanora Asi noncka nofibsoBaTenem.
Hanpumep, ecnu npu HacTpoike LDAP Bbl ykazanu B nosne pynna cTpoky
cn=UsersGroup,ou=People,dc=example,dc=com TO Ha cTopoHe LDAP 06bekT UsersGroup HOJKeH

cofepyaTb TpebyeMble rpynnbl yHETHbBIX 3anuce.

B aToM cnyyae cospaHme rpynn nonb3oBaTenel 1 HanomHeHne X y4ETHbIMUW 3aMMCIMU HE[OCTYMHO B MaHenn
ynpaeneHus TrueConf Server V, Ho Bbl MOXkeTe fo6aBuTb nx u3 LDAP. [inqa aToro:

1. B naHenu ynpasneHus cepsepom nepengute B pasgen MonbsosBatenu >pynnbl.
2. Ha>kmnte U3MeHUTb Hag CUCKOM rpynn.

3. B OTKpbIBLUEMCSA OKHe BBeOuTe 4aCTb Ha3BaHWA rpynnbl, KOTOPYKO Bbl XOTUTE JJ,O6aBVITb, N HaXXMUTE KHOMKY
NMOUNCKa

4. B cnvcke oTUIbTPOBAHHBIX FPYMM HAXMUTE <= PSLOM C TeMU, KOTOpble TpebyeTcs A,06aBUTb B CMMCOK.

5. HakmuTe CoxpaHuUTb 419 NPUMEHEHUSI U3MEHEHUN.

CraTyc cepeepa: paboTtaer, 3apervcrpupoBan

{P}ﬁ} TrueConf server.company.comivcs

T1onb30BaTENH - -
YyeTHble 3anicn

pynnbl
Tpynnbl (ffnucux rpynn rpynnoi LDAP
CEEAOHAM

| | t-
LDAP / Active Directory m FEEEE TR ‘ —

I'pynnosble KoHdepeHUmuH afifeHsl rpynnei: 3 rpynnel gna gobasnenuna: 1
KondepeHunm 4+ great-company 3 great-company-it HO...
LLIEB0Hs! 0 HasBaHue rpynnel

great-company-leaders

Domows ()

TpaHcnsauMn
API great-company-sales

OAuth2 great-company-eaders 5
OTHETHI

JKypHan cobbrhit

great-company-sales 0

VicTopus 3B0HKOB Monb3osateny 6e3 rpynnel
CooblueHna yaTa
VI3MEHEHMA HACTpoeK
3anucu KoHbepeHLmMiA
MoaKmoYeHHUs e
Daiinosoe XpaHUNMLLe I CoxpaHnte l
3anuck
PacluMpeHna

+  TrueConf Server v4.7.3.10157 . @ 2010-2021 TrueConf. Bes npasa saluensl.

Ons rpynn, uMnopTupoBaHHbix 13 LDAP, Tak e Kak 1 B pexxnMe Registry BoCTynHbl HAaCTpoOKK rnpas
nosnb3oBaTesieli N afpecHOM KHUMU.

13.3.3. Kak paboTatoT orpaHu4eHus npaB

Ecnv nonb3oBaTesib COCTOUT B HECKOJIbKMX MPyMMax, TO pa3peLuatoLine HaCTPOMKN CUITbHee 3anpeLLatoLLyX.
Hanpumep, akkayHT coctouT B rpynnax IT n DevOps. Ecnu Ha yposHe rpynnbl IT y Hero ecTb npaBo Ha Nokas
npe3eHTaLui, TO OH CMOXXET 3TO AeNaTb HE3aBUCMMO OT HAaCTPONKM 3TON BO3MOXHOCTU Ans rpynnbl DevOps.

[ns nonb3oBaTesiei, KOTOpble 3BOHAT aboHeHTaM Baluero sk3emnnspa TrueConf Server V no depepauun, cnmcok
BO3MOXXHOCTel hopMUpyeTCs U3 NpaBs, KOTOPble HACTPOEHbI Ha Ballel cTopoHe (N rpynnol PepepaTusHble
nonb30BaTesNIn) U Ha CTOPOHE X CepBepa BUAEOCBA3W. HanprMep, eciv Bbl OTKTHOYUMIIN BO3MOXXHOCTb Nepefayn
aiinos ona benepaTBHbIX MONb30BaTesel, TO OHW He CMOMYT OTMNPABASATb UX MPU y4acTUX B BalLeit
KOHbepeHL MK, laXke eCiv 3TO NPaBO aKTUBMPOBAHO A5 HUX Ha ux TrueConf Server V. AHanornyHo
ceflepaTUBHbIN NOMNb30BaTESIb HE CMOXKeT OTNPaBUTb (aiisl, eC/iv Bbl y €651 3TO paspeLUnsiv HO Takoro npasa HeT
LNsi ero rpynmnbl Ha CTOPOHE ero cepBepa BULE0CBSA3N.

13.3.4. PegakTpoBaHMe Ha3BaHUS U COCTaBa rpynnbl

Mo KINWNKY Ha Ha3BaHWe rpynnbl N3 CNNCKa OTKPOEeTCd CTpaHuua YueTHble 3anucu nonb3oBaTenein. Ha Hell Bbl
MOXKeTe nepenMeHOoBaThb rpynny N oTpefaKTnpoBaTb CNNCOK eé Y4aCTHUKOB C NMOMOLLIbIO COOTBETCTBYHOLLNX
KHOMOK:
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Y4yeTHble 3anicu Oomows (7)

o . r
[oGaBUTL NonkL3o0BaTena

Q Mownck

MonszoBarens TrueConf ID 3. nouta

. Anekcei KnuHy klintz klintz{@ company.com i
‘ AHapeil Kosanee kovalev kovalevi@company.com i
ﬂ BukTOpUA NINcTeEBA listeva listeva@company.com i
. BuktopuAa Cokonoea sokolova sokolova@company.com i

YT06bl LOMOSHUTL CINCOK, HAXKMUTE Ha KHOMKY [l06aBUTb Nosib3oBaTens. B oTKpbIBLLUEMCS OKHEe BblbepuTe
nosib3oBaTesiei, KOTOPbIX XOTUTe f06aBUTb B BbIbpaHHYto rpynny. [ocne Toro, Kak Bce nonb3oBaTenun byoyT
BbI6paHbl, HAXXMUTe COXpaHUTb:

Q Mouck

L} E’
@l scmko@video.company.com

Anna benosa

@ belova@video.company.com
AHHa CenoBa

@ sedova@video.company.com

é WBaH MBaHoB

&P ivanov@video.company.com

'Em MBaH KameHKoB

1 kamenkov@video.company.com

CoXpaHUTb OTMeHa

[ns nsmeHeHuns HasBaHmsa rpynnbl HXXMKTe MNMepenmeHoBaTb. B OTKpbIBLLEMCS OKHE BBEAMTE HOBOE Ha3BaHMe U1
Ha)xMuTe CoxpaHuTb (M1 OTMeHa, ec/iv XOTUTe 3aKPbITb OKHO 6e3 COXpaHeHUs U3MeHeHWIA):

Bonpoc X

[pynna:

[Mpoaaxm

CoxpaHnTb OTMmeHa
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Takoke Mbl MOXeTe HaXKaTb KHOMKY B L7151 SKCMopTa CNMCKa NoJib3oBaTeneli KOHKpeTHo rpynnbl B CSV-daiin

L5 nocnepytoLlero nMnopTa B agpecHyto kHury TrueConf Group.

13.3.5. HacTpoiika agpecHol KHUrY ANns nonb3oBaTenei rpynnbl

B cTonbue AapecHas KHUra Ka)know rpynnbl eCTb ccbifika HacTpouTb. 1o KKy Ha Heé oTKpoeTCs MeHto
pefaKTVPOBaHNS afPECHON KHWUMK, 0bLLeN ANd BCeX Nnonb3oBaTeniei AaHHOW rpynnbl. YHACTHUKM MOFYT TakKe
L,06aBNSATb HOBble KOHTAKTbI B afpPECHYI0 KHUMY CaMOCTOSITENTbHO, HO TOJIbKO €CJTN B HACTPOLKax NpaBs BbICTaBIEH
¢naxok PegakTupoBaHne afpecHoi KHUMN.

Bbl MoykeTe 062aBUTb B aApeCcHYI0 KHUMY FPynMbl (TO eCTb B afApeCcHYo KHUMY KaXKAoro 13 eé y4acTHMKOB) cpasy
BCEX Mosib30BaTesiel, MpuHagnexalnx apyroi rpynne. Oas aToro ciy>kuT pasgen OnpepgenunTe, Kakue
nosnb3oBaTenu 6yayT oTo6paXkaTbCsl B afpecHO KHMUIre y4acTHUKOB rpynnbl. O6paTuTe BHUMaHUe, 4To
aBTOMaTMyecKoe fobaBrieHVe Nnosib3oBaTenel B afpeCcHyo KHUTY 1 fobaBrieHne BPYUYHYO MPUMEHSOTCS
HEe3aBMCMMO [pyr OT Apyra.

AnpecHan khaura gna "IT" oMol (3)
OnpenenuTe, KakKe Nonb3osatenk OyayT oToDpaXaTheA B aAPeCcHOR KHHME YYacTHMHOB MpYynnb
O Bce nons308aTeny

® Ipynnil nonszosatenai
IT v

O HukTo

r AApPEeCHas KHWra rpynnbi
No62eMTs NONL0E3TENA:
|E'_- -: :[ n -:: E-'_:-= |
O\. Mowck

MNonwzoeatent TrueConf ID 3n. nouta

: Cepref MeTpoR petrov petrov@mail.company. com .

n. KapuHa Mpaboea grabova grabova@server.company.com

3 Erop Benvy belich belich@server. company.com

Tak)Ke [OCTYMHO py4YHoe fobaBneHre abOHEHTOB Pa3fIMYHOMO TUMa aHANIOMMYHO UX [06aBMIEHUIO B alpeCcHYHo
KHUMY B Npodune nofb3osaTess. Ho yaanuTe X CaMOCTOATESIbHO YHaCTHUK IPynmbl HE CMOXKET, T.K. 3TU
KOHTaKTbl LObaBneHbl A9 BCE FpyMMbl, @ He B €ro JINYHYIO afpPeCcHYo KHUTY.

MpY 5TOM Y4aCTHUKM FPynMbl MOTYT UCKaTb Yepes MOWCK OCTallbHbIX NOJib30BaTeNel cepBepa M CaMoCTOATENIbHO
L06aBNATb UX B CBOW CNMCOK abOHEHTOB (€CNN paspeLleHo pefaKkTMPOBaHVe aipecHO KHUTK).

13.3.6. YcTaHOBKa HaCTPOEK NpUIOXKeH s ANis nonb3oBaTene rpynnbl

Mo kAMKy Ha ccblky HacTpouTb cTonbua Mpuno)keHune B cTpoKe rpynmbl B OCHOBHOW Tabnnue nepef Bamu
OTKPOETCS MEHIO, B KOTOPOM MOXXHO YKa3aTb OrpaHNYEeHNs Ha NMPOMYCKHYIO CMOCOBHOCTb KaHaa nosb3oBaTenein,
NPUHAANIEeXaLUMX [aHHONW rpynmne.
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PykoBoACTBO afMUHKUCTpaTopa

HacTpoitkin npunoxenuna gna "IT"

Fpynna;  |IT

Nomous ()

r HacTpoHKH NPHAOHEHNS

OrpaHHYSHKE WHPKHE! BXOARWErD KaHana (KowT/c) (]

OrpaHHYSHKE WHPKHE MCKOAALLErD KaHana (kbur/c)

13.4. NceBAoOHUM

13.4.1. OnucaHue paboTbi

MNceBOOHWMbI MO3BONIAOT Bbi3biBaTb Nosib3oBaTens TrueConf Server V unu nio6oro aboHeHTa, K KOTOPOMY MOXXHO
LO3BOHUTbCA Yepes cepiep (SIP, H.323, RTSP nnu nonb3oBaTens Apyroro cepsepa), BBOAS He NMOJIHYO CTPOKY
LIS ero BbI30Ba, @ KOPOTKUI NceBaoHUM. [lobaBneHve NceBAOHMMA KaK bbl CO34aET HOBOMO MOJIb30BaTENs C
HOBbIM MUMEHEM, Ha MeCTe KOTOPOro aKTUYeCKMN BbICTYNaeT OfMH M3 CYLLLEeCTBYIOLLMX Nofib3oBaTenei (B ToM
CMbICSIe, YTO BCE BbI30BbI HA HOBOE MM$ NMepeHanpasifioTCs K CyLLEeCTBYOLWEMY MoJb30BaTeSHo).

[aHHasa dyHKLMS 0cObeHHO noJiesHa Npu opraHusaumm 3soHkoB Ha TrueConf Server V ¢ MOBUIIBHBIX YCTPOUCTB €
LM poBOI KNaBMaTypoii. Bel MoykeTe co3paTh ANs Nofb3oBaTesNeli cepeepa LM pPOBbIe NCeBAOHUMbI, YTOBbI 1X

MOXHO 6bIJ10 BbI3BaTb C 3TUX YCTPOMNCTB.

[ceenoHUM

Nomowk (7)

r MceegoHnM

O  MceeaoHum

0 123

124

®

Monsz0BaTens

petrov@senver.company.com

COZ0aTh NCREA0HKM:

McesaoHMM |

belova@sewer.company.com@' "

Monezogarens |

G)-

1. lMNMceBooHUM MoOXKeT Co4epP>XaTb KakK Ll,l/ldebI, TaK " 6YKBbI. MakcrmanbHo pgonycrnMmoe Kkonm4yectBo CMMBOJ10B —
32. O6bHoBREHNE nceBOOHMMOB Ha cepBepe OCyLeCcTBNIdeTCA TOJIbKO Nocsie nepe3arpy3sku.

2. CTpoka Bbi30Ba (B TOM 4umcie IOTUH Nofib30BaTeNs cepBepa). 3BOHKM Ha NCeBAOHWM ByayT nepeHanpaBfieHbl

3TOMY abOHEHTY.

3. ﬂ,O6aBJ'IEHMG HOBOIo ncesgoHnMMa B CMUCOK.

YTobbI yoannTtb OOWH WJIN HECKOJIbKO MNCeBAOHMMOB, OTMETbTE WX CbJ'Ia)'KKaMVI M HaxkmuTe YganuTb

Bbl6paHHble.

YT06bI CNNCOK 06HOBMICA Nocne ,D,OGaBJ'IEHVIFl nnnynaneHna nceBooHMMOB, obd3aTenbHo

nepesanycTute cepep.
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13.4.2. Ucnonb3oBaHue B hegepaumnm

Mpw ncnonbsoBaHun pegepal v No NCeBLOHMMAM MOXXHO 3BOHUTb Tak e, kak n no TrueConf ID, npu aToMm
paspelueHne anmaca byneT NpoUCXoaMTb Ha TOM CepBepe, YTO YKasaH nocie @ B MOJIHOM NCEBOOHMME BULA
alias@server ,HanpuMep, 122@video.server.name .

Huyke paccMoTpuM 2 cnocoba ncnofib3oBaHmsa NceBAOHNMMOB Ha ak3emnnapax TrueConf ServerV one.name 1
two.name , KOTOpble 06befVHeHbI B hefepauntio.

Mpumep 1

Ha kaxgom n3 TrueConf Server V HacTpoeHbl CBOW NCEBLOHUMbI. TO eCTb Ha cepBepe  one.name Mbl yKa3anu
ncesgoHMM 111 pgng nosib3oBaTens userA .

[ns Toro, 4yTobbl [O3BOHUTLCA NMOJSIb30OBaTENO UserA ccepBepa two.name , HEOOGXOAMMO yKasaTb B aApecHol
CTpOKe:

111@server ,rge server — DNS-umaunuIP-agpec one.name .
Mpumep 2

Ha cepBepe two.name co3paTbnceBAoHMM 111 [Ofs NONnb30BaTeNs userA cepBepa one.name , KOTOPbIA
6yLeT y>Ke yKasblBaTb Ha COOTBETCTBYOLLMI pOpMaT Bbi30OBa:

userA@server ,rge server — DNS-umaunuIP-agpec one.name .

Torpa nonb3oBaTenn cepBepa two.name CMOryT 3BOHUTb MOJIb30OBaTENIM CEPBEPA One.name He NoACTaBNAs
ero IP nnn DNS-umMs, a npocTo yKasbiBas NCeBAOHVMbI B apECHON CTPOKE B KIIMEHTCKOM MPUITOXEHUMN.
Hanpumep, 111 u3 Hawero npumepa.

BTopoi BapmaHT 6osiee npo3payeH ans nonb3oBaTesiell, HO CI0XKHee B HAaCTPOMKe YLO06HON CUCTeMbI
NceBOOHNMOB.

13.5. AyteHTudunkauus
B naHHOM pasgfene Bbl MOXXeTe HAaCTPOUTb CNocobbl ayTeHTUMKaumm nonb3osaTtenen Bawero TrueConf Server V.

CyuiecTByeT fiBe pa3Hble 30Hbl 6€30MacHOCTU AJIF MPOXOXKAEHWS ayTeHTUdUKALMM: AOoBEpPeHHas (Mo-yMOMYaHnio
Ha3biBaeTca Trusted network) 1 BHelwHsia (He poBepeHHas) (No-yMonyaHuio HasbiBaeTcs Internet). OHu
MPUCYTCTBYIOT U3HAYASNbHO, VX HEMb39 YAANWUTb, HO MOXHO NMPOM3BECTU UX HACTPOIKM KaK MoKasaHo fasee.

K BHelLHel 30He aBTOMaTUYeCKN OTHOCSTCS BCe, KTO He rnonaJfi B goBepeHHyto. [pun 3Tom no [P nonb3osaTtens
6yneT onpenenaTbCs, B KaKyto 30HY OH MONagéT.
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AyTeHTuduKauus Nomouk (7)

r 30HbI

HazeaHwe Cnocobbl ayTeHTRMKauMKn CocToAHWe

Trusted Network MNorvH » napons

Internet INorvH v napone

r CnocoBbl ayTeHTHhUKaALMK
HazgaHue Craryc CocToAHue f
TNorvH ¥ napone :: O - u

AKTMBWMPOBAHO
NTLM 5SSO AKTMBMpPOBaHO -
Kerberos SSO OTKnoueHo, He HacTpoeHo »
ADFS He HacTpoeHo -

1. 30Hbl 6e30nacHOCTU. 10 KIIMKY Ha KaXKAyto U3 HUX OTKPbIBAOTCS €€ HaCTPOMKM.
2. Cnocobbl ayTeHTUMKaALNK, YKa3aHHble 015 KaXKO0M 30Hbl.

3. AKTMBaALMS UM OTKJIlOUYEeHUe 30Hbl. [ocsie OTKOYEHMS 30HbI MOMb30BATENN, KOTOPble K Hell OTHOCATCS, Npu
nonbiTKe nopk/toveHua K Bawemy TrueConf Server V nonyvaT cooTBeTCTBylollee yBeLOMJIEHUE O
HEeBO3MOXXHOCTU MOAKIOYeHNUs. PaHee MOAK/OYEHHbIe MOJib30BaTeNn NPofosKaT paboTaTbh C CMCTEMOW [0
MCTeveHus CpoKa AeNCTBUSA TOKeHa aBTopM3aLIMN.

4. HocTynHble gnsa HacTpoliku cnocobbl Bepudumkaumu. Mpu knuke Ha Kerberos SSO u AD FS oTkpoetcs
COOTBETCTBYIOLLEE BCMJIbIBatloLLee OKHO HacTpoek. Onsa meTonos JlormH u naponb 1 NTLM (Single Sign-On)
HaCTpOeK HeT, OHM NMPOCTO aKTUBUPYIOTCS NepeKtoYaTensaMm crpasa.

5. CraTyc HacTpoWKM 1 paboTbl KAXKAOro MeTofa.

6. AKTMBaLMs cNocoboB ayTeHTUdMKaLMN.

YT06bl 66111 focTynHbl cnocobbl Kerberos SSO, NTLM SSO v AD FS, nonyeH 6biTb BbibpaH 1 HacTpoeH
PEXXNM XpaHeHNs y4ETHbIX 3anucen LDAP.

13.5.1. HacTpoiku 30H gocTtyna

Mpw KNMKe Ha Ha3BaHVe [OBEPEHHOM 30Hbl OTKPOETCH CTPaHMLa eé HacTpoek:
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PeﬂaKTMpOBaHMe 30HBI Domole (2)
HazsaHue o

MACKHW NOACET

10.0.0.0/8

192 168.0.016

172.16.0.0M12

169.254.0.0/16

OOBABWTb
CNOCOBbl AYTEHTU®WKALIWA 4
\

TloruH W napons

[ NTLmsso
JT1oT cnocob ayTeHTMq.}MKEILLMM KMAEHTCKWE NPHUNOXEHNA NCNONL3IYHT Mo YMONYaHWo

Kerberos SS0O
He HacTpoeHo. [eperTi B HaCTROMKA

ADFS
He HacTpoeHo. [epefTi B HACTROAKA

OTMEHA | COXPAHUTB I

1. VI3MeHeHne Ha3BaHWs 30Hbl, HanpuMmep, Ha "KopnopaTuBHas ceTb".

2. MopceTn, KoTopble OTHOCATCA K [JaHHOW 30He. o HaxaTuio Ha Jobylo 3anucb OTKPOETCS OKHO
pefaKTUpOBaHWUA agpeca 1 MacKu NofAceTu. TaM e Bbl MOXKeTe yAanuTb NoAceTb.

3. [obaBneHne HoBOW NoaceTU.
4. Bbibop cnocoboB ayTeHTUDUKALMN.
5. He 3abynbTe coxpaHWTb U3MeHeHMs.

,D,J'IFI BHeLLHel 30Hbl MOXHO HACTPOWUTb TOJIbKO Ha3BaHMe 1 Cnocobbl EYTeHTVIdDI/IKaLI,VIVI.

13.5.2. HacTpoiiku SSO n AD FS

TexHonorus eanHoro sxopa (Single sign-on, SSO) npu nHTerpaunu c LDAP-cepBepom nossonseT
noJibsoBaTensM Bawero TrueConf Server V aBToMaTu4ecKn aBTOPM30BbIBaTHCA Ha HEM noce Bxoga B OC Ha
cBoux MK 1 3anycka KIMEHTCKOro npunoxeHus TpykoHd. [11g 3Toro MoXHo UCnosib30BaTh O4MH U3 ABYX
npoTtokonos: Kerberos nnu NTLM .

[ns paboTbl SSO-ayTeHTUdMKaLuumM ¢ ncnonbsoBaHeMm NTLM HeobxoamMo, YTObbI cepBep, Ha KOTOPOM
yctaHossieHo MO TrueConf Server V, u MK nonb3oBaTeneii 6biv 3aBegeHbl B goMeH. Ona Kerberos
Heobxoanmo, 4Tobbl MK nonb3osaTenel 6biM 3aBefeHbl B fOMEH, HO Ans MaluHbl ¢ TrueConf Server V
3TO He 0bd3aTenbHo.

Ona aktnBaumm NTLM TpebyeTca Tonbko BKOUNTL ero B 6rioke CocTosiHMe, LOMOSTHUTENIbHbIX HACTPOEK AJis
Hero HeT.

Lnsa HacTpolku nogkntoveHns no npotokony Kerberos HaxxmuTe Ha ccbiiky Kerberos SSO B 6110ke Cnoco6bi
ayTeHTUdUKaLUK (Ha cTpaHuLe AyTeHTUdUKALMSA CO CMMCKOM 30H 6€30MacHOCTH):
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Kerberos S50 b4

Keytab-thann: He 3arpyxeH
3arpy3uTh chann

|:| He ucnonsaoeate SPN w3 keytab-caina

SPN

COoXpaHuTb OTtmeHa

B nosiBuBLUIEMCS OKHe BbibepuTe:
o keytab-daiin, koTopbili 6yneT Ccnonb30BaThCs ANS ayTeHTUDUKALMY;

e Mpu HeobXoOAMMOCTU HaxMuUTe [OMONMIHUTENbHO U YyKaXXUTe CBOE 3HayeHue ServicePrincipalName (SPN)
BMECTO COXPaHEHHOro B dalisie.

Cny»x6bl pepepaumm Active Directory (Active Directory Federation Services, AD FS) — nporpaMMHblii KOMMOHEHT
Windows Server, obecrneuvBatoLmnii hyHKLMOHaN NpoBaligepa ayTeHTUUKALMK LS AOCTYMNA K pecypcaM 3a
npeaenamun KopropaTueHol cuctembl Active Directory, Hanpumep, K Be6-NpunoXKeHnsM.

Momumo AD FS MoryT ncnosib30BaTbCs Apyrue peLueHns ons peannsaumm AByxpaKkTopHoM
ayTeHTUdMKaunn, Hanpumep, Keycloak nnun Indeed Access Manager.

Lns HacTpOWMKKM MHTerpaumm co cnyxxbamu defepaunm HaxxMmTe Ha ccbinky AD FS B 6noke Cnocobbl
ayTeHTUDUKALUM U YKKUTE 0693aTeNIbHble MapaMeTpbl:

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 102


https://learn.microsoft.com/ru-ru/windows-server/identity/ad-fs/ad-fs-overview
https://trueconf.ru/blog/baza-znaniy/integracziya-trueconf-server-s-platformoj-bezopasnosti-indeed-access-manager.html

TrueConf Server V

PykoBoACTBO afMUHKUCTpaTopa

Client ID

¥rawute D, npegocTaeneHHein AD FS gnA BawWwero npunoxeH s

Redirect URI
https://10.110.2.242/api/v4/oauth2/v2/callback

¥KawuTe 3TOT afipec B COOTBETCTBYOWEM none AD FS

URL (popmMbl aBTOpM3aLIMK
https:/fadfs.trust1.loc/adfs/oauth2/authorize

Hanpumep: hitps:/fadfs.domain.com/adfs/oauth2/authorize

Scope
openid

Scope AoMKeH BO3Bpawats 0Auth2 claim "UPN®

WA
ADFS

MposepaTte SSL-ceptudmkar

3Ta OnuUUA NOIBONAET OTKNIOYUTE NPOESPKY cepTUdMKaTa AD FS

CoxpaHuTe

ADFS X

D

OTmeHa

1. Npentudukatop (Client ID) OAuth-npunoskeHuns, koTopoe co3gaHo Ha ctopoHe AD FS ana nonydeHuns TokeHa

nocryna.

2. URlI Ha cTopoHe gns nonydveHus oTtseTa oT AD FS, KOTOpbIi HAaLo yKasaTb TaKXKe Ha CTOPOHE CJy»Kbbl

denepaumm.

3. lNo HaxkaTuto ﬂOI’IOHHMTeanO Mbl MOXXeTe N3MEHUTb (I'Ipl/l HEO6XOJJ,VIMOCTVI)I

o URL dopmbl aBTOpUsaumm Ha ctopoHe AD FS, KoTopbili MCMonb3yeTcs s NosydYeHnss TOKeHa focTyna ons
nonb3osaTtens TrueConf Server V npu nogkntoyeHnu;

o obnacTb gericteus (Scope);

© Ha3BaHMe MOCTaBLLMKA aBTOPM3aLIMM, KOTOPOE OTObpaXKaeTcs B CMMCKe CNOCObOB Ha CTpaHuLLe HaCTPOMKM
30H [0CTYMNa U B KIIMEHTCKUX MPUMNOXKEHUAX TPYKOHD Npu NpoxoxaeHnn AByxXchaKTOpHON aBTopmnsaumy;

o aTaKXXe OTKJIIOYUTb NpoBepKy Ha ctopoHe TrueConf Server V SSL-cepTudukata, nonyyaemoro ot AD FS.

13.6. LDAP [ Active Directory

MonofoepyKMBaeTca 4Ba peXx1uMa XxpaHeHus faHHbIX o nosb3osaTenax TrueConf Server V: Registry u LDAP[ .
MNepekntoyeHne Mexay HUMU BO3MOXKHO B S1I060M MOMEHT MyTéM HaxxaTus KHonku MepekntounTb:
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Pexum xpaHeHus Moo (7)

TekywWw Wi craTtyc: Cepeep HaxoOWTCA B pexyme Registry.

r Registry
'®) BrAOUMTE
OnucaHue: B KauecCTBe MCTOUHMKA YUETHLX 2arvcei NoNL20EaTeNel NCNONL2YETCA NOKANEHOS XPaHNIMLLE.
B 3TOM pextiMMe 3AMWHWCTPATopy CepEepa A0CTYNHA BOSMOKHOCTEL CO34aHMA YYeTHEIX 3aMuced Nonb3ceaTensai.
B omyuae nepexoca TrueConf Server Ha Opyroi KOMNBOTEP NMepPeHoC CNIMCKa NONMb30BaTeNeil BoSMOKeH Yepes daiin
3KCMOPTA HACTPOSK.
r LDAP
= BHMIOUYMTE
OnKcaHue: B KauecTBe WCTOUHMKAE YUETHEIX JaHHLN NONLI0BATENER MCMONEEYETCA CTOPOHHAA cmyxba, peanuzyrowan npoTtokon LDAP,
Hanpumep Microsoft® Active Directory unm 389 Directory.
YNpaBneHue YUETHLIMW 3aNMCAMI NONL30BATENSA NPOUCX0AMT NOCPEACTEOM MHCTPyMeHToE LDAP. TrueConf Server
BTOMATUYECKM CUHXPOHU3MPYET BCE U3MEHEHWA, BHOCUMLIZ B KaTanor LDAP.
Mpu NepeknYeHUl Ha pexim “"Registry” Bel MOMETE MMMNOPTUPOEATE NoNL20EaTeNel uz LDAP B NoKansHoe XpaHunue
(oBpaTuTe BHMMaHWE, YTO MNAPOM HE UMMOPTUPYIOTCA ).

13.7. PexxuM Registry

PexxuM Registry ncnonbsyeTcs no ymonyaHuio. B 3Tom pexkume cepep XpaHUT MHMOPMaLIMIO O NONb30BaTeNsax
Ha noKasibHOM KoMrbtoTepe. [lobaBneHve 1 yaaneHne HOBbIX NMoJib30BaTesnell BOSMOXHO U3 MaHen yrpasieHus.
Ecnu cepBep 13 pexkrma xpaHeHus Registry 6bin nepekntoyéH B LDAP pexkM xpaHeHUst BaHHbIX, TO
CyLLleCTBYIOLLME 3aM1CK O NMOJIb30BaTeNsIX borblue He byAyT NCMOMb30BaTbLCS.

Mpu nepektoveHUN € 3TOro pexknmMa Ha pexkum LDAP xpaHuMble Ha TOKaIbHOM KOMMblOTepe JaHHble
noJib3oBaTenel He yAansatoTCs, TaK YTO NepeKsIoYeHne Ha APYrov peXXnM 1 obpaTHO He MOBPEAUT COXPAaHEHHYO
MHbopMaLmio.

13.8. Pe>kxum LDAP

B naHHOM peXknMe xpaHeHWs cepBep UCMoJIb3yeT MHMOPMALIMIO O MOJb30BaATENAX U3 YAANIEHHOW UM JIOKaNIbHOM
LDAP pupekTopuun. OT0 AaéT psaL NPenMyLLEeCcTB AJ1s UCTMOJIb30BaHNS cepBepa B KOPMOPATUBHbIX CTPYKTYypax:

e aBTOMaTM4YecKasi CMHXPOHM3aL s MOMb30BaTENIbCKOW MHbOpMaLnu;

® OTCYTCTBME HEOBXOAMMOCTM aBTOPM3aL MK Ha paboyeM MecTe BHYTpU ceTu;
® MPO3PaYHOCTb, bbICTPOTA M YLO6CTBO aAMUHUCTPUPOBAHUS;

e 6e30MacHOCTb AAMUHUCTPUPOBAHUS;

e nojaepykKa pasHbix cy>k6 kaTanoros: Microsoft Active Directory, FreelPA, OpenLDAP, 389 Directory Server ,
ALD Pro v np.

PenakTnpoBaTb CNMCOK NOJIb30BaTESe U HACTPOWKM FPYMM, UCNOSb3ys NaHenb yrpaBieHNs CepBepoM, B
pexxume LDAP Henb34. Mo yMonyaHunio KoHpUrypaumnoHHbie HacTpoliku ang LDAP cooTeeTcTBytoT Microsoft
Active Directory. IlHcbopMaLmsi 0 Nofb30BaTeNsAX peAaKTUPYETCS C MOMOLLBIO MHCTPYMEHTApUs ynpaBrieHus
Active Directory.

MopnpobHee o npoTokone LDAP u cny»xb6e katanoros Microsoft Active Directory uutaiiTe Ha Hallem
canTe.

B pe>xume LDAP npaBa nonb3oBaTesiell onpefenstoTcs MPUHAAJIEXHOCTbIO K TOW Unu nHol rpynne Active
Directory. ns akTMBaLMM aHHOMO peXk1MMa nocTaBbTe draxok B nosie LDAP »Bkno4UTb 1 HAYKMUTE Ha KHOMKY
HacTpoiikn LDAP, koTopasi nosaBuTcsa nocsie 3Toro BHU3Yy. OTKpoeTca popMa HacTpoek LDAP:
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LDAP Momows (7)

 HacTpoikn cepeepa

Tun cepeepa: | Active Directory v - -@ @_ p——
(] BeaonacHoe coenuHeHre - - .@ @_ -

@ ABTOMaTWJecKoe onpefgenaHde

O Pyunan HacTpoiika o -@ ©- -

~ AyTeHTUgMKaUNA ;

ldap.example.loc

Cepeep:

Bazoskiin DN: ‘ DC=ldap,DC=example,DC=loc

NTLM v s | administrator ‘ Homen: ‘ Idap.example.loc |I

7 Mapons:

T ‘

8
~ lpynna c npagom ampMn

[laHKar rpynna orpaHKuMBAET CIMCOK NONB30BATENEN, KOTOPLIM paspelleHa asTopu3auus Ha TrueConf Server.

MyTk (distinguishedName): ‘ CN=Users, CN=Builtin, DC=sub1,DC=trust1,DC=loc

.
10

|, ++[JononHUTENEHO r

)

1. Tun cepBepa, nogaep>kaHbl: Active Directory, OpenLDAP, 389 Directory Server. OT 3Toro 3aBucaT Ha3zBaHUs
Mo-yMOn4YaHuio Ang aTpubyToB, KoTopble UnTatoTcs cepBepoM 13 LDAP-gupekTopumn. Takyke MOXHO yKasaTb
NyHKT BbibopoyHo, 4TO6bI BpyuHylo 3adaTb Ha3BaHWa aTpubyToB. [Mocne Bbibopa Tuna cepBepa 4YTO6LI
MepeKsIlYNTbCA Ha COOTBETCTBYIOLLME eMy Ha3BaHUSA aTpubyToB packpoiiTe 650K JLONMONHUTENBHO HMKe U
HakMuTe KHonky Mo yMonyaHuto. Bbl yBUaMTe YTO Ha3BaHWA aTpubyToB B cTonb6Le 3HaYeHUe M3MEeHUUCH.
Mpu HEO6XOAMMOCTU Bbl MOXKETE YKa3aTb HY>KHble 3HAaUYeHUs, Nocse Yero HaXkaTb KHOMKy MpuMeHUTb, KoTOpas
HaXo4MTCS B 3TOM e 651oke [lononHuTenbHo.

2. YcTaHoBKa coeguHeHus c cepeepoM LDAP B 3awmiiéHHoM pexxume (no npotokony LDAPS) gna 6esonacHoit
nepefayv nNosb30BaTeNbCKUX AAHHbIX MO CETU.

3. ABTOMaTU4eCKU Uu pyyYHol Bbibop HacTpoek cepsepa LDAP.

B aBTOMaTuyeckoMm pexxume cepep LDAP MoykeT 6biTb BbiIbpaH M3 cepBepoB Mo yMonvaHuio gomeHa DNS,
yKasaHHoro B 3ToM nosie. Cepeepa no ymMondaHuto onpegenstorcs no coorsetcraytowmm DNS-3anmncam tuna
SRV. Inga Active Directory 3gecb Mo>kHO ykasaTb DNS-umsa gomera AD.

5. Agpec n nopt LDAP cepBepa npu pyyHol HacTpolike. MoXXHO MCnonb3oBaTh rnobanbHbI KaTanor As
MOLKITIOYEeHNS K clly)kbe KaTasioros. [1ng 3Toro B kauecTBe nopTa NofktoyeHns ykaxkute 3268 unu 3269 npu
paboTe no npotokony LDAP n LDAPS cooTBeTCTBEHHO.

6. basa nowucka (Base Distinguished Name) — 06bekT KaTanora LN MoOWCKa MoJib30BaTenel, Hanpumep,
ou=People,dc=example,dc=com .

Pexxumbl ayteHTudmkaumm TrueConf Server V Ha cepsepe LDAP.
[TapameTpbl aBTOpM3aummn Ha cepsepe LDAP.

B 3ToM none Bo3aMOXkHO yKasaTb LDAP-rpynny nonb3oBaTesiell, KoTopble MOryT aBTopusoBaTbca Ha TrueConf
Server V, Hanpwumep, cn=TC_Users,ou=People,dc=example,dc=com . MO)XHO BbI6paTb rpynny C MOMOLLbLO
KHoMKM O630p. YTO6bI NOSIBUIACh BO3MOXXHOCTb HAXKaTWUA 3TOM KHOMKM, HEO6XOAMMO NPaBUIIbHO 3aMONHUTD
nonsa npucoeanHeHuns k cepeepy LDAP (B 6nokax HacTpoiiku cepepa v AyTeHTuduKaumsa), BKioyas none
BazoBbiii DN.

10. DononHuTenbHble napameTpbl LDAP. 3To no3BonuT nogcTponTh NapaMeTpbl nof nHbie Tunbl LDAP-cepsepos.

ObpaTnTe BHMMaHMWe, YTO ec/v NepeksityaeTcs Tun cepeepa (Hanpumep, ¢ Active Directory Ha OpenLDAP), To
cbpoc pononHuTenbHbIX NapameTpoB LDAP aBToMaTMyecKun He MpoucxoauT. YTobbl nepeiitu Ha fedonTHble
3HaYeHWs NapaMeTpoB AJisi HOBOIO CepBepa, HAA0 PACKPbITb 610K JLONONHUTENbBHO 1 HaXaTb KHomnky Mo
yMos4aHuio.

Mpu nepekntoveHnn us pexxnuma LDAP B Registry BO3MOXHO MMMOPTMPOBATb 3anncu o nonb3osaTtensax. [na storo
BO BK/1afAKe Pe)xnM xpaHeHus HeobxoanMo BbibpaTh pexxum Registry n noctaBuTb naxkok MnopTtuposatb
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VIHdDOpMaLIMIO nonbsoBaTeneﬁ, nocsie 4ero Ha>aTb KHOMKY HEPEKHIO‘-IVITb.

Maponu nonb3oBaTenel He UMNOPTUPYOTCA. [Mocne MMNOPTUPOBAHMSA YHETHbIE 3aMUCU HAaXOaATCS B
«HEAKTMBHOMY» COCTOSIHMM (CM. onucaHue pasgesia YueTHble 3anucy nosibsoBaTersien).

B npocune nonbsoBaTenda B pexxume LDAP ona penaktupoBaHusa byneT focTyneH Tonbko digest-napons,
KOTOpbI 0693aTenbHO HAJOo 3aaaTb Npu peructpaummn SIP/H.323 TepmuHana Ha TrueConf Server V. 9ToT e
naposb cfleayeT yKasaTb B HACTPOIKax aBTOpPM3aLMM CaMOro TepMUHana:

V3MeHWTL Nonb3oBaTens Rovoue D
r Wadopmauma ob yueTtHOM 2anmncH

CraTyc: AKTWEHEIA

TrueConf ID: room@server.name

Digest napone: MNogTEEepOMTE: | 9] m

Email:

OTobpamaemoe WMA: MeperosopKa

Hma:

@IAMUIHS:

KoMnaHua:

Ipynnei: MNonb3osatend Ges rpynnel

LOupeKkTopus rpynn 1 noJjib3oBaTeNei, 3aperncTpUpoBaHHbIX HA cepBepe BUAEOKOHMEPEHLUN, NO3BoNsSeT
Co3[aBaTb Fpynmnbl MOSb30BaTeNel 1 ONpenesnaTb UX NpaBa Ha cepsepe. B pexxnme Registry nonbsosaTtenb MoxeT
NpUHaANeXkaTb OLHOM U3 CO3AaHHbIX FPYMM; 3TOT NapaMeTP MOXHO U3MEHSTb B OKHE pefaKTUpoBaHMs
nonb3osaTens. B pexxume LDAP 3Ta 3aknagka npefocTaBnsieT BOSMOXKHOCTb yKa3aTb NpaBa Ha cepBepe s
HeCKoJsbKMX BblibpaHHbIx rpynn LDAP. MNpuHagnexxHoCTb Nonb3oBaTens K rpynnam onpepgensetcs 8 LDAP
LVPeKTopUN.

LOna vmnopTa rpynn nonb3osaTeneit 3 LDAP nepeligute B pa3gen MNMonbsoBatenu »Ipynnbl. HaxkMuTe KHOMKY
MN3MeHUTb 1 BbIbepuTe Hy>Hble rpynmbl B OTKPbIBLUEMCS cnncke. MNofpobHee cMOTpUTE B CTaTbe O HAaCTPOKe
rpynn nonb3oBaTenem.

Mpu nMnopTe rpynn nosibsosaTteneit s LDAP B cnvcKe oCTaloTca Te rpynmbl, KOTOpble MPUCYTCTBYIOT B
HEM Mo yMOJIYaHMo.

Ecnuny Bac ecTb Heckonbko TpyKOHd cepBepoB, NOAKIOYEHHbIX K 06wweMy LDAP, To nonb3oBaTtesb
MOXKeT BOMTU B INYHbIN KABUHET Yepes rocTeByto CTpaHULYy Noboro 13 Hux. Takke npu obuwem LDAP
NoJib30BaTeNN C APYroro cepepa TpyKoHE MOryT y4acTBOBATb B MPUBATHbIX KOH(EPEHLNAX C
MOMOLLbIO FOCTEBOr0 NOrMHA.

13.8.1. Kak noarpy3suTb y4€THbIe 3aNUCcK Nosib3oBaTenei U3 pasHbiX JOMEeHOB

1. Ha ocHoBHOM poMmeHe, k KoTopoMy byaeT nogkntovatbca TrueConf Server V, cospalite rpynny ¢ obniacTbio
nencteug (omanasoHom) JlokanbHas B goMeHe.

2. B paHHyto rpynny noMecTuTe y4€THble 3anucu nosib3oBaTenel (Mnu rpynnbl Nonb3oBaTesnein ¢ YyHMBepcanbHbIM
LMana3oHOoM, COOTBETCTBEHHO, BJIOXXEHHOCTb Tpynn MOLAEPXKMBAETCA TOMbKO B paMKax OZHOro Jeca),
KOTOpble NIaHMpyeTCst NOArPY3nTb Ha cepBep.
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3. BbinosiHuTe warn 11 2 ans Bcex [OMEHOB, U3 KOTOPbIX MiaHMPYeTCca NOATAHYTb y4ETHbIE 3anucu.
4. B HacTpolikax LDAP B none MyTb (distinguishedName) ykaxxuTe faHHyto rpynny.

5. Y6egutechb, uto B 6n1oke JononHutenbHo B HacTpoiikax LDAP napameTp Trust Enabled paBeH 1 (3HayeHune no-
YMOJYaHuio).

13.8.2. YcTtaHOBKa cepTuduKaTa gnsa nogknioveHus no LDAPS

Ona nonkntoveHus no npotokosy LDAPS MoXkeT NoHafobuTbca [o06aBUTb Ha DU3NYECKYHO TN BUPTYaSbHYHO
MalLUVHY, Ha KoTopoli pa3BépHyT TrueConf Server V, kopHeBoli SSL cepTUdUKaT LOMeHa, B KOTOPOM HAaXO4UTCS
cepBep C poJiblo KOHTpoJepa foMeHa. [1ng aToro ckonupylite KopHeBol SSL cepTudmKaT foMeHa B ntoboe
MecTo Ha MalumnHe ¢ TrueConf Server V.

YuTuTte, uto TpebyeTca cepTudukaT B popmaTe .crt. [loaToMy ecnv oH B ApyroM popMaTe, To NoTpebyeTcs ero
CKOHBEPTMPOBATb KaK MOKa3aHO B JaHHOW cTaTbe.

Mocne aToro ycTaHoBuUTe .crt cepTudmKaT B 3aBMcuMocTun oT OC:

Ona OC cemeiictea Windows

1. LBaxkabl HAXXMUTE NIEBOW KHOMKOM MbILLM Ha cepTuduKkare.

2. B nosiBMBLUEMCS OKHE YCTAaHOBKMW CEPTUdUKATA HAXKMUTE KHOMKY YCTaHOBUTb cepTUdUKAT.
3. B okHe Bbibopa pacnonoxeHns XxpaHununLLa ykaxxute JIokanbHbI KOMMNbOTEP.
4

. B cnepytowemM OKHe HacTpoWku XxpaHwnuwa BblbepuTe MoMecTuTb Bce cepTudUKaTbl B BblGpaHHOE
xpaHunuue 1 Haxxmute 0630p.

5. B cnucke xpaHunuwy BoibepuTe [oBepeHHble KOPHEeBble LeHTpbl cepTudmkaumm u Haxxmute OK.
6. [lna 3aBeplueHne HacTPOKM HaXkMuTe KHonku [anee v FoToBo.
Ha Debian, Astra Linux:

1. OT UMEHN afMUHNCTPATOPA BbINOSIHATE B TEPMUHASE KOMAHLY:

cp /home/$USER/cert.crt /usr/local/share/ca-certificates && update-ca-certificates

roe /home/$USER/cert.crt — nMonHbIV NyTh K .Crt cepTUDUKATY NOCSIe ero KONMpoBaHMA Ha MaLLMHY C
TrueConf Server V.

2. MNepesarpysute mawmuHy ¢ TrueConf Server V.
CentOS, PEL OC, AnbT CepBep:

1. OT UMeHun AOMUNHNCTPATOPa BbINMOJIHNTE B TEPMUNHAJIE KOMaHAY:

cp /home/$USER/cert.crt /etc/pki/ca-trust/source/anchors/ && update-ca-trust

roe /home/$USER/cert.crt — NoOJiHbIN NyTb K .crt cepTUdUKATY NOC/Ie ero KONMpoBaHUS Ha MaLLUHY C
TrueConf Server V.

2. Mepe3zarpysuTe MawwuHy ¢ TrueConf Server V.

13.9. PewweHune Tunosbix npobnem npu ncnonbsosaHun LDAP

Mpw HacTpolike LDAP MoryT BO3HMKHYTb OLIMGKM MOAKIIOYEHMS K Cly)Kbe KaTanoros. Torga nocne HaxaTtus
KHOMKW MpUMeHNTb, KOTopas HaxoAMTCS B 6JIOKe MapaMeTPOB MOAKITIOYEHWS, B BEPXHEN YacTh OKHa
0TObPasNTCS COOTBETCTBYOLEee coobLieHMe. Huke paccMOTpeHbl TUMOBble NPobrieMbl.

Owubka LDAP error 81 (Server Down)

OTcyTCcTBMeE CBA3M CO cNy»Kbol kaTanoros. Ckopee Bcero, co ctopoHbl TrueConf Server V HeT gocTyna K Heli no
yKazaHHoMy agpecy 1 TCP nopTy (389 onga obbiuHOro coefmHeHuns n 636 gns 6esonacHoro LDAPS). MposepuTb
CoeMHeHNE MOXHO C MOMOLLbO KOHCOMNbHOW yTunuThl telnet (noctynHa Ha Windows u Linux):
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telnet [ldap-server] [port]

roe [ldap-server] —appec,a [port] — nopT cepBepa C posbio KOHTpoepa goMeHa. Hanpumep, ana
npoBepku poctyna no LDAPS cnenyeT BbINONMHUTD:

telnet ldap.example.com 636

Ecnv cBA3b oTCyTCTBYET, ClieflyeT NpOBEPUTb HAaCTPOMKM ceTeBoro 0bopyaosBaHus nim mexkcetesoro N0, a Takxke
y6ennTbCs YTO CepBep C POJIbio KOHTPOIepa AOMEHa 3anyLUeH.

Owwubka LDAP error 49 (Invalid Credentials)

He ynaétca aBTopur3soBaTbhcs Ha cepBepe LDAP. Heobxonmmo ybenntbcs, B HacTpolikax LDAP B pasgerne
AyTeHTUdUKaLUE YKa3aHbl KOPPEKTHbIE AaHHble CEPBUCHON YYETHOM 3anmncK, NCMOJIb3yeMon O NOAKIIOYEeHUs K
cny>kbe KaTasioros.

Owwnbka LDAP error -1

[aHHast olnbKa MOXKeT BO3SHUKHYTb NPW NMOAKITIOYEHUN K Cy>Kbe KaTasnoros no 6e3onacHoMy coefvHeHMo
LDAPS. Bo3MO>Hbl pasHble NPUYMNHbI.

1. Heobxoaumo ybeamuTbcs, UTO Ha U3MYECKYO UM BUPTYasbHYO MallMHY, Ha KoTopol pa3BépHyT TrueConf
Server V, noarpyykeH kopHeBol SSL cepTUdrKaT JOMeHa, B KOTOPOM HAaxO4UTCS CEPBEP C POJIbIO KOHTPOJIIepa
noMeHa. [locne noarpysku cepTuUdUKaTa MOXHO MPOBEPUTb COEfUHEHME C MOMOLLbIO YyTUNUTLI openssl,
BbINosnHMB B TepMuHane Windows nnu Linux komaHgy:

openssl s_client -connect [ldap-server]:[port]

roe [ldap-server] —apgpec,a [port] — nopT cepBepa C posibio KOHTpOJIIepa JOMeHa.

2. Ecnu TrueConf Server V passépHyT Ha OC cemelicTBa Linux 1 HacTpauBaeTca nogkstoveHune K Microsoft Active
Directory, To ybenuTech, 4To B nosie JJoMeH ykasaHo nosHoe joMeHHoe ums (FQDN) MaLmHbl, Ha KoTopoi
Pa3BEPHYT cepBep C POJIbto KOHTposepa foMeHa. OHO A0JIXKHO BKIIOYAaTb MMS MALLWUHBI, HAaNpUMep, server-
name.ldap.example.com . B 3ToM cnydae B KoMaHOe npoBepku SSL coegnHeHUst 3 NpeabiayLLero nyHKTa
HeobxoAMMO 1cnosib3oBaTb MMeHHo FQDN.

CoeguHeHue YCTAaHOBUOCb, HO CMUCOK y‘-léTHle 3anucemn nycrt

Y6eauTech, 4To B 6510Ke [LONOMHUTENbHO MCMOSb3yeTcs Habop hUNbTPOB, COOTBETCTBYIOLLMIA BbIOpaHHOMY TUMY
cepsepa (Active Directory, OpenLDAP, 389 Directory Server). 1519 nepeksitodeHMs Ha COOTBETCTBYOLLINE
Ha3BaHWs aTPUBYTOB MOC/e U3MEHEHUSI TUMA CepBepa HAXKMUTE KHoMKy Mo yMonyaHuto u HacTpoliTe
HeobxoAnMble pUNbTPBbI.

MosBunucb Nnonb3oBaTeNN OCHOBHOIMO JlOMEHA, HO HE MOSBUIIUCH NOJIb30BATENN U3 TPACTOBbIX
Y6enuTech, 4To:
1. B 6noke OononHutenbHo B HacTpolikax LDAP napameTp Trust Enabled nmeeT 3HaueHune 1.

2. Y y4éTHOWM 3anuncu, c NOMOLLbIO KOTOPOW BbIMOJHAETCS MOLKIIOUYEHNe K CcepBepy KOHTposifiepa LOMeHa, ecTb
npaBsa Ha YTeHue aTpubyTa member of 13 koHTeliHepa ForeignSecurityPrincipals.

13.10. HacTpoWku napons u 6J10KNpoBKU

13.10.1. TpeboBaHuMg K naposnto

Mpu ncnonb3oBaHuKM pexkruMa Registry Bbl MOXeTe yKa3aTb MUHMMAsbHO AOMYCTUMYIO ANIMHY napons (oT 2 go 64)
¥ Hanm4yme obs3aTenbHbIX CMMBOJIOB (6YKBbI B pa3HOM perncTpe, LmMdpbl, CNeLcrMMBoOJIbl) 415 NOJIb30BaTeNS
Bawwero TrueConf Server V. [laHHble NnapaMeTpbl 6ynyT NpoBepsATLCS NpK L06aBNEeHWM HOBOW YYETHOI 3anucu 1
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M3MEHEHWNN NapoNid OoNngd y>xxe CYUAECTBYPOLLLGVI, B TOM Yucne npn ero pefaktmposaHmm caMmnM nosibsoBaTtesieM B
NNYHOM KabuHeTe:

r TpeboBanwa k naponw

MUHKUMaNEHOE KONWUECTBD CUMBONOB: | 6

ByKEE! B BEPXHEM W HWDHHEM perucTpe (A—-Z, a—-z, A—-HA,3a—-7a)
Uncppet (0~ 9)

[ Cumeons ("~ @# %$8t. =~ 00<={H\ )

MNpwv yKa3aHMM Napons, He MPOXOASLLEro NpoBepKy Ha COOTBETCTBME TpeboBaHUsAM, byneT BbiBefeHO

cooTBeTCTBYlOLLee cooblyeHne. C MOMOLLbIO KHOMKM ® PSAOM C MOJIEM MOATBEPXKAEHNS MNAPOIIS Bbl MOXKETE
nNpocMoOTpeTb HeObXoMMble MapaMeTpbl:

ﬂOﬁEIBHTb HOBOIO none3oeartenAd

r Wudopmauua ob yuetHo# 2anncH

CraTyc AKTHEHEIA
TrueConf ID ‘joe ‘ @video.server.name
Mapone LTI ‘ MogTEEpanTE | #essss ‘ @

Mapont He COOTBETCTBYET TpeboBaHuAM

Email ‘joe@video.sewer.name : ‘
TpeboBanua K napono

OTobpaxaemoe UMA ‘Joe Castle ‘
Maponk QonxeH cogepwaTk:
Vs ‘ ‘ * MuHMMyM 6 CAMBONOB
* ByKSLl B BEpXHEM W HWxHeM permcTpe (A-Z,a—z, A—H,a—17)
DaMUMA ‘ ‘ * Undpet (0-9)
Komnanns ‘ ‘ oK
Mpynnel ‘ nycTo M

13.10.2. ABTOMaTHU4ecKas 6/10KMpoBKa

B AaHHOM 610Ke Bbl MOXKETE BKIIOUMTbL MONMUTUKY BIOKMPOBKYM MOMb30BaTeNs NpyY OLLUMOOYHOM BBOLE MNAposis BO
BpeMsi aBTOpPM3aLMN.

HacTpoiku 611I0KMPOBKM JOCTYMHbI KaK B pexxuMe Registry Tak u LDAP. 3To 6nok1MpoBKa Ha CTOpoHe
cepBepa BUOEO0CBSA3M, OHa He CBA3aHa c HacTpoikamu B AD/LDAP.
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r MonuTHKa 6NOKMPOBKK YYETHBIX 3anHceil

BTHOUMTE 3BTOMATUMECKYIO BMOKMpOBKY

MpoAonHUTENEHOCTE DNOKMPOEKK: 24:00
Konu4yecTeo HeyQaqHLIX NONLITOK BX04a: 10
Bpema go cbpoca cueTumKa BnoKMpoBxu: 00:01

Mo>HO yKasaTb:

® CpOK 6JJOKMPOBKM (B Nt06OV MOMEHT MOJIb30BATENA MOXXHO Pa3blioKMpoBaTh BPyYHYO B ero npoduse);
® KOJIMYECTBO HeyAauHbIX MOMbITOK BBOAA MapOJis O MOMEHTa 6/10KMPOBKY;

e BpeMs Nocse NocieaHero BBOAA Naposis, Mo UCTEHEHNM KOTOPOro OTCYET NMOMbITOK HAYHETCS 3aHOBO.
PaccMoTpuM crieytowmii npumep. MNycTb yKasaHbl HACTPOIKM:

o [MpopomknTenbHOCTb 651I0KMPOBKU = 6:00, TO €CTb 6 YaCoB;

o KonuyecTBo Heypa4HbIX NONbITOK BXxofa = 5;

e BpeMms go cbpoca cueTumnka 6noknpoBku = 00:70, To ecTb 10 MUHYT.

Torpa ecnu nNpv NonbiTKe aBTOpU3aLuMn ANs CyLlecTBytoLero Ha cepsepe noruHa ( TrueConf ID) 6yneTt coenaHo 5
HeyaauyHbIX MOMbITOK BBOAA NMaposid C pa3HULLeN MeXAY KaXKaon nonbiTKor 10 MUHYT UNn MeHblUe, TO aKKayHT
3absokMpyeTca Ha 6 Yacos.
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14. I'pynnoBbie KOHdepeHUUn U TpaHCNALUn

[aHHbI pa3gen no3BongeT afMUHUCTPATOPY CepBepa 3apaHee NaHMpPOBaTb KOHEPEHLMK, ONpefenaTb CNINCKN

YYaCTHWKOB 1 Ipyrve napameTpbl.

Takune KOHdJEpEHLI,MM MOryT 6bITb 3anyLwleHbl aBTOMaTN4YeCKU (B 3afaHHOE BpeM4, nnbo no pacnmcaHM}o) nnn

AOMUHNCTPATOPOM CcepBepa Mo HaXXaTU KHOMKW.

[na 6ecnnaTtHoit Bepcun TrueConf Server Free cyliecTBytoT orpaHMyYeHNs Ha YMCIO O4HOBPEMEHHO
NMPOBOAMMBIX FPYNMOBbIX KOH(EPEHLMI, 0 YEM NOoApObHEe YKa3aHO Ha CTPaHNLE JaHHOIO PeLleHys.

14.1. Cnucok rpynnoBbix KOHdepeHuui

B AAHHOM CMUCKe BbIBOOATCA MeponpuaTusa:

® CO3[aHHble aMUHNCTPATOPOM B 3TOM pa3aesie naHesin yrnpaBiieHNsa cepBepoM;

o ,EI.O6aBJ'IeHHb|e noJib3oBaTeNndMn B NpUIO>XKeHNnN nnn JIN4HOM Ka6VIHeTe;

® a TaKXXe aKTWMBHblIe KOHCt)epeHU,I/II/I, 3anyweHHble "Ha neTy" B KJINEHTCKOM MPUJTOXKEHNN (nocne NX OKOH4YaHUA

OHU MpOoNagyT U3 CNNUCKa).

o NNCoK KOHhepeHLWii

Oomowe

Cozpars I HazgaHue / CID ‘ ‘ Bnageneuy | | YuacTHuak ‘ ‘ Bce pexumsl v‘ | Bce Tuns! V| ‘ Bce MCTouHMKM
Hazeanue Bpems Ha... Bnageney, Pexun Tun ciD 9
B Kowpepenuun Be3 pacnuc fHa LipetkoBa  Bupeocene |i'] \C\I7954837... I Wndhopmaumua I YuacTHuk(0/4,
M BeGunap 15.02.2024 ... Amucaflecosa Bugeocene.. B \chwebinar
BeGuHap
. Cosewanne 14.02.2024 ... Buxropua C... Bugeocene... ﬁ'] \clo0838175...

ID KOH(hepeH L1
Bnageney|

CTpaHuLa KoHthepeHLmmn
Bpems Hauana

Bpems OKOH4aHHA
HanomuHaHus

THUN U pexuM

MecTo npoBejeHus
MICTO4HWK

WHTErpauns

Ynpaenexve KoHgepeHymei

v
&
2

\c\webinar &

Anwuca Nlecosa

https:/ivideo.example.net/ciwebinar &

15.02.2024 15:00:00

15.02.2024 16:00:00

3a 15 MiH

MybBnuynan, Bugeocenektop 12x150
TonosHoii odme

TrueConf

DOO®
a

w8 |t
I 1= o
EllE] |8
2
= S =
e B
& £
AN
h=]
E
5

AKTUBHbIE MeponpunaTna ecerga 0To6pa>+<ar0Tc;| B BerHeVI HYaCTu CNNCKa 1 BbleNnAanTCa OpaH>XXeBbIM LUIBETOM.

Bbl MOykeTe:

1. [o6aBuTb rpynmnoByto KOHMepeHLuto.

2. OTduAbTpPOBaTb CMNCOK MO HasBaHWto (Mnu ID) Tpebyemoit KoHdepeHLUMM, @ TakxKe No eé BrafesbLy, KOMy-To

N3 YHaCTHUKOB, peXXMy, TNy 0ocTyna, MCTOYHUKY.

3. KapTouKy KOH(epeHUMM MOXKHO CBEpPHYTb, TOrga BMeCTO MOAPO6HON MHMOPMaLMM OCTaHeTCs MaHenb C
HECKOMbKUMM KHOMKaMK B 3aBUCUMMOCTM OT €€ cTaTyca (aKTuBHas unu HeT). MNogpobHee pocTynHble LeicTBUS

OJ19 KQXXOO0ro cny4vasa onncaHbl H/XKe.

4. MNpocMoTpeTb MHMOPMaLMIO O BblIbpaHHON KoHbepeHuMn: eé HasBaHue, |D (yHMKanbHbIN noeHTUdUKaTop),
PIN-kof (ecnv 3amaH), UMs Bfagesibla, CCbiIKy Ha e€ CTpaHuly, HanoMWHaHWa o Hel no email (ecnm
nobaBneHbl), MECTO MpoBefeHNs (eC/IN YKa3aHOo), PeXUM 1 TUM 3aMyCcKa, MCTOYHUK eé co3taHus (TpyKoHd mnm
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MOYTOBbIN MAArMH), @ TakXe 3anflaHMpoBaHa Nn eé 3anuchb.
5. MepeiTn B CNUCOK NPUrAaLLIEHHbIX y4aCTHUKOB.

6. Ha)kaTb yKasaHHyto CCbIfKy, 4TObbl mony4nTb html-kon BuaKeTa KoHdepeHuMn Ana nobaBneHns Ha BHELLHMe
canTbl. OH JOCTyNneH TOMbKO A5 Be6UHaApPOB (NMy6AMYHbIX OHMaliH-MeponpuaTuii). Ecnv Bbl HacTpounu gns
KOHepeHLMN TPaHCAALMIO, TO KpOMe KOAa BUAXKeTa 0TObpasnTCs COOTBETCTBYIOLLAs CCbINKa:

Mcnonb3yHTe JadHblid KOO AN BCTPaMBaHMA KoudepeHiLum Ha
BHELIHHA CalT:

<iframe allowfullscreen="allowfullscreen”™ width="720" height="405"
allow="microphone; camera; autoplay; display-capture”
lsre="https://server.company.com/c/partners” == /iframe=

CHONMMPYHTE CCBINKY Ha TPaHCNALHID:
rtsp://server.company.com/c/partners/

O

7. Bpy4Hyto HavaTb KoHdepeHuumto. [Mepen 3anyckoM BaM byneT NpensioXKeHo BbibpaTh, KOro cnepyeT NpuUriacuTb
B KOHcbepeHUMto cpasy rnocsie eé Hayana: Bcex [o6aBNEHHbIX MpU MAAHMPOBAHMM YHACTHWKOB WMAW NWLb
HeKoTOpbIX M3 HUX. MpurnaweHbl ByayT TONbKO OHMaiH-Monb3oBaTeny, a email-yBegomneHus He byoyT
paccbinaTbCs.

MepeiTh Ha CTpaHuLLy KOHbepeHLUNN.

PepfakTnpoBaTb BblIbpaHHYO KOHepeHLMto (HefoCTyNMHO AN1F aKTUBHOro MeponpusaTus). Mpun pefakTrpoBaHum
LOCTYMEH NMOYTUN TOT XKe Habop BO3MOXXHOCTEN YTO U NPU CO3LaHNN KOHpEPeHLUN.

10. MNMocMOTpeTb NCTOPUIO 3aMyCKOB AaHHOW KOHdepeHUnn B pasnernie Mictopusa 3BOHKOB.

11. Ynanutb BbIbpaHHYto KOHpepeHUMto.

14.2. CtpaHu1ua KoHdepeHLUH

CTpaHmua KOHCbEPEHLI,VIVI COOEPXKNUT OCHOBHYIO I/IHdDOpMaU,VHO O Helun OONMONIHNTEeJIbHble 3J1eMEeHTbI B
3aBUCMMOCTU OT eé HaCTpoeK:

® KHOMKa nAnda pernctpaunm ecnn MeponpuaTtme aBndeTcd I'IYGJ'IMLIHbIM (BEGMHapOM) M  aKTUBMPOBAHa
CaMOCTOATENIbHAA perncrTpauma onga y4actHMKOB,

® ec/i MeponpusiTUe 3anflaHMPOBAHO Ha onpefeniéHHoe BpeMms, To byaeT oTobparkéHbl TaliMep obpaTHoro
OTCYETa 1 KHOMKA A5 [O6aBNeHUs B KaneHaapb;

e KHOMKW AN NOAKIIOYeHUs ¢ bpaysepa UM NPUSIOXEHUS, €C/TU KOH(EpPeHUMs y)Ke Hadanacb unmn aBrdeTcs
BUPTYaJIbHOM KOMHATOM.
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@ True Eonf Bxop, B KoudepeHymnio Wndopmayma Kak nogkniounTeca

video.example.net

CoBeljaHune

@ KoHdepeHuws byaeT 3anucaHa

PexomengosaHo

MNoaKnYNTLCR Yepes Moaxkn4YUTbHCA Yepes

& @

lMpunoxeHue Bpaysep

82 aQr-koA

I'Ip|/| 3TOM aJIrOPUTM NOAKITHOHEHNA C MOMOLbIO KJTMEHTCKOIO NPUJIO>XKEHUA B CJlyHae ero HaJininga B cucteme
BbIrNAQnNT cnenyrowmnm O6p330MZ

1. MpunoskeHne MbITaeTca MOAKIOUUTBCA K KOH(EpeHUMM Mof aBTOPU3OBAHHOW B HEM Ha AaHHbIA MOMEHT
YYETHOI 3anncblo (He3aBMCUMO OT YKa3aHHOTO MeH B bpaysepe).

2. Ecnu  KoHdepeHuMss cosgaHa Ha pAapyroM 3k3emnnspe TrueConf Server V, To npoucxoguT nomnbiTKa
NOLKIIoUYeHNs Yepes defepaluio.

3. Ecnm vyepes dpep,epau,mo NnogKJIto4YeHNEe He NMPONCXoanT, TO NoJjib3OBaTesib NOAKITHOHNTCA K KOHCbEPEHLI,VIVI KaK
FOCTb U NOC/1€ OKOHYaHNA MepOonpuUATUA aBTOMATUHYECKN CHOBA aBTOPM3YyeTCA Ha CBOEM cepBepe.

|_|0J1pO6Hee 0 cnocobax nogKntoyeHmsa K KOHdJEDEHLI,MVI cMOTpUTE B COOTBeTCTBerLLI,elZ CTaTbe.

14.3. [encTBus c 3anyLweHHon KoHdepeHLme

Mpu BbIbOpPE YrKe 3anyLLeHHON KOHpEepPEeHLUM alMUHUCTPATOP MOXKET MPOCMOTPETb MHOPMALLMIO O HEl UNn
N3MEeHUTb HEKOTOPble NapaMeTpsbl (HanpuMep, packnanky nnu PIN-kog). ObbluHOe pefakTUpoBaHue 1 yaaneHue
TaKOI KOHepeHLN HeOCTYMHO.

14.3.1. Bknagka «MHdpopmauusa»

OTobparkeHve cBeLleHWI 0 KOHEPEHLNN 1 KHOMOK A9 yNpaBieHus eto:
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1
2
3.
4

CeepHyTe >
Wndropmayms YuacTHuku(2/0) r)
KondpepeHuus
ID koHthepeHLH \c\599332752237 &
Bnageney Ana LlpeTroea
CTpaHMLa KoHepeHLnn https://10.110.2.242/c/599332752... W
Tvn U pexnm BHyTpeHHAs, Bugeocenexktop 16x110
MCTOUHMK TrueCont
WHTerpauns [0CTYNHbIE BAPUAHTHI
CBEPHYTH MHthopMAaLio

2

| \ ,qoﬁaswwqacmumac

ID'II BioumMTb BX0/, N0 PIN I-@

| -‘@ 3anpeTuTh BXOA I-@
10

| B Nepeiitu Ha CTEHULY KOHTEPEHLY

£X Pepaktvposats

Q. Mpocmotp KeTopun

B Ymawm

. Bbrnok c ocHoBHOM MHbOpMaL el U BapUaHTaMn MHTErpaLumn C BHELLHUMY CaiTaMu.

Mepexop B paclumpeHHoe yrnpasreHve KoHdpepeHunei.

OcTaHoBKa KOHdDEPEHLI,l/II/I AJid BCeX yH4aCTHUKOB.

I'IpM Ha>XaTUWN Ha CCbIJTKY JJ,OGaBVITb YHYaCTHUKOB OTKpOeTCa ananor Bbl60pa nonb3oBaTenem:

Boibepure yUacTHMKOB

MonbzoBarenu

MceEaoHUME Anpeca 31. NoYTHl BeibpaHHeie (0)

O\ BeeguTe WA, ID unm Homep TenedoHa

Al
™

-

3

OMUTPHIA [THMHTPECKY 2t Cepreii leTpoB

. dimitresku@video.serverc...

Erop benuu

. belich@video.server.com +*

Bacunui UykoB

. petrov@video.server.com

Al
A Auna Benmu
ey B :belich@video.sarvercom

EneHa Ipabosa

. chukov@video.server.com : . egrabova@video.server.com

BblOenMTe BCE

BrizBaTb OTMeHa

YT06bI [06ABUTb YHAaCTHUKOB B KOHepeHLUUto, BbibepuTe 1x Ha Bknagke Monb3oBaTenn. MoxxHo BbibpaTb BCex
noJib3oBaTenel cepBepa cpasy, HaXKaB Ha KHOMKy BoigenuTb Bce. Ha Bknagkax MNceBgoHuMbl 1 Agpeca .
NoYTbl MOXXHO [,06aBUTb YYaCTHMKA MO €ro NMCeBLOHUMY M OTNPaBUTb NPUTALLeHe Mo 3/IeKTPOHHOM NouTe,
yKa3aB e-mail 1 oTobparkaemMoe B KoHdepeHUNN UMs. MNoslyYeHHbIN CNMCOK 0TObpaXkaeTcs Ha BKIIaLKe
Bbi6paHHblIe(). [Nocne popMnpoBaHNs CMMCKa HAXXMUTE KHOMKY Bbi3BaTb B HMXXHEN YacTu OKHa.

5. ViamMeHeHMe nnu oTkmtodeHmne PIN-Koga ona Bxoma B KoHgepeHumto. Ecnuv 3almiéHHbIN BXOL, OTKIIOYEH, TO ero

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 114


https://trueconf.ru/blog/baza-znaniy/kak-dobavit-videokonferentsiyu-trueconf-na-svoy-veb-sayt.html
https://trueconf.ru/docs/server/ru/user/conference-management/#remote-layout-management

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

MOXHO by[eT aKTMBMPOBATb, HaxkaB BkntounTb Bxog no PIN.

6. 3anpeT BXo4a B KOHepeHUMto. B 3ToM ciyyae K MeponpusTUIO CMOFyT NPUCOELMHUTBCS TOMbKO BeayLume (B
TOM Yncne BRnagesnel), M NpuriaéHHble Nocse akTUBaL MK 3anpeTa nonb3osatenn. Ecnv obbluHbIN Nonb3oBaTesNb
6b111 06aBMeH B CMMCOK MPUMMALLEHHBIX, HO MOC/Ie CTapTa KOH(epeHLUMM He NOAKIUNIICA U BefyLUunii 3anpeTun
BXO[, TO MOAKMOYUTBLCS He nonyunTcs. Takke ons ny6nnyHon KoHpepeHuun byLeT HegoCTyNHO NOLKIIoYeHne
rocten v npurnaweHme mx no email.

Mocne kaXkporo 3aBepLUeHNs KOHEPEHLMMN 3aMpeT Ha NOAKITIoYeHNe cbpacbiBaeTCd Ha 3HAYEHUE Mo
YMOYAHMIO BOCTYMN paspeLuéH.

7.MNepexopn Ha cTpaHuLy KOHdepeHLUN.

YnpaBneHue 3awwmToi Bxoga no PIN-kofy 1 3anpeToM Ha NOLKIOYEHNE [OCTYMHO TaKXKe U B
PacLUMpPEHHOM yrnpaBlieHUN KOHbepeHLMel.

8. MocMoTpeTb NCTOPUIO 3aMyCKOB fAaHHOW KOHbepeHLUN B pasfene MicTopus 3BOHKOB.

14.3.2. Bknagka «Y4aCTHUKU»

NHbopMaums o NpUrnalléHHbIX M aKTUBHbIX Y4aCTHUKaX KOH(epeHLnu:

1)
NobaenTs | Mownck ‘

@yuamm{u koHthepeHymn (2)

o

HhdopMauma YuacTtHuku(2/3)

AHHa CefoBa ™ | Cepreii NeTpos

ik

B sedova@video.serv... + |i1 B petrovavideo.servern...

5 -
HenogKnpoUYMBLIWECHA NPUTNALIEHHDIE YYACTHHKH (2) BbIZB3TE NOETOPHO
o e
" @ Anexced CeMKo 8 Anna benoBa
A . semko@video.servern... . belova@video.server.n...

OTKpbITHe gnanora Bbibopa nonb3oBaTenen.
Mone nns 6bICTPOro NoMcKa y4acTHUKOB.
CrNCOK y4acTHUKOB, KOTOPbIE YCMELHO NOAKITIOUNANCE U HAXOAATCS B TeKyLLell KoHbepeHLMn.

nOﬂbBOBaTeJ’IVI, KOTOpble 6binn npurnawlieHbl B KOH¢)epeHLI,MIO, HO He MOAKITIYNINCE K HEN.

u kA w2

ﬂ,ﬂﬂ npurnawleHna B KOHCbepeHLI,I/IPO BCeX HeNOOKJTIOYUMBLUNXCA YHYACTHUKOB Ha>XMUTE Ha CCbUIKY Bbi3BaTb
MNOBTOPHO, 1 B OTKPbIBLLUEMCA OKHE Ha>XMUTE KHONKY anrﬂaCVlTb.

14.4. Co3paHue HOBOW KOHdepeHLUn

Mpu HaxkaTuM Ha kHonky Co3aaTth B MeHto CNMcoK KoHdepeHUMit Bbl NepeiinéTte K BbIbopy TMMNa KoHdepeHLuu:
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Nomows (7)

KoHdepeHumns

Hoeas koHdepeHymua BribepuTe wabnoH

(® BHYTpPeHHAA KOHDEPEHLINA

3alWMWEHHAA KoHGepeHUMa, AOCTYNHaA TONLKD NS
BETOPW30BAHHBIX NOKANLHLIX NONL30BATENEN, 3 TAIOKE
Ona nonb30BaTenel apyrux cepeepos TrueConf Server,
HEXOAALWMXCA B Defepalli C BallkuM CEPBEPOM,

O Nybnuyxan koHbepeHuws (BebuHap)

BOZMOXHOCTEL NOAKMHONEHWA K KOHDEPEHLMK MOCTEBLIX
nonL3osaTenel (6e3 aBTopU3aUMK), KOTOpPas NO3BONAET
OpraHW30BbIEaTE BEBUHAPE! OCTYMHEIE ANA BCEX
HENAKOWMX MO CCHITKE WM NPUIMALLEHWID W3 KaneHaaps.

D Pexum cudxponepesoia A

OTMEHA NPOAOMKUTE

Bbl MOXKeTe co3aaTh e€, BbibpaB OAMH N3 COXPaHEHHbIX paHee LabnoHOB.

NHaue nns HoBOW KOHgepeHUMM yKaxkuTe eé Tun foctyna. VIaMeHnTb ero nocne cosnaHns KoHdepeHLUn Herb3s
6yneT (HanpuMep, coenaTb BHYTPEHHIOI KOHdbepeHLuio BebUHApOM):

BHYTPEHHSS (N0 YMONYaHMIo) — Takas KoOH(epeHLmMs NMpoBOANTCH MEXy aBTOPU30BaHHbIMM MOJb30BaTeNAMM
TrueConf Server V un ctopoHHumu SIP/H.323 n RTSP ycTpoiicTBaMu (ecnu ¢ TepMuHana No3BOHUTb Hamnpamyto
no ID KoHdepeHUMU UAN MPUrNACUTb YCTPOMCTBO KaK y4YacTHWKA MeponpusaTud). ogknioveHne K Takom
KOH(epeHLMM rocTeil, He MPOXOLALLMX aBTOPU3ALMIO, HEBO3MOXKHO.

ny6nuyHas (BebuHap) — K Takoli KOHdEepeHUMM CMOTYT MOAKIOHAThCA BHELIHWE Mosb30BaTeny (roctu), ons
BXOJ[a KOTOPbIX He TpebyeTcs aBTopMU3aLms.

MakcrMarbHoe YNCNo rocTe BebnHapa onpenenseTcs Ballel uLeH3nel (B npenenax obLiero
OrpaHWYeHNs B 3aBUCMMOCTYU OT pexkuma KoHdepeHuun). [ina TrueConf Server Free cywecTsytoT cBom
OrpaHMYeHUs Ha YUCIO FOCTEN.

Ecnmn MeponpunaTne npennonaraeT nogkntovYeHne y4aCTHMKOB M3 PAa3HbIX A3bIKOBbIX FPYMn 1 BblOeNEeHHbIX

CMHXPOHWUCTOB 19 NepeBOLa BbICTYMJIEHUI Ha ApYyrue A3blKK, TO OTMeTbTe (JiaXxkoK PeXkum cuHxponepesoga.
AKTMBUPOBATb PEXUM NepeBoaa Hafo 3apaHee, Nocsie CO3AaHUs KOHpepeHLMM HeMb3s byeT ero HacTPOuUTb.
Takoke Npu 3TOM PUKCUPYETCA PEXKMM: CUHXPOTNEPEBO, BO3SMOXKEH TOJIbKO 4J15 YIpaB/IseMoro cesiekTopa. [pu
3anMcK KOHdepeHLMN C CMHXPOMNepeBoLOM byaeT CO34aHO HECKOJIbKO ayANOA0POXKeEK: 06LLas OPOXKKa 1
OoTAeNbHas ANs KaXK[oro a3bika Ha KOTopble 6bi1 HacTpoeH nepeBof,. MNoapobHee 0 HAaCcTpoliKe CMHXpoMNepeBoaa
YMTANTE B OMMCAHMM COOTBETCTBYIOLLEN BKIIAAKN.

HaxxmunTe MpoAonmkuTb 45 nepexona K HacTpoOiKe NapaMeTpoB KOHbepeHL N,

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru

116


https://trueconf.ru/blog/baza-znaniy/kak-polzovateli-mogut-prisoedinyatsya-k-konferentsiyam-trueconf.html#i
https://trueconf.ru/products/tcsf/besplatniy-server-videoconferenciy.html#terms-of-use

TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

Moppo6Hee o BebMHapax cMOTpUTE B HALLIMX CTaTbAX U BULEO:

e Y10 Takoe BebuHap?
o CoBeTbl MO OpraHM3aumm besonacHbix BebrHapoB
e VIHCTpyKUMS No NpoBefeH1to BebrnHapa

e BuOeoMHCTPYKLMSA MO co3haHuio BebuHapa

e BuoeovHCTpyKUMS No npoBefeHnto BebuHapa

MoMUMO nepeymncrieHHbIX fanee HaCTPOeK KoHgepeHLMy B €€ packnagKy MoryT 6biTb fo6aBneHbl poH 1/uam
BOAAHOM 3HaK. OHK BbIBUpatoTCa ANiF BCex MeponpusaTuii B pasgene LUntosbl »TpaHckogupoBaHue
OdopmMneHne KoHdepeHUUMU.

14.4.1. Bknagka "OcHoBHOe"

,D,aHHaFI BKJIafKa COOEPXXUT NapaMeTpbil, obg3aTenbHble Ang co3gaHung KOHCbepeHLI,I/IVII
Domouls |

KoHchepeHums

OcHoBHOE YyacTHUKM(0) Packnapka Megwna [ononHUTeNsHD

1

Hazeaune KoHpepeHLMn

BNAOENEL

BbIEPATb

PEXWM { 3
\
ABTOCENEKTOp
Bce BMART M CNBIWAT Y4aCTHWKOE, KOTOa OHW HE4WWHAKT roBOpHTE 16x160 w

YnpaBnsemeli cenexkTop
YYACTHHKM BUOAT W CMBILAT TONBKO AOKNaOYWEOR, KOTOPLIX 12x220 W
Ha3HaYaeT BeayLLNA

Bce Ha akpaHe

Boe Y4acTHWEN BWOAT W CNbILLAT APYF Apyra 49x49
Bunpeoypok
YUMTEND BUOUT M CNBILKT BCEX YYEHWKOE, 8 OHW BALAT 1 Cnbiwat 1x49

TONBKD yYMTENA

1. HdanTe HasBaHWe BalleMy MeponpusTuio — Hanpumep, "CoBellaHne oTAena MapkeTuHra'".

2. BbibepuTe BnapesnbLa Ballen KOHdepeHLMn.

Mpv NNaHNpoBaHUN KOHpEPEHUNM aAMUHUCTPATOP HasHaYaeT eé BnadenbLa (KOTopbIi aBTOMaTUYECKM
CTAHOBUTCSA BeyLUMM) U Apyrux BegyLmx. OcTanbHble poi HazHa4aloTCs NOSIb30BATENSAM Y>Ke BO
BpeMsi KOHdbepeHLn.

3. BbibepuTe pexxuM KoHhepeHLMI: BCe Ha SKpaHe, aBTOCENEKTOop, YNpaBsaeMblii CefleKTop, BULEOYPOK.

Jlorvka 3anonHeHns packiaikn B peXXnMe aBTOCENIeKTOpa C Pa3HbIMU TUMAMU MOAKIIOYEHWI MOAPO6HO
06bsAICHEeHa B [OKYMEHTALMW HA KIMEHTCKOE NpunoXkeHne TpyKoHd.

,D,J'Iﬂ ynpaBigeMoro cenekTopa 1 aBToCeNIeKTOpPa Bbl MOXXeTe YKa3aTb KONMMYeCcTBO LOKJIaga4vYMKOB.
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MakcuMarnbHoe KONMYeCTBO YHAaCTHUKOB B YPAaBIISeMOM CEJIEKTOPE U aBTOCESIeKTOPe 3aBUCUT OT TUMa
BaLle MLeH3MKn. Yncno y4acTHUKOB MoxkeT gocturaTtb 1500 (1600 c ncnonb3osaHueM pexkima UDP
Multicast). MakcManbHOe YMCo [OKIaA4MKOB B aBTOCEIEKTOPE UK yNpaBigeMoM ceiektope — 49.

BPEMSI MPOBEAEHWA G“

(O Be3 pacnvcaHna (BUpTYarnbHas KOMHATA)

(® C pacnucaHuem (3annaHupoBaHHas) 0
Epema Hayana MpogonsMTENEHOCTS Yacoeoi noac .
26.03.2024 11:00 = 08:00 © GMT +3:00

[ nosTopsaTts kawaywo Heneno

YeegomnATe 3a | 10 MMHYT ¥ | O TOM, MTO KOH(hEepeHLWa CKOpO 3aBepLINTCA

PaspelunTts npogneqve koHdepeHumn 6

— — 8

HanomwHate 0 Hauane KDH¢I£‘pEHLI|IrIM no noyte

3a30muH X salpgH X 3 HACTPOMUTH

MCnonL30Bars HACTPOAKY BAMUHUCTRATORA

9

[ coxpanuTs kak watnow OTMEHA COXPAHUTb

4. YKaXKuTe TUM 3arnycka KoHbepeHumn: 6e3 pacnucaHns (BUpTyanbHas KOMHATa) UKW C pacrnvcaHem
(3annaHupoBaHHas).

5. HacTpoiiTe Bpemsa unu perynsapHoe pacnvcaHue afis npoBeaeHns 3aniaHMpoBaHHON KOHgepeHLnu.

6. HacTpoiiTe nokas yBefoMieHWii 0 TOM, YTO KOHepeHLMs MOAXOAUT K KOHLY (aKTVBMPOBAHO MO YMOJIYAHMIO).
JocTynHo TonbKo AN 3anjiaHMpPOBaHHOM KOHbepeHUnn. YBenomneHns byayT BuaeTb Bce BefyLUne, a He TOJIbKO
Bnagened.

7. 0o6aBbTe BeAyLLMM BO3MOXHOCTb MPOANTb MeponpuaTue. [lJaHHoe felcTBne byneT JOCTYMHO B JIMYHOM
KabuHeTe, pacLUMpPeHHOM yrpaBieHM KOH(EepPeHLMeN B MPUIOXKEHNSX, @ TAKXKe MO KHOMKE B YBELOMIIEHUN O
CKOPOM 3aBepLUEHUN MePONpPUATHUS (€C/IN OHO aKTUBMPOBAHO).

8. [lob6aBbTe oTnpaBKy email-HanoMUHaHWI y4acTHMKaM MeponpuaTus. s 3Toro npeaBapuTesibHO LOJKHA
6bITb BKJIIOYE€HA COOTBETCTBYIOLLAA BO3MOXXHOCTb B HacTpolikax SMTP. Mo)HO f,06aB1Tb 40 4 HaNnoMUHaHWI 4na
OfHOM KOHepeHUMH, Ncrnonb3ya KHonky HacTpouTb. YTobbl NpuBeCcTN HAaCTPOMKN yBEAOMIIEHUI B COOTBETCTBUE
C rnobanbHbIMK, HAXXMUTE KHOMKY Micnonb3oBaTb HACTPOMKU aAMUHUCTPaTOpa.

Ecnu Bbl pefakTupyeTe KOHbepeHLMio N BUAWUTE 30eCb HAaNOMUHAHWS, KOTOpble He 106aBNany Bbl Unu eé
BragesneL, To NPUYMHON MOXKET BbITb aKTMBaLMS r106anbHbIX HACTPOEK YBEAOMITIEHUN B pazfene SMTP
nocne cosgaHus MeponpuaTus.

9. Mpu enaHu1 Bbl MOXKeTe HAaCTPOMKM KOHepeHLMM B KayecTse WabnoHa, 4Tobbl B byayLlemM co3nasaTb
KOHepPEeHLMIO C TAaKMMU XKe HAaCTPOMKaMM 33 OAMH KITUK.

14.4.2. Bknapgka "Y4yacTHUKun"

Ha ,D,aHHOVI BKJlagKe 0T06pa)+(36TC9| Konn4yecTtBo JJ,O6aBJ'IEHHbIX Y4aCTHMUKOB B KOH¢)ep6HLl,VHO (MaKCVIMaJ'IbHO
BO3MOXXHOE YMCJI0 3aBUCUT OT eé pexxmma n NMUEH3NN Ha cepBepe). ,D,O6aBVITb y4aCTHUKOB B KOHCbepeHLI,I/IIO
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MO>HO 13 CNu1CcKa nosib3oBaTesnen cepeepa, no ID, no cTtpoke Bbi3oBa (ans SIP/H.323/RTSP ycTpolicTs), a Takxe (B
ny6aNYHYIO KOHDEPEHLMNIo) MO 3JIEKTPOHHOM MoyTe.

Jo6asneHue no ID unu cTpoke Bbi3oBa

BeeguTe ID nonb3oBaTens nnm cTpoky BbizoBa ansa SIP/H.323 nnun RTSP ycTpoiicTBa B nosie NoMcKa Ha BKagke
KoHTaKTbl 1 HakmMuTe Bbi6paThb ID, 4TO6bI CAenaTh ero y4acTHUKOM KOHgepeHLumu.

Jo6aBneHue e-mail-a gnsa oTnpaBku npurnaweHus

[aHHaa dyHKLNS LOCTYMHA TOJIbKO B peXXUMe MybIMYHOM KOHepeHL MU,

[na npurnaleHmns y4acTHMKOB no e-mail copMmpyiiTe CNmMcoK U3 TakUX rocTei:
1. MNepenguTe Ha BKNaZKy D. noyTa.

2. 3anonHuTe nonst IMs 1 On. noyTa LaHHbIMU y4acTHUKA.

3. Haxmute BbibpaTb ans obasneHuns nonb3osaTesns B hOPMUPYEMbI CMINCOK.

Mocne BbIbopa Bcex nonb3oBaTenen HaxkMuTe [o6aBUTb 415 3aHECEHUS VX B CMMCOK YHAaCTHUKOB KOHepeHLn.

JobaButk yuacTHUKOB (3 / 449) X

KOHTaKThI 3. nouta BeibpaHHeie(3)

6{ BeaguTe MMA/ID Nonb20BaTenA WK 1D nogxknoueHUs

Kak no0zBuTe YTROHCTES

pynnbl »
Anexceil CeMKOo
@ semko@video.server.com
Anna bencea
@ belova@video.server.com
- VBaH MBaHoB
'- ivanov@video.server.com
MBaH KameHKos
% kamenkov@video.server.com
- Ceprei MeTpos
- !
a9 petrov@video.server.com
OTMEHA NOBABWTD(3)

Kak HazHaunTb f06aBAEHHOro y4acTHUKA BeayLUUM

1. B cnuvcke [o6aBneHHbIX yY4acTHUKOB KOH(EpeHUUW BbIGepuTe HYXXHOTO M HaXXMUTE Ha KHOMKY C Tpems
TOYKAMMU.

2. Hakmnte HasHauuTb BegyLumm.
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KondhepeHums

OcHoBHOE YyacTHUEM(4) Packnanka

Konwuuyectso: 4 / 160

+2 Q, Mowck

EneHa $ponosa
frolova@video.example.com

Oner 3nogees
Zlodeev@video.example.com

yl—IaCTHI/IK, Ha3Ha4YeHHbIN BefywmnMm, oTMevaeTco MKOHKOM 3Be31bl: —c

14.4.3. Bknagka "lNepeBon"

Momous (7)

Megwa OononHUTENBHD

Hatanea Tumo... E

X

timofeeva@video. ..

HasHauuTe BegyLLmm
Ceprein I’

petrov@video.example.com

-
13

ﬂ,aHHaﬂ BKJ1adKa 6y,EI,E‘T AOCTYyNHa TONbKO eCnkn rnpu cosnaHunm KOHd)epeHLI,I/IVI 6bl1 OTMeYeH pexxmm

CMHXponepeBoa.

TrueConf Server V nossosisieT NpoBOANTb KOHMEPEHLIMM C NPUIMALLEHNEM B HUX CUHXPOMEepPeBOAYMKOB. DTO
NMO3BOJINT MOJIHOLEHHO Y4aCTBOBATb B MEPOMNPUATIM NONb30BATESIAM U3 Pa3HbIX A3bIKOBbIX FPYMM U He yNyCTUTb
HUYEro BaXKHOMO M3 BbICTYMIeHNN. KaXkObI y4aCTHUK CMOXKET BbIOpaTh B KITMEHTCKOM MPUITOXEHUM WU B
bpaysepe (B 3aBUCUMOCTM OT TOT0, KaK OH MOAKJTIOYEH), Ha KAaKOM f3blKe NMPOCYLIATh BbICTYMNIeHME AOKTaLUYMKa.
KonnuecTBo nepeBOAYMKOB OFrpaHNYEHO TOJIbKO YMCIIOM YHAaCTHUKOB (3@ MCKITlOYEHUEM rocTei BebrHapa, M.

HUKe).

CunHXponepeBoAYMNKN BbIOMPAIOTCS U3 YNCIIA YKa3aHHbIX paHee y4acTHUKOB MeponpusaTus. [pocTo HaxxMuTe
KHoMKy [lo6aBUTb NepeBofYMKa 1 BbibepuTe C KAaKOro Ha KaKol A3blK OH ByaeT nepeBoanTb. Ha npumepe Hxke
BblbpaHa napa AHrnuiickuii - UcnaHckuid. MNpy 3ToM nepeBoAYMK BO BpeMs MEPONPUATHS CMOXET U3MEHUTb

HanpaBsreHVe NepeBofa B NpUIoXeHun TpyKoHd:

KoHdbeperums Momouls (7)
OcHoBHOE YuUacTHUEN(4) Mepeson Packnagka Pervctpauwa Megma LOononHUTensHo
MPOMEOCTE OpUrMHAaNa B KaHanax nepesoga
30%
- +
NEPEBOOYYMKHA
+ OOBABWTbL NEFPEBOOYMKA
[muTpuit PosaHos E‘“"K T :‘3h'K 2 x
by rozanovi@video.example.com yeeKmmn v RITACKIN
Esrenus Caiiko E‘Bh”‘ T E‘Bh”‘ ‘ 3 x
' sayko@video.example.com yeeKumn v bETHaMCKIN
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B ponu cuHxponepeBofunka MoXXHO [,06aBUTb nonb3oBaTens Bawwero TrueConf Server V, a Takxke
enepaTuBHOro cepeepa BUAeocBa3n. [ocTu Ny6nnyHomn KoHdepeHLUN (Kak 4obaBeHHble BpPy4HYto Npwu
NAaHNPOBAHNM, TaK N 3aperncTpMpoOBaBLUMECT CAMOCTOSTENIbHO MPU BKIIIOYEHHOW PerncTpaummn) He MoryT 6biTb
L06aBneHbl Ha PoJib MepeBouMKa.

MepeBoouMNK HE MOXKET bbITb LO6aBIeH B pacKafiKy HY B HACTPOWMKaxX KOHMEPEHLMU, HX BO BpeMs eé NpoBeaeHUs
Yyepes pacluMpeHHoe yrnpaBreHune. Bol MoxkeTe BbiIbpaTb TakMM 06pa3oM HECKOJTbKO MepeBOAYMKOB, B TOM YuCie
LNsi ONMHAKOBbIX Map A3blKOB (HanpuMep, YTObbl OAUH MOT OTAbIXaTb MOKa APYrol paboTaeT C TEMU e A3bIKaMu).

OpHOBPEMEHHO TOJIbKO OAMH HENOBEK MOXET NepeBOAUTb BbIOPaHHYO Napy B 04HOM HanpasneHuu. Hanpumep,
TOJIbKO OJMH NepeBOAYMK CMOXKET MePeBOAMTb C aHMIMINCKOrO Ha XMHAMW, HO B 06PaTHOM HanpaBneHUn (XMHAN —
aHrNUiiCcKKiA) NepeBog byneT AOCTyMNeH y Apyroro nepeBoymka.

B kaHanax nepeBofa y4acTHUKM BYAyT CrbILLATb ayAMOL40POXKKY OpuUruHana. o yMon4aHuio rpoMKoCTb
OpUrnHanbHOM peyun BbicTaBsieHa Ha 30%, HO Bbl MOXXeTe U3MeHUTb €€, BNoTb 0o 0%, TO eCTb OTKIIOUUTD.

ObpaTnTe BHMMaHWeE, YTO MOXHO OPraHM30BaTb "NMepeBof, Mo Lenoyvke" 4Tobbl HECKOJIbKO NepPeBOAYNKOB MOTN
nepeBoOAUTb 3bIKOBbIE Mapbl MNOC/Ie[0BaTENbHO APYT 33 APYroM s paclunpeHns ayautopun. lNogpobHee
YUTaNTe B AOKYMEHTALMUN KIIMEHTCKOIO MPUITOXKEHNS.

14.4.4. Bknagka "Packnagka"

MoMUMO yKa3aHHbIX Ha BKMagKe Packnaaka HacTpoek MoryT 6biTb fobaBneHbl POH 1/Uv BOASHOW 3HaK.
OHW HacTpanBaloTCs ANs BCeX MeponpuaTuii B pasgene LUntosbl »TpaHckoampoBaHue »>OdopmMneHue
KOHdepeHUuu.

MoMMMO nepeyncrieHHbIX fajiee HAaCTPOEK KOH(epeHLMM B € packafKy MOXeT 6bITb f,obaBfeHbl oH 1/unn
BOLSIHOW 3HaK BCNeACTBME OBLLMX HACTPOEK AJiF BCex MeponpuaTuii B pasgene LLnto3sbl »TpaHckogupoBaHue >
OdopmMneHne KoHdepeHLUN.

Ha naHHOM BKMafKe Bbl MOXKeTe 33aTb PacKafgKy KoHdepeHLn (B3aMMHOe pacrnosioyKeHne BUAEOOKOH
y4yacTHuKoB). [TogpobHee 0 BUAax BULEOOKOH M 0COBEHHOCTAX UX PaboTbl YATaANTE B LOKYMEHTAL UM
nosibsosatensa TrueConf Server V.

HacTpolika packnagok HeJoCTymnHa 4A pexxnMa BrLeoypoKa. B pexxrMe aBTocenekTopa 0653aTesibHO LOJIKHO
6bITb MUHUMYM 2 BUAEOOKHA BUa "aKTMBHOrOBOPALLMIA".
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KoHdrepeHuus Mosiows (7)

OBHOR y\m@l Packnaxa @a LONCMHUTENBHD
Packnagka
JNA BCEX YYACTHHKOB - B YAANUTE n

® . © @

AE00 WA
] ] T
EN BN BN BN BN BN Ik i
ID 3ANPETUTE MEHATL PACKNAKY I.@ @ @
3anoMHeHo TPHBYH: 4 1z 5 () I[z] 3ANOMHUTE nncmngul |§ OUMCTHTL En,.u.r_ocnorbll o] H

1. Lob6aBbTe HOBYIO PacKIaLKY.

2. BbibepuTe packnagky KoHgepeHuMr A8 pefakTupoBaHusa (OHa JosKHa 6bITb NpeaBapuTesibHO fobassieHa):
obuyto (o9 BCeX YY4aCTHUKOB), UHAMBUAYANbHYIO AN KOHKPETHOro y4acTHMKA (B TOM 4yucie OTAEeNbHOro
SIP/H.323 TepMuHana), nnu obuyto ana SIP/H.323 yctpoiicts n 6paysepos (WebRTC).

Yoanvute HEHYXXHYIO PacKagKy.

BbibepuTe pacnonoxxeHne BULEOOKOH B pacKiagkKe.

BbibepurTe KONMYECTBO BULEOOKOH YH4aCTHNKOB B pacKiafKe.

YKakuTe pacrnosioXkeHne MMeHU Nofb30BaTesNa B BULEOOKHE.

3anpeTnTe y4acTHUKaM KOHepeHLUNM MeHATb PaCcKIaLKy.

Bbl MOXeTe NCNonb30BaTh aBTO3aMOJIHEHWE 45 pacnpefefieHns y4acTHUKOB MO BULEOOKHAM.

OuncTnTe packnagky.

© VW X N O v kW

=Y

MepeinanTe K NpefBapUTENbHOMY MPOCMOTPY PACKIAAKN B MOJTHOSKPAHHOM peXKMMe.

—
N

OTpegakTupyiiTe packnafKy KoHdepeHun. Bbl MoXeTe nepeMecTuTb BULEOOKHO KOHKPETHOrO y4acTHMKA, a
Takke BbibpaTb €ro B Ka4ecTBe NPYOPUTETHOrO C MOMOLLbIO ABOMHOrO KinKa no Hemy. Mpu knvke Ha noboe
BWIEOOKHO [OCTyneH Bbibop ero Tuna: ®ukcupoBaHHbIl, CnyyaliHblid, YepepfoBaHue Mo BpeMeHMU,
AkTuBHorosopsimii, KoHTeHT.

12. Mepexon K BblbOpYy HacTpOeK YepefoBaHWsA MO BPEMEHU AJI BUAEOOKOH C TaKMM TUMOM OTOBparkeHus
YYaCTHUKOB. DTU HACTPOWKM oblive AN BCeX OKOH Tuna YepepoBaHMe Mo BpeMeHWM BO BCeX PaCK/afKax
KOHKPETHOW KoHepeHLMN. Bbl MoxKeTe BbIOpaTb MOPSAOK OTOBPAXKEHNS YHAaCTHUKOB 13 CMIMCKA HEMOMaBLUMX B
pacKnafKy, TMM YepefoBaHWs, CKOPOCTb CMEHbI YYaCTHUKOB:
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14.4.5. Bknagka "Megua"

HacTpoiiku yuepegosaHmna X

MopAQoK YepeaoBaHua

OrTlao5 Or5001

YYacTHUKM YepeflyloTCA 0T MEHBLIEro HOMepa cnoTa
K Gonewenmy

Tun YepedoEaHIA

3ameHUTL CmeuweHne
= "l
L
¥ i3 2
1 2 3
L L L
L1 L1 L1
<+ 5 6
Bpemna yepegosaHnA (cek)
15
OTMEHA NMPUMEHWNTE

Ha pnaHHOM BKNagKe Bbl MOXeTe 3afaThb OrpaHM4yeHund Ha Ka4ecCcTBa BUOEOMNOTOKOB A4 ABYX KaTerome

YYaCTHWKOB:

e B 6GnOKe OFPaHM‘-IEHMﬂ ANa y4aCTHUKOB — [OJ14 MOOKNHOYEHHbIX Yepe3 KIMEeHTCKME NPpUJIoXKeHU4d;

e B 6soKke TpaHcKoaMpoBaHMe — A1 NMOAKIIOYEHHbIX Yepes Yepes CTOPOHHKE MPOTOKOSbI.
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KoHdpepeHuua

OcHoeHoe YuacTHiim(1) Packnanka Megua [ononHMTEnsHO

OrPAHWUYEHWA ONA YHACTHUKOB

OrpaHuyeHHA ANA MCXONALNX BULECNOTOROE OT YHaCcTHUKOR KOH(epeHLm

Wcnonb3oBars GBoM HAcTPOMKM

Buaeo

1080p -

FPS (Buaeo)

60 -

FPS (Mokas koxTexTa)

60 -
TPAHCKOOQWPOBAHWE

MCNonkb30BaTE CEOM HACTROMKM

FPS

30 -
Januce

T20p A
SIP/H.323

T20p -
RTSP

1080p -
WebRTC

720p -

[ He cToBpawaTs cBoé Bugeo B packnagke AnA H.323 u SIP ycTpoAcTa
BrMHEHHE 3TOR ONUMA MOKET 3HaUUTENEHO YBEMWUHTL HArPY3xyY Ha npousccop

D He orofpanars ceoé suaeo B packnagke ana WebRTC yyacThnkos
BrMIHEHHE 3TOR ONUMA MOKET IHA4UTENBHO YEEMWYHTL HATPY3XY Ha NpOUECCOp

D ABTOMETHUYECKOE YBENUUEHWE BMISOOKHA AKTUBHO MOBOPALLETD YYaCTHUES

YT06bI 338aTh AJ19 AAHHOW KOHMbEepPEeHLMN CBOWN NMapaMeTpbl KavyecTBa Meamna 45 KIMEHTCKUX MPUITOXEHUN
TpyKoH, akTUBUpYITe hnaxxok OrpaHUHeHuUs ANg y4acTHUKOB >/cnonb3oBaTh CBOU HAaCTPOWKM 1 BbibepuTe
HY>XHble 3HaYeHMS B BbIMaAaoLLMX cnnckax. OrpaHmMyeHne Ha YacToTy KaApoB AJ1S MOKa3a KOHTEHTa NpuMeHseTcs
npwv 4EMOHCTPALMK B CBOEM BUAEOOKHE, @ He B OTAE/IbHOM NoToKe. [10TOMy orpaHnYeHne KayecTBa OfHO A8l
BMAE0O0KHA YYaCTHMKA, HO MOYKHO YKa3aTb Pa3HYo YacTOTY KapoB B 3aBUCMMOCTM OT TOro, 0TobparkaeTcs

AOKNaOYNK NN €ro KOHTEHT.

HacTtpoiikn 6ioka TpaHcKkogMpoBaHMe NOBTOPSIOT Takue Xe U3 pasgena Lntosel 2 TpaHckogmMpoBaHue 3a
nckntoyeHveM nyHkTa GPU yckopeHus (oH HacTpavBaeTCcs O4MH pa3 A1 BCero cepBepa BUAEOCBS3N).
AkTUBMPpYITE hiarkok Micnonb3oBaTh CBOM HACTPONKM YTOObI HA YPOBHE KOH(EpeHL MM NepeeonpenennTb
napaMeTpbl paspeLleHmnst He3aBMCMMO 415 KaXK4oro 13 HanpaseHnit: SIP/H.323 TepmuHanos, WebRTC
NOLKJIOUYEHWN, 3aMncK U TpaHcsaumn. YacToTa KafpoB 3aaéTcs ob6Luad. Huxke 3apatoTcs LONONHUTENbHbIE
HaCTpOVKM (hOPMUPOBAHUS PACKIIALOK, KOTOPble aKTUBMPYIOTCA €C/IM He 3a4aHbl ABHble PAcKIafKu And
SIP/H.323/WebRTC y4acTHUKOB Npu NiaHvpoBaHum KOHMepeHLUY UAN B PacLlVpeHHOM YrpaBieHuu.

14.4.6. Bknagka "JononHutenbHo"

I'IpM HeO6XOD,VIMOCTI/I Bbl MOXXe€TE€ HAaCTPOUTb AONOJIHNTEJIbHbIE NapaMeTpbl KOHCbeF)EHLLI/IVI.

14.4.6.1. HacTpoliku gocTyna v ynpaBneHue y4acTHUKaMM

3agparite ID 1 napameTpbl 6e30MacHOCTY AN KOHEepeHLNN:
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KoHchepeHuus Dowoue (2
OCHOBHOE YuacTHUEW(E) Packnagka Megwa [ononHUTenEHo

HACTPOIKW NOAKNHOYEHWA

(1
1D KoH(epeHLHA
brainstorm
||:| Mcnone3oeate PIN gna Bxofa B KOHdJepEHLI,HIOI ( : ) 3
PIN koHgrepedyyn (ot 4 go 10 uudp) C

I PaspelunTs BX0A NoNb30BaTENAM HE U3 CNWCKa I'IpHU'IaLLIeHHbIX@

5

HanpaenATk YYACTHWKOB B KOMHATY OXUgAHWA
YUACTHHEM NONagyT B KOHEPEHUMID TOMBKD Nocne ogoGpeHia BNagensUem UnK BegyLLIMM

KTo nonagaeT B KOMHATY OXMMOaHWA?
He3annaHnpoBaHHbIE YYACTHUKM -

YNPABNEHWE YHACTHUKAMW

(6

[0 omwnouats yuacTHUKaM MUKpOThOH NPY NOAKMKYEHUN K KOH(EPEHLMIN

[ otuniouats yuacTHukam kamepy Npu NOAKMOHEHIN K KOH(EPeHLLM

[J 3anpetuts ayanopennmkm

1. BpyuHyto ykaxkuTe ID koHbepeHLuUN AN yrnpoLeHns MOAKIOYEHNS yHaCTHUKOB.

2. AkTuBupyliTe ncnonbsosaHue PIN-Kofa ona NoLKIto4eHUs K KOHepeHUUU. TO AOMNOSIHUTENTbHO MOBLICUT eé
6€e30MacHOCTb, 3aLMTUB OT HeXXeslaTesIbHbIX YYacTHUKOB JaXKe ecsN Yy HUX ByAeT CCblfIKa Ha Heé, HanpuMmep, B
cny4Yae npoBefeHuns BebuHapa. [Npu BbiCTaBfieHUM JiaXkka aBToMaTudeckn bynet creHepuposaH PIN-kog, Ho
Bbl CMOXXeTe U3MEHUTb ero B nose Huxe. Vicnonb3osaHune 3awmntbl PIN-KogoM HepoCcTynHO npu akTMBaLMm

perncTpauum Ha nybnnyHyto KoHdepeHuuto (BebuHap).

YT06bl HanpaMyto nogkatounTbes ¢ SIP/H.323-TepMurHana K 3awmiwéHHoMy PIN-KogoM MeponpusiTuio,
TpebyeTtca nobasuts PIN uepes 3anaTyto nocsie ID KoHdepeHLUMM B CTPOKE BbI30Ba:

@0<conf_id>,pin@<trueconf_server>:<port>

3. PyuHoe 3apaHue PIN-koga, nnn ero nepereHepaumst ¢ NOMOLLbIO KHOMKMU .;:j

4. PaspelunTte nosb3oBaTeniaM 6e3 NpurialleHns NpucoeamHaTbC K KOHdepeHUMm (TOMbKO A BHYTPeHHe
KOHepeHLMK).

5. AKTUBMpPYITE KOMHATY OXXMAaHusa ons MeponpusTus. [Tpn 3ToM Bbl CMOXKeTe BbIbpaTb, Kakasi KaTeropus

y4acTHUKOB ByneT B Heé nonagaTb. 05 BHYTPeHHUX 1 Ny6NMYHbIX KOH(EePeHLMIA CMUCOK HEMHOMO pasfivyaeTcs.

Bo Bcex cnyyaax SIP/H.323/RTSP nonktoveHUss CHMTAOTCS y4acTHUKAMK C Apyrux cepeepoBs. Hanpumep, ecnu
TEPMMWHaJ 3BOHUT B KOH(MEPEHLMIO NN NPUIIALLIAETCS B HEE, OH MOMaAaeT B KOMHATY OXUAAHWS Npw
BbICTaBJIEHUM BCEX HAaCTpoeK, KpoMe TosbKO rocTu A5 BebuHapa.

Bbibop kaTeropuii Ansa nonafaHusi B KOMHATY OXXMOAHWUS He AOCTYMeH NpU aKTUBaL MM perncTpaumnm B
ny6MyHyto KoOHbepeHumio (BebUHAPp). B 3ToM cryyae Npu akTUBALMKM KOMHATbl OXXMAAHNS B HEl
OKaXXyTCs BCE YHAaCTHUKM, KPOME BNafenbla 1 BeLyLnX.

Kateropuu, KoTopbie MOXXHO yKa3aTb A48 My61uYHbIX KOH@pepeHUnI:

e Bce Y4aCTHUKHN (KpOMe BNagenbua “ BeJII,YLUMX) — B KOMHATy OXXWOaHUN4A nonanyT BCce Kpome BegyLynx v

BJs1agesibya, B TOM YMUCne 3aperncTtpmpoBaBLlLnecd y4aCTHUKN,
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° HeBaI'IHaHVIpOBaHHbIe YH4aCTHUKUN U TOCTHU (Bbl6paH I'IO-YMOJ'l‘-IaHl/IIO) — B KOMHATYy OXXUpaaHuna rnonagyr.

o

o

BCe He ﬂpMI'ﬂalLIé"HHble 3apaHee [0 Ha4ana KOHCbepeHLI,l/II/I nosib3oBaTenn Ballero cepBepa (KOTOpre
3BOHAT CaM B KOHCbepeHLI,I/IIO/BJ'Ia,EI,EJ'IbLI,y, MIN BbI3bIBAOTCA NOCS1e HaYala MepOI'IpVIﬂTVIFl);

BCE He MpUraalléHHblEe 3apaHee N0 Havana KoHdepeHUMN Nonb3oBaTeNn APYroro cepBepa, C KOTOPbIM y
BacC HacTpoeHa degepauus;

BCe roctu.

B KOMHaTy O)KUAaHUS He nonagyr.

o

o

npurnawérrple 3apaHee 0,0 Hayana KoHdepeHLUM NMonb30BaTeNM Ballero cepeepa;

npurnawénHple 3apaHee 0O Hayana KoHgepeHuMM Mosib30BaTeNiv OPYyroro cepsBepa, C KOTOPbIM Yy Bac
HacTpoeHa defepaums;

3aperncTprMpoBaBLLUMECS YHACTHUKM (T.K. yyKe HaXoOsaTcs (paKTUYECKM B CMUCKe NPUTrNawéHHbIX);
nonb3oBaTenn Bawero W cdenepaTMBHOrO CepBepa, KOTOpble OblV ApurialeHsl 3apaHee, HO He

MOOKIIOYMIINCE MPU CTApTe W 3BOHSAT MOTOM BO BpeMsl KOHMEpeHLMN caMu fIMbo MosiyyatoT MOBTOPHbIN
BbI3OB.

e HesannaHMpoBaHHble YHAaCTHUKUN JPYruX CEPBEPOB U FOCTU — B KOMHATY OXUIAHWS NOMNaLatoT TOMbKO FroCTU
(332 wcknoYeHNEeM 3aperncTpupoBaBLUUXCS) U He NMpUraaléHHble 3apaHee MnoNb3oBaTenu denepaTUBHOMO
cepBepa.

e TonbKoroctu-sB KOMHATY OXXWUOaHUNA NoNagatoT TOJIbKO rocTn (33 NCKNTIoYeHneM 3aperMCTpMpOBaBLUVIXCF|).

Kateropuu, KoTopbie MOXXHO yKa3aTb A4J15 BHYTPEHHUX KOHGbepeHymi(NpaBuna paboTatoT aHaIOrMyYHO
BebMHapaM, HO 3a UCKITIOYEHMEM FOCTel 1 3aperncTPUPOBaHHbIX YHaCTHUKOB):

e Bce y4yacTHUKM (KpoMe Bnagenbua u BegyLumx)

e HesannaHupoBaHHbIe y4aCTHUKM (BbIGPaH No-yMONYaHMIo);

e HesannaHupoBaHHbIe YHaCTHUKM APYrUX CEPBEpOB.

6. HacTpoiiTe aBTOMaTHyecKoe OTKIItoYeHEe MUKPOMOHa 1 KaMepbl 418 BCEX YHACTHMKOB MPW MOAKIIIOUYEHNM K
KOHdepeHLMK. TakKe NpyY HEOBXOANMOCTM 3aNpPeTUTE UM BO3MOXKHOCTb MPOM3HOCUTb ayAMOPEensIMKM (BOCTYMHO
TOJNbKO B YNPaBliieMOM CeleKTope).

SIP/H.323 TepMUHanbl UTHOPUPYIOT hIaXKKM OTKJITIOUYEHUS KaMepbl U MUKPOMOHA NpW MOLKITIOYEHUN K
KOHepeHLUK, YTOBbI YNYULLINTb COBMECTUMOCTb C PEXXMMOM aBTOCENEKTOPA.

14.4.6.2. 3anucb 1 TpaHcnALMSa

Huyke AKTUBUPYIOTCA 3anNNCb 1 BeLaHNe MepOoNpuUAaTnd:

3AMUCb

BKMIO4YMTE 3aMMCh KOHEPEHLIMA

TPAHCNALWMK
BKMHOYWTE TRAHCNALMID

BriGpaTte npecet hd

1. Bbl MO)XeTe BKJIOUMTb 3anucb KoHdepeHuuM (cM. onvcaHve pasgena 3anucu). Ecnn paHHas dyHKuus
aKTVMBUPOBaHa, TO MHGOpMaLna 06 3ToM byneT oTobpaXkeHa Ha CTpaHyLEe MEPOMNPUATUS, @ Blaferlel, CMOXeT
YyMpaBAaTb 3aMucblo (CTaBUTb Ha May3sy v NpoAosiXKaTbh) "Ha neTy" Bo BpeMsl KoHdepeHuun. Bce yyacTHUKM (B
ToM umncne u ¢ SIP/H.323 TepMuHanos n B 6paysepe) bynyT BUAETb UTO MAET 3annCb MEPOMPUSATUS, HO HALO
aKTMBMPOBaTb MHOMKATOP B pasfene 3anucu.

2. Hmxe Bbl MOy)keTe BKJIOUYMTb TpaHCAaunto KOHdDGPGHLI,VIM. ,D,J'Iﬂ 3TOro Bbl6epVITe LwabnoH TpaHCchdunm B
BbliNagakoLlieM Crnncke (CM. onmncaHue pasfgena TPaHC.HSILl,I/IVI).
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O6paTnTe BHMMaHWe, YTO CO3AaBaTb LLAGMOHBI AN1S TPAHCAALMIA MOXHO TOJIbKO B MAHENV yrnpaBrieHuns
TrueConf Server V. Nonb3oBaTenn B NNaHNPOBLLMKE CMOMYT TOJIbKO BblIBpaTb 13 y>Ke roTOBbIX LWAbNoHOB
TOT KOTOPbIV MM HYXEH.

14.4.6.3. Cnocobbl nogkntoveHuns, MCU-pexxum, UDP Multicast

HacTpoWiTe Hy>XHble napaMeTpbi:
CNoCoBbI NOAKNHYEHWUA K KOH®EPEHLIMM

WMcnone3oeaTte CBOM HACTPOMKK
KNnueHTCK1ME NpUNoXeHns
WebRTC
[ QR-kon

[ sIP/H.323 TepmuHans

MCU PEXWUM
[J Brnounts MCU peskim

OfecneqyyeasT MaKcHMansHoe kadecTeo enaeo anA SIPMH.323 n WebRTC y4acTHMKoE.

HepgocTynHo AnA NOOKNKYEHWA Yepes KNHeHTCKHE NPUNoXeHWA

UDP MULTICAST

O Bknwouuts UDP Multicast

1. MoykHO BbIbpaTb CMOCOBbI NOAKIIOYEHMS K AHHOMY MeponpuaTuio B 06xon 06Lmx HacTpoek. Hanpumep, ecnn
NNLEH3Me OrpaHNYeHO YMCIO MOAKIIYEHUI Yepes LWIt03 U B KOHMEPEHUNN He OXKXNAAeTCA NMOAKITIOYEHUI C
TEPMUHANO0B, TO MOXXHO OTKJTIOUMUTb BOObLLLEe Takol cnocob. ObpaTuTe BHMMaHMe, YTO faHHAs HacTpolKa byaeT
HepoCTyMnHa Npu akTuBaumm pexxmma MCU.

2. Ecnn B KoHdepeHummn byayT Tonibko SIP/H.323/WebRTC/RTSP y4acTHUKM, TO MOXXHO aKTUBMPOBATb PEXUM
MCU. B 3ToM cnyyae 06paboTka NOTOKOB Ha cepBepe byneT onTUMM3MPOBAHA NOA, NMOAKIIIOYEHMS Yepes L03,
a BbI6bop cnocoboB NoaktoveHnsa cTaHeT HeJocTyneH. K KoHdepeHLMn MOXHO byaeT NoAKIOYUTLCS TOJbKO C
SIP/H.323 TepmuHana nnu bpaysepa, a Takxe npucoeguHntb RTSP kamepy.

3. Mpu HeobxogumocTn BkounTe pexkum UDP  Multicast, noppobHee o HEM pacckasaHo B onNucaHuu
paclmpeHnin. IToO MNO3BOAUT BaM YBENWYUTb UYUCIO YYaCTHUKOB KoHdpepeHuun (go 1600 B perkmmax
CeneKTOPHOro COBELLaHWs), MPY 3TOM He byLeT 3aBMCMMOCTM YMCIIA YHACTHMKOB OT Yncna TpubyH. Hanpumep,
Bbl CMOXXeTe CO3[aTb YNpaBfisieMblli CenekTop unm aBtoceniekTop Ha 1600 yyacTHWKoB u 36 TpubyH nns
LOKMaa4MKoB. Ho Mpy 3TOM eCTb MHOYKECTBO YKa3aHHbIX HUXXe OrpaHUyYeHuni.

Mpwu BbIbope pexkvma UDP Multicast nofkntoyeHne K KoHepeHL MU No CTOPOHHNM MPOTOKOIaM
(WebRTC, RTSP, SIP, H.323 1 T.4.), 3anucb BUAEOKOHMEPEHLMM Ha cepBepe 1 TpaHcaumm byayT
HeOOCTYMHbI.

Mbl pekoMeHyeM BKOYaTb AaHHYO OMNUMIO TOJIbKO B C/ly4Yae HaNiMuus y Bac OCTaTOYHOM
KBanuUKaumm B CETEBOM agMUHUCTPUPOBAHUN U YBEPEHHOCTU B NOAAEPXKKE AAaHHOM TEXHONOrMM B
BalLien ceTu.

Ecnv Bale ceTeBoe 060pynoBaHMe He HACTPOEHO Ha paboTy B pexxume UDP Multicast, To Bo Bpems
KOHepeHLUMM B 3TOM pexxnMe Bce €€ yHaCTHUKM YBUAAT NWLLb YEPHbIN SKPaH.
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4. Mpw akTuBaunm pexknuma UDP Multicast ykaxxkuTe MynbTuKacT/6pogkacT IP-agpeca. o yMonyaHuio JaHHoe
noJsie 3anoJIHeHO TakMM 3HayveHneMm: 224.0.1.224:4000-6000.

14.4.6.4. OTnpaBkKa npurnaweHunii U onucaHue KoHdepeHumm
HaCTpOVITe OTNpPaBKU email—npmrnaLueHMVl M 0ONOJIHNTEJIbHOE ONMCaHNe MeponpuaTna:

NPUMMALIEHWA

OTnpaewTe NpUrnalleHWsa y4acTHUKaM KoHepeHUMK no e-mail
MECTO NPOBEOEHWA

Hazeanwe

OMUCAHKME

B IT US == & i Noma 2

1. BkntounTe oTNpaBKy NpurialleHnii y4acTHUKaM KoHdepeHummn no e-mail (no yMonyaHuio akTMBMpOBaHO). ITa
onuus AOCTyNMHa TONMbKO A 3amnjaHMPOBaHHbIX KOHMEpPeHLMIA MpU YyCIoBUU HACTPOEHHOW MHTEerpaumm c
SMTP cepsepom.

Mpu pegakTMpoBaHMM paHee CO3AaHHON KOH(epeHUMY JaHHbIV hIaXKOK 6yaeT CHAT HE3aBUCMMO OT
HacTpoeK Npu eé co3naHnKn. DTO LeNlaeTcs CNeLnanbHo A4S TOro, YTobbl NpefoTBPaTUTb OLUNBOYHYIO
MOBTOPHYO PACcChINKy NPUINALLEHNI NPy pefakTUpoBaHUn MeponpuaTus. Ecnv Bam TpebyeTcs BHOBb
aKTMBUPOBATb PaCChINIKy MPUrfalleHnin Ans KoHgepeHummr (HanpuMmep, Npy LobaBfieHUW YH4aCTHUKOBY),
OTMeTbTe BPY4HYto priaxkok OTNpaBUTb NpUrnalleHUs y4acTHMKaM KoHdepeHuun no e-mail.

2. YKaxkuTe MecTo npoBefeHns KoHdepeHuun (byaeT nokasaHo Bo Bknagke MHdopMauma Ha eé cTpaHiiLle 1 B
CMNCKe KoHgepeHuuit).

3. [lobaBbTe cONpoBOAUTENbHbIV TEKCT K MJIAHUPYEMOMY MepONpUATUIO (HanpuMep, onncaHne AOKNagoB
YYACTHMKOB WUJIM MPOrpaMMa MeponpusaTua). DTOT TeKCT byaeT oTobpaXkaTbCa Ha CTpaHULEe KOHdepeHLun.

14.4.7. OrpaHuyeHusa ans BebuHapos

Ecnu npu cospanunm koHdepeHLuy 6bi1 oTMeveH dnaxok MNybnnyHaa koHdepeHuus (BebuHap), To LaHHas
BK/aAKa Takxe byneT cofeprkathb:

1. HacTpolikun paspelueHnin ofsi Nosib3oBaTeNe-rocTemn.

2. MapaMeTp [Ang OrpaHUYeHWs KOJiMYecTBa rocTell Afig AaHHoro BebuHapa (Mo yMOMYaHWio OHWM CMOryT
NPUCOEAUHATBCA MOKA He 3aKOHYATCA CBOBOIHbIE MOAKIIOYEHMA B COOTBETCTBMM C Ballel nuueH3uen). 1o
MOXXeT 6blTb MOSIe3HO NpU MapassiesibHOM NPOBeLeHUN HECKOJIbKUX BEOMHAPOB U pacnpefenieHn rocTeBbIxX
MeCT MeXXay HUMW, NN ecnin MeponpuaTue no popMaTy npennosiaraeT orpaHUYeHne Ha YMCIo crlyllaTenen
(HanpumMep, nekumsa):
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KoHtpepeHuus Momous

OCHOBHDE YuacTHurm(1) Packnagka Peructpaumws OononHUTeNsHO

BO3MOXHOCTH MOCTEHN

PaapewwmTe oTnpaeky coobleHui
PaspelunTe oTNpaeky aygmo

PaapelunTs 0Tnpasky BUOEo

OrpaH14MTL KOMMYECTBO rocTel

YyacTue B koHdpepeHunn yepes WebRTC gocTynHo ans nonb3oBaTenei 4eCKTOMHbIX U MOBUIbHbIX
6paysepos Mozilla Firefox, Safari, Google Chrome u npyrux Ha ocHoBe Chromium. KonuuecTso
rOCTEeBbIX MOAKIIOYEHWI PErynmpyeTcs NULEH3NEN.

14.4.8. Bknapgka "Peructpauyus”

B cnyyae cospaHua nybnunuHomn koHdepeHummn (BebuHapa) bynet goctynHa Bkiagka Peructpaums. C eé noMolubio
Bbl MOXX€Te HAaCTPOUTb NMapaMeTpbl CAMOCTOATENIbHON PErucTpaLMm YH4aCTHUKOB-IOCTEN Ha BalLeM OHJIalH-
MeponpuaTUM (TOJSIbKO AJi 3amnfaHNPOBAHHOM KOHpepeHUnun):

KoHdepeHums
OcHOBHOE YuacTHmkiA(1) Packnagka PerucTpaums JononHUTensHO
1
BKMOYMTE PETUCTPALMIO B KOHDEPEHLMA
BCE MONs2082TeNH, KPOME NPUINAWEHHLIX YY3CTHHKOE, CMOTYT MOGKIFIYMTECS K KOHDEPEHLMK TOMEKO NOUIE PETMCTRALMI

3AKPbITUE PETMCTPALIMK

(2)

O BE3 orpaHuueHns
O B MOMEHT Hauana koHdepeHLmn
O B MOMEHT 3aBEpIIEHHS KOH(DEPeHLMA

@ HacTpoiika no BpeMeHu U JaTe

BeiflepuTe BpeMA U 43Ty Hauana BeifepuTe BpeMA 1 43Ty DKOHUSHHA
20.05.2022 13:00 = 20.05.2022 15:00 =

I 33KpbIBATL PETUCTPALIAIO NPH JOCTMXEHMH MAKC. KOMMUECTBA MECT B BbIBPAHHOM DEXMME KOH(EPEHLIMM !
3

I [J PaspewwTs nogknioueHie a5TOPUI0BAHHBIM NONb30BATENAM CEPBEPa GE3 PETUCTPaLMK
(4)

HACTPOWIKA ®OPMbI PEFTUCTPALIMU

HacTpoiiTe hopMy perncTpaumy 1 onpegenvTe o4epeaHoCTL Noneit.

Tocne coanaHIs KoH(EPeHUMM, PEaKTHPOBaHHE GopMel GYIET HefocTyNHO

Hazsanue nona 0Obr3aTensHoe none

OTobparaemoe HMA
3NeKTPOHHAA NoUTa
JomxHocTs

OTKyna yaHanm o BebuHape? D

1. BkntoueHue pernctpaumm (no yMosiyaHuio oTKIoHYeHa).
2. YKasaHue BpeMeHU 3aKpbITUS perncTpaumm:

o bes orpaHu4YeHUss — [OCTYMHO TOJSIbKO AJi MepUOLMYECcKU MOBTOPSOLWENCS KOHpepeHUnn, ocTaBnseT
pernucTpaumio Ha Heé NOCTOSIHHO OTKPbITOM;

© 2010-2024 AO «TKC». Bce npaBa 3awmieHbl. www.trueconf.ru 129



TrueConf Server V PykoBoacTBo agMmuHucTpaTopa

o B MOMeHT HaYana KoHdepeHLMM — perncTpaLms 3aKpoeTcs nocsie cTapTa BebuHapa;

o B MoMeHT 3aBeplueHUsi KoHdepeHUUn — perucrtpaums 6yneT [OCTYyMHa BMNOTb A0 OKOHYAHMS
MeponpusaTus;

o HacTpoiika no BpeMeHU U gaTe — py4yHOe yKasaHue nepuoga 4OCTYMHOCTU perucTpaunm.

3. ABTOMaTuM4eckoe 3aKpblITNe perncTpaumm Ha BE6MHap nocrsie JoCTn>XeHna MaKCMMaslbHO BO3MOXXHOIO YM1csia
y4aCTHUKOB A4 Bbl6paHHOFO peXxxknma.

4. PaspelueHue ntoboMy aBTOPU30BaHHOMY Ha CepBepe Nosb30BaTeNto MOAKIOUYNTLCS K LAHHOW KOHdepeHLUmm
nocne eé Havana. B 3Tom cnyyae noboli nosib3oBaTeNb Ballero CEpBepa MOXKeT aBTOPM30BaTbCS Ha CTpaHuLe
KOHepeHLUN 1 [06aBUTb Cebsl B CMUCOK NPUTIALLEHHbBIX YHAaCTHWKOB, HaXKaB KHOMKY Y4acTBOBATh.

5. HacTpoiika noneii B hopme pervctpaumn. Bol MoxeTe nepemMeLlaTh UX MblLLbLO, MOTSHYB 32 CTPOKY C HY>KHbIM
napaMeTpoM, 1 OTMETUTb priaXKKaMu Te 13 HUX, KOTOpble 0b6s3aTeNbHbI AN19 3anoHeHus. HacTpolika LaHHbIX
noneli BO3MOXHa TOJIbKO NMPW CO34aHUN KOHepeHLUN 1 HeLOCTYMHa Npu eé pefakTUPOBaHUN.

6. Mepexop K BbIbopy 0TObpaXkaeMbIx Ha hopMe perncTpaunm nonemn, LOCTyneH TONbKO NPY CO3LAHNN
KOH('bepeHLI,I/IVI. Bbl MOXKeTe Kak YKa3aTb CTaHOapPTHbIe NOoN4, TaK U 4ONOJIHNTENTbHO ,D,O6aBl/ITb CBOW COBCTBEHHbIE
(80 10 wTyK) c nomoubto kHomnku Co3gaTh none:

Hacrpolika dopmbl perucrpaumm X
OTobpaaemoe MMA |:| Non#HOCTE
INEKTPOHHAA NOYTa TenedoH

[ opratmzauma
A ONoONHUTENbHbIE NOMA

OTKyOa y3Hanu o eebuHape? »

CO3[ATb MONE

OTMEHA NMPUMEHWTD

Mocne coxpaHeHUs HAaCTPOEK Ha CTpaHWLe NyBINYHOW KOH(EPEHLMM NOABUTCS BO3SMOXHOCTb PerncTpauum Lis
y4acTusi B Heit, 0 YEM NofApobHee pacckasaHo B [OKyMeHTauuu nonb3osatens TrueConf Server V:
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$BTruelonf —.

video.company.com

0630p 06HOBNEHUN

3APETMCTPMPOBATBCR B o

20
Yacos

KOHTaKTHI 3AMBHACTRATODS CEpBena
© 2072 TrueCont. Bee npasa 3aupaness

OBABMTH B KANEHIAPB

49

Cex

29
MunHyT

20.05.2022,

13:00

Crymsa pasoraeT ka N0 s mupeokoHhepesycns TruaCont Server Bepcun 5.2.0.10020. Noapoéses 1A www truecont ru

YT06bl NOCMOTPETb CNMNCOK 3aPerncTpMpPOBaHHbIX TaKMM 06pa3oM NoJib30BaTeNel, NeperiamMTe Ha BKIIAOKY

YuacTHuMKM nocsie Bbibopa BebrHapa B cnucke koHgepeHuuii. ID rocten 6yayT HauMHaTHCA C

CnucoK KoH(pepeHLni

(o |

Bpema H...

Hazsaune T
W Mozrozoii wrypm Bez pacnu...

B 06z0p obHoBNEHMI 20.05.2022...

14.5. LLIa6bnoHbI

Bnapeney

Bacumid Y...

Anna beno...

Pexum CID

Buneocens... \c\345720... WHopMauma

#guest2:

Oomows ()

Yuactauku(0/4)

Buoeocene... \c\780746...

Mownck

YuacTHukm koHdepeHymu (0)

Crvcok mycT

MpUrnalleHHble yYacTHHKAY (4)

Anna beno...
s B belovar. +

Wean HWBaHoB
aa B #quest2:7fd...

Bbopuc lNoayHos
W #guest2:517...

WHra CMMpH...
. #guest2:71f...

[aHHbIl pasgen no3sosigeT agMUHUCTPATOPY CepBepa Co34aBaTh HOBbIE N PefaKTUPOBaTb COXPAaHEHHbIe
WwabnoHbl KoHepeHLnn. CoxpaHeHWe WabIOHOB TaKXXe LOCTYMHO BO BPEMS PeJaKTUPOBaHUS KOH(EpPeHLM.

MNpw co3paHumn KoHdepeHL MM 13 LWabroHa cbpacbiBalOTCS HACTPOMKM NIaHNPOBaHUS (OHa CTAaHOBUTCS

BMPTYanbHON KOMHATOW MO-yMOM4aH

VIIO), HO OCTalTCAa cniegyrouime napamMeTpbl:

° MH¢)OpMaLI,I/Iﬂ oeé Ha3BaHUU, pexxmMme 1 Bnanenbue;
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® CMWCOK YYaCTHUKOB;
e MapameTpbl U3 BKNagkn JononHutenbHo (kpoMe ID KoHdbepeHUnn);

e 514 nybivyHOro MeponpuaTus (BebuHapa) — Mocne BbICTAaBMEHUS HAcTPOeK MNaHMPOBAHUS CTaHOBATCS
LOCTYMHbI MApaMeTpbl PErNCTPaLMKN, COXPaHEHHbIe B LWabsioHe (KpoOMe BpeMeHW 3aKpbiTUsi perucTpaunm).

ObpaTunTe BHMMaHKe, 4To none Bnapgeneu nokasbiBaeT, KTo fo6aBm WAbMOH, a He BNagenbLa
CO3[,aBaeMol U3 Hero KoHdepeHuMn. B paccMaTprBaeMoM HUKe NpuMepe agMUHUCTpaTop fobaBun aBa
wabnoHa — "LLIabnoH coBewanna" n "BebuHap", B To Bpems kak AHHa CepoBa fobasua WwabnoH
"MpofaXkn" U3 NiaHnpoBLLYKA B KIMEHTCKOM MPUSTOXKEHUN UMM JINYHOM KabuHeTe.

CospaHuve 1 pegakTMpoBaHe WABMOHOB NMOYTU HUYEM He OTIMYAETCS OT CO34aHUS U pefakTUPOoBaHNs
KOHbepeHuUi.

Cnucok wabnoHos @ Nomous (7)
o oo [
——

Hazeauue Bnageney Pexim Tun
BefiuHap AgMUBMCTPaTOp Bugeoypok [eé3] . Wudopmaums YuacTHuku(1)
Mpogaku AnHa Cenosa BupeocenekTop 5]
LLlabnoH coBewaHna
LUabnoH coBelaHus AOMUHWCTPATOR Bugeocenskrop |‘§|
Bnagenew AOMUHUCTPATOP
THUM 1 PEXUM BHyTpeHHaA, BuoeocenexkTop 6x420
CospaH 14.10.2021 14:58:19
M3mMeHeH 19.10.2021 15:23:37

Menegmep wabnoHos

@ n .I CosaaTe KoHthepeHUMIo I

cRE=——
©- =]

1. Co3paiiTe HOBbIN WAGNOH KOHdepeHL M.

2. Bocrnonb3ynTech COXpaHEHHbIM LLIABMOHOM 15 CO3AaHNA KOH(epeHLMI C TUMUYHBIMU NapaMeTpaMu.
3. OTpenakTupynTe COXPaHEHHbIM WAbMOH KOHMepeHUnN.
4

. YOanuTe HeHy>XHbI LabroH.

14.6. TpaHcnauum

B naHHOM paspesie MOXXHO CO34aBaTbh U HACTPaMBaTb KOHMUIypaLMKM BeLLAHWS, UCNOb3yeMble NPy CO3LaHUN 1
pefaKTUPOBaHUM KOHpepeHL M.

[lna co3paHus KoHdUrypaumm HaxxmMmTe kHonky [lo6aBuTb KoHdUrypaumio. B nossusLueMcs oKHe BbibepuTe
HY>XHbIA TUM TPAHCASLMN:
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Tpancnauma uepez obnako CDNvideo

BE,EIYLLI,I:"IH CepBUC MO O0CT4BKE KOHTEHTA WM OpTraHMZaUnie

TPaHCNAUMA. Myl aETOMATHUECKW COZA3AMM AMNA Bac ABTOMaTHUECKan HACTPOKA
tDNVIdED YUETHYHY 2aMUCE U BCE HACTPoMM, OOpPaTUTE BHUMEHHE,

UTO YCIYra TPAHCIALMK NMPefocTaENAETCA COMMAcHD MW BORTK, BCAM Y BAC VHE eCTh

YCIOEWAM WCMONBZ0EaHWA W TapudaM cepenca BHKAYHT

CDNvideo.

TpaHCNALMA Yepes CTOPOHHWE CEPBHUCHI M NPOAYKTDI

‘:'? WOWZA  Mbl nogrotoBuny Heckonsko WwWabnoHoe HaCTpoex ana
OpraHuBaLMy TPaHCTALMA YBPEs APYTHe NonynApHsIe

Yu" T”he peleHua. BelbepuTe noagxofAWmMi ANA BAC BAPWMAHT W

CneayiiTe MHCTPYKLIMAM.

NobaBuTb WabnoH

PyuHaa HacTpo#AKa
Ecnwm Bzl He BouTecs ad0Bpeematyp RTSP Push wnu RTSP Pull, To BaM coga.

Becb NPoLECc HACTPOMKK TPaHOIALMK B BALWX PYHaX.

HacrpowuTb

14.6.1. Co3paHue HoBoW KoHbUrypaumu BewaHus Yepes cepsuc CDNvideo

Mo KAMKY Ha KHOMKY ABTOMaTU4YeCKasi HACTPOMKA OTKPbIBAETCA OKHO CO34aHUs HOBOM YYETHOM 3anmncu Ha
cepsuce CDNvideo. na nponofixkeHus TpebyeTca Hanuyme coegmHeHus ¢ IHTepHeToM Ha [MK ¢ ycTaHOBMEHHbIM

TrueConf Server V:
CozfaaTh HOBYH0 KOH(DUIypayuvr
CepBHC TPAHCNALMM: 1

| " CDNvVideo [ #msosmscmssecomean

(2 Ha gakHeld e-mail OygeT zaeegeqHa 2anucs B cepeuce CONvideo.

I admin@mail.company.com
'Iu Haxwman kHonky "Co3gaTs", A NOOTEEPMOAKD, UTO 0ZHAKOMUNCA C TapudiaMH U YCNOBUAMM I

3

4)

1. Ecnn y Bac y»ke ecTb y4éTHas 3anucb CDNvideo, Ha)xxMuTe Ha 3Ty CCbINIKY, YTO6bl OTKPbLITb MO BBOAA BaLLMX

JNIOTMHa 1 NapoJid OT 3TOro cepBuca.

2. Anpec 3NMeKTPOHHOW MOoYTbl, K KOTOPOMY byfAeT npuBa3aHa HoBas y4€THas 3anuncb Ha cepsuce CDNvideo. Mo
yMoJl4aHuWIo NoAcTaBnseTcs agpec agMuHucTpaTopa TrueConf Server V.

3. Co3paBas y4éTHyto 3anucb Ha cepuce CDNvideo, Bbl 0693aHbl COracuTbCs C YCIOBUSIMU MCMOJIb30BaHUS

3TOro cepBuca.
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4. CoxpaHeHue BbIOpaHHOM KOHMUIypaumnm BelaHmus.
Kak nogkntounTbes K BewwaHuto Ha CDNvideo

LocTyn K TpaHCNsaLMM KOHepeHLMN OCyLLLeCTBAAETCA C Ntob6oi MHTpaHeT unu VMiHTepHeT HTML-cTpaHuubl, Ha
KOTOpoOU pasMeLléH BumkeT ¢ BuaeonneepoM CDNvideo, KoTopblii MpourpbiBaeT TeKyLLYO KOHbepeHLuto.
BeluaHne aBTOMaTUYECKM HAYHETCSA NpUY MOSBIIEHUN B KOH(EepeHLUMM YyH4aCTHUKOB; B Clly4ae yrnpasisemMoro
cefleKTopa — Mnpw NosiBNIEHNM YHaCTHUKOB Ha TprbyHe. Kof BUIXKeTa YHUKAJIeH U HAaCTPOEH Ha BelllaHne TOJNbKO
TeKyLLel KoHepeHLUn.

YT06bI NONYy4nTh KOZ4 Bugeonseepa CDNvideo:

1. MNepengnTe Ha CTPaHULY CO CMUCKOM KOHMEPEHLNI .

BbibepuTe 3apaHee HaCTPOEHHYIO /15 BELLL@HNS KOHdepeHLMio.

Ha>kMuTe B 60KOBOW MeHI0 CTpaHuLbl Ha ccbiiky MokasaTe nonHyo uHdopmaumio.

MeperignTe No ccblnke psaoM ¢ Hagnucobto MHTerpauus.

ok W

CkonupynTte HTML kop Bugeonneepa.
HMuTerpayma X

HTML kon nneepa

<iframe src="https://trueconf-api.cdnvideo.ru/v1/player/?
stream_uid=aewEIPXmhZ&html5=True" width="480" height="320"
frameborder="0"> </iframe:>

CKONUPYHTE CCbINKY Ha TPaHCNALMIO:
rtsp://video.company.com/c/webinar

OK

14.6.2. TpaHcnauus Yepes CTOPOHHUE CEPBUCHI U NMPOAYKTbI

OT0T pa3fen COAEePXKUT 3apaHee NMOAroTOBNEHHbIE HaMU LLIABMOHbI HACTPOEK A5 MOMNYNSAPHbIX PeLUueHui Ans
OpraHM3aLmMmn BelLaH1s KaK B CETU NPeanpusTui, Tak n yepes ViHTepHeT. [Ins nepexona K AanbHenmm
HACTPOIKaM HaXKMUTe Ha KHoMKy [Jo6aBUTb LWAGOH:
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LoNvideo

Tpancnauua uepes obnako CDNvideo

Beaylumii cepeuc No J0CTABKE KOHTEHTA W OPraHMzaumm
TPaHCNAUMA. Mel 3ETOMATWUECKM COZA3IMM ANA BaC
YUETHYKD 2anNnce W BCE HACTPOMM. OBpaTHTE BHUMaHKE,
YTO YCMYra TPAHCIALMKM NPenoCTABNASTCA COTMAcHo
YCNOBMAM WCMONB20EaHMA 1 Tapudam cepeunca
CDNvideo.

ABTOMaTHYECHKan Hl':l{."l'pﬂﬁlﬁa

WnW BORTH, eCnu y Bac ye ecTh
AKKEYHT

b’?WOWZA

You[TD)

TpaHonALKMA Yepes CTOPOHHHE CEPBMCHI M MPOAYKTHI

Mbl NCArOTOEMAM HECKOMBKO WabnoHOB HacTpoek
0717 OpraHuzaLmMK TPEHOIALMK Yepes Apyrie
NonyIApHLIE pelleHuA. BeibepuTe NogxodAwmi ons
BaC BaPMaHT M CREdyidTe WHCTPYKLMAM.

NobaBwuts wabnoH

PyuHaa HacTpoiKa
Ecnu Bel He DouTecs abbpeewatyp RTSP Push unw RTSP Pull, To Bam cioga.
Beck NPOLECC HACTPOMKM TPEHOIALMK B BALIMX PYKAX.

HacTpouTb

B nosiBMBLUEMCS OKHEe CO3AaHMs KOHPUIypaLmm BbibepuTe HE0BX0AMMbI cepBUC TpaHcnsumuy. [lanee nokasaHbol

HaCTpOf/’IKM OJ19 KaXXA0ro n3 HuXx.

14.6.3. Wowza Streaming Engine

[ns BewaHns sBuaeonoToka Ha cepsep VWowza Streaming Engine yka>kute Takve napameTpbi:

CozpaTh HOBYH KOH(pMIypanmo

CepBHMC TPAHOIALMMK:

‘Wowza Streaming Engine v|

B naHene ynpaeneHus Wowza napameTp Stream Name ByaeT cooTEETCTBOBAT: ID KoHbEepeHLMM

i EMH wabnoxa:

2 Host Server:

3 JHost Fort:

Application:

5)

D AyTEHTUDWKALKMA

6

MNoxkazaTh AONONHUTENbHbIE HaCTpUﬁI(II

+«— Hazag
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1. VMg, KoTopoe 6ymeT oTobpakaTbCs B CNWCKE KOHpUrypauuii Afig BelaHus npu  CO3JaHUU WK
penakTUPOBaHUN KOHepeHLMIA.

Anpec cepsepa Wowza Streaming Engine.
MopT, Ha koTopoMm Wowza Streaming Engine npuHuMaeT coegnHeHns. O6bI4HO 3TO MOopThl 1935 unauM 1940 .

OnucaHne gaHHOro noss cMOoTpuTe B flokyMeHTauum k Wowza Streaming Engine.

A R

Mpw BbicTaBieHMN driarkka AyTeHTUdMKaLMS Bbl CMOXKETE yKasaTb JIOTWMH M Maposnb ans foctyna k Wowza
Streaming Engine.

6. Pasgen [OMOSIHATENbHbIX HACTPOEK LS TeKylleil KOHpWrypaumu sellaHus (cM. pasfen OOoKyMeHTauuu
JononHuTenbHble HACTPOWKM KOHUIypaLUn BeLLLaHus).

7. CoxpaHeHue BbIbpaHHON KOHMUIypaLuy BeLLaHus.

14.6.4. Wowza Streaming Cloud

B opraHusaumm TpaHcnsaummn koHdepeHuunin Ha cepeuc Wowza Streaming Cloud Bam nomoryT cnegytolme
HACTPOWKM:

Cozgarth HOBYH KOHGMMWIypaumio

CepBUC TPaHOIALWMK: i

. 7 WOWZA - o
‘ Wowza Streaming Cloud e ‘ Qj ' CnefyiiTe Halwel MHCTPYKUWKA

[NaHHbIi WabnoH TpaHCNALMK MoXeT GbITs MCMOML30BAH TONLKO B 0AHOW W2 0OHOBPEMEHHD 3anyLUeHHEX
KOHDEpPEeHUMA,

(2 il-"ll'-'lﬂ afbnoHa:

= ‘

Primary Server:

Host Port: Stream MName:

D AyTeHTUDMKaLMA

(3

MokazaTe AONONHUTENbHbIE HaCTpDﬁ KU

5

o -

1. Ha)kmuTe Ha 3Ty cCbinKy, YTObbl MepeiTi Ha NOAPOBHY MHCTPYKLMIO B HALLEM 6510re MO HacTPONKe BellaHus
yepe3 Wowza Streaming Cloud.

2. \ms, koTopoe 6ymeT oTOobpaXaTbCid B CMNUCKE KOHQUrypauuii [Ons BeLaHWsa Npu  CO30AaHUU  UAn
penaKTUpPOBaHUM KOHGEepeHLUIA.

3. HacTpoliku BelaHus, koTopble Bbl nofyunnu Ha cepsuce Wowza Streaming Cloud npwv cosgaHum TpaHcnaumm.

Pazgen [OMNONMHUTENbHbIX HAcTPOEK ANnA Tekyllel KoHdUrypauum BellaHusa (CM. pasfen OOKyMeHTauuu
JonofHuTenbHble HACTPOUKM KOHMUTypaL MK BeLLlaHus).

5. CoxpaHeHue BbIbpaHHOW KOHUIYpaLMK BeLLaHus.

14.6.5. YouTube

[ns TpaHcnaunii Ha BugeoxocTMHr YouTube ykaxknte Takve napameTpbi:
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Cozpath HOBYH0 KOHR(HMIypaLmio

CepBHC TPAHCAALMK: 1
| Youtube v | hll CnenyiTe Halel MHCTPYKLIMKA
2 Jma wabnowxa:
3 JURL-agpec cepeepa: @ﬂh‘lﬂﬂ-&"ﬂol—l NoToKa:
5
MokazaTh AONONHWTENbHbIE HACTPOHKH
+— Hazag

1. MepelignTe Ha NOAPOBHYIO MHCTPYKLMIO B HalleM briore o HacTpolike BellaHus dyepes YouTube.

2. Nimg, koTopoe 6ymeT oOTOb6paXkaTbCs B CMNUCKe KOHGUrypauuii Ons BewaHus npu  CO3haHuU UK
pefaKTUPOBaHUN KOH(EpPEHLNIA.

3. URL-agpec cepBepa co cTpaHuLbl cO30aHMsa TpaHcaaumm Ha YouTube.
4. ViMa [ kntoy NoToKa Co CTPaHMLIbl CO3AaHUs TpaHcasummn Ha YouTube.

5. Pasgmen [LOMOMHWTENbHBIX HAcTpoeK [Ofs TeKylleil KoHdurypauuu BellaHus (cM. pasgen OOoKyMeHTaumu
JononHuTenbHble HACTPOIKU KOHMUIypaL MM BeLLaHus).

6. CoxpaHeHue BbIbpaHHOWN KOHUIYPaLMK BELLAHWS.

AHanorn4yHbiM 0bpa3oM HacTpauBaeTCs TpaHcAAuMsa 1 Ha apyrue cepsucbl: VK Bupeo, OK (OpHoknaccHukm),
Rutube.

14.6.6. Py4Hasa HacTpoiika

[aHHbIN pa3gen no3BonsieT HACTPOUTD BeLllaHMe € 60JIbLUIMHCTBOM CYLLLECTBYHOLLMX PELLEHN B PYYHOM pexxrMe, B
TOM yncne u ¢ nepednciieHHbiMu Boiwe. TrueConf Server V nogaepyusaeT asa cnocoba nepefadn KOHTeHTa:
RTSP Publish (oH »xe RTSP Push) 1 RTSP Pull. B nepsom cfiyyae Baw cepsep coobLiaeT cucTeMe BelaHus o
HanM4MKM NOTOKa, BO BTOPOM CMCTEMA CaMa ero 3abupaeT C Ballero cepeepa.

Py4yHas HacTpoiika RTSP Publish

© 2010-2024 AO «TKC». Bce npaBa 3awmieHbl. www.trueconf.ru 137


https://trueconf.ru/blog/baza-znaniy/trueconf-youtube.html
https://trueconf.ru/blog/baza-znaniy/translyacziya-videokonferenczij-v-vk-video.html
https://trueconf.ru/blog/baza-znaniy/translyacziya-videokonferenczij-v-ok.html
https://trueconf.ru/blog/baza-znaniy/translyacziya-videokonferenczij-v-rutube.html

TrueConf Server V PykoBoacTBO agMuHucTpaTopa

CepBvC TPAHCIALMMK:

‘PY'—IHEIH HacTpokka - Publish V‘

1 ) ¥ms wabnona:

2 JURL Publish:

\:| AyTeHTUDHKALMWA

3

4

MNokazaTh AONOIHUTENbBHBIE HACTPOHKH

1. Nma, koTopoe 6yneT oTobpakaTbCs B CAWCKE KOHMUIypauuin Ana BewaHus npy  CO3ZaHUM  Uau
penaKTUpPOBaHUM KOHgepeHUUi.

2. ALpec, Mo KOTOPOMY Hall cepBep 6yneT HOTUMULMPOBATL O HAIMYMN AOCTYMHBIX TPAHCASALMIA MO NPOTOKOJY
RTSP ANNOUNCE.

3. Mpwu ycTaHoBKe dnaxka AyTeHTUbUKaALMS Bbl CMOXKeTe yKasaTb JTIOMMH 1 Maposib AN LOCTYMNa K CEPBUCY.
4. Paspen LOMNOSHUTENbHbIX HACTPOEK ANs TeKyLLel KOHpUrypauuv BeLLaHms.
PyuHas HacTpoiika RTSP Pull

LaHHbIn MeToA NpUMeHUM, 4TO6bI NosyunTb RTSP-cCbinKy Ha TPaHCNALMIO KOHMEPEHL MU 1 YKa3aTb €€ Ha
BHELLHEM CepBMCce HanpAMYIO UM KOHBEPTUPOBaTb MOTOK C MOMOLLbIO AononHuTensHoro MO, Hanpumep, OBS
Studio.

Co3aarTh HOBYHO KOH(UIypaLmo

CepBHC TPAHOIALMHKE

TpaHCIALKKD BaHHBEIM cnocoboM HeofxogMMo HaCTpavEaTL
| PyuHas HacTpoika - Pull v WHOWEWOYANEHO ANA KaXaold KoHDepeHUMW. 30eCk Bbl MOMXETS
330aTe OOMNONHWUTENEHEIE HACTPORKM.

BMMH wabnoxa:

MNokazaTe AONONHUTENbHbIS Hanpnﬁn:u

o =

1. VMg, KoTopoe 6ymeT oTobpaxkaTbCs B CNWCKe KOHpUrypauuii Aag BelwaHus Mnpuv  CO3JaHUU WK
penakTUPOBaHUN KOHgepeHLMIA.

2. Paspen fonofiHUTENbHBIX HACTPOEK ANA TEKYLLEe KOH(UTrypaLumm BeLLaHus.
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JononHuTenbHble HACTPOWKM KOHGUIypaLum BelLLaHus

5.

CKpbITh AONONHWTENbHBIE HACTPOHKK

Buoeoxoger: Ay OMOKDORK: t 1 '

‘H264 V‘ ‘AAC V‘

OTFIpaEIWrbHCXD.D,HLIJ,HERTPFIOTOKHHEpEE‘-TCP ke sssssssmssssEE s E s e ...

EpemMa oxMaaHua 0TBETA OT CepBepa: ‘ 0 ‘ rr

KonmnwuecTteo MNOBTOPHBIX NMONLITOK. ‘ 1]

3a0epxKa nepen NoBTOPHOR NoNbITKOR: ‘ 10 ‘ F ="

Bbl MOXXeTe NpUHyaUTENbHO 33a4aTh TpebyeMble CUCTEMOM BeLLAaHUS BULEOKOLEK U ayANOKOLEK.
MocTaBbTe praXkok, ecniv HeobxoAMMO OTNPaBnATb Ucxoaaiwmne RTP noToku no npotokony TCP BmecTo UDP.

Bpems (B cekyHOax) o>kvaaHWs NOATBEP)KAEHUS OT BHELUHEW CMCTEeMbl BELLAHWS O NoJlydYeHun HpopMaumm o
ny6JIMKyeMOM MOTOKe C KOHepeHLnen.

lMpw paspbiBe coeanHeHus ¢ cuctemoit Bewanusa TrueConf Server V nonpobyeTt HayaTb Ny6anKaumio NoBTOPHO.
[aHHbIN NapamMeTp 3a0aéT KONMYECTBO TaKMX MOMbITOK.

3afeprKKa (B ceKyHAax) MeXay NoBTOPHbIMU MOMbITKaMU Ny6MKaLMm MHPOPMALIMK O BELLLAHWUN.

14.7. HacTpoiiku KoHdepeHUuni

B pasnene MNpynnoBble koHdepeHuMM *HacTpoiiku MOXKHO HAacCTPOWTb aBTOMATUYECKOE YAalieHVe KOHgpepeHUnii
N LOCTYMHblE 4715 YHaCTHUKOB CNOCO6bI MOAKIIIOUEHWS K MEPONPUATHSM:

Nomous (7)

HacTtpoiiku
% "
D V,Cla]'lﬁ'lb 3anNaHWpOBaHHLIZ Paloable ,&Heﬁ nocne nx
HOHIPEPEHUMA Uepes Fr——
O vaanste BMPTYANbHLIE KOMHATL, KOTOPLIE HE 3anyckanice Sonee AHeR

OTPaHN4EHNA ANA YHACTHUKOE

orp Aana CKOB OT YUSCTHUKOB KOHEEPEHLWN
Bupeo
720p A
FPS (Bupeo)
30 -
FPS (NoKa3a KoHTeHTa)
30 -

r Cnocobil K

thapenLy
[aHHEE HACTPOIKH OTBEYAIIT 38 OTOODANEHWE KHONOK M MHCTDYKLIMA Ha CTRaHWLIE
HOHpEPEHLMK

BryTpeHHne KoHgepeHL K
KnwexTcime NpUNOXEHUR
WebRTC

QR-koz1

SIP/H.323 TepauHank!

MyGRmsHbIe KoHDEPEHLMM
Knuextcime NPANOREHUA
WebRTC

QR-xag

SIP/H.323 TepMuHank:

MNpUMeHuTL
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14.7.1. ABTOMaTH4ecKoe yaaneHne KoHdepeHuuin

bbiBaeT nonesHo yaoannTb 13 obLero cnncka MeponpunaTnd, KOTOopble 4aBHO NpoLwin n VIHdDOpMaLI,MFl O HNX
6orblle He HY>XHa. TrueConf Server V nossonger HACTPOWUTb aBTOMaTM4YeCKOoe nx yganeHune.

WNcTopwma 3anycka yaanéHHbIX TaknMM 06pa3oM KoHdepeHUmnin n3 pasgena OT4yeTbl »McToprs 3BOHKOB MpU 5TOM
He ynanseTcs. TakyKe 1 B NaHesNu ynpaBfieHUsl CEpBEPOM, U Ha CTOPOHEe Y4aCcTHMKOB OCTAETCA YaT aBTOMATUYECKM
yOanéHHOM KoHdepeHLMM BMecTe ¢ nepefaHHbIMU haiiamu.

,D,OCTyI'IHbI TakKne BO3MOXXHOCTU:

1. YhoaneHve 3annaHMpOBaHHbIX KOHgepeHuulii 6e3 MnoBTopeHWi (pa3oBbix). MoXHO ykasaTb BpeMs nocne
3aBepueHus ot 1 go 10000 pHen.

2. YnaneHue BUPTYyasibHbIX KOMHAT, KOTOpble He 3anycKanucb yKasaHHoe uncno gHeli (o1 1 go 10000). Takke
6ynyT yoaneHbl Te, KOTOPbIe B TeYEHWE 3TOro BPEMEHUW HY pasy He 3anycKasncb C MOMeHTa CO3LaHMs.

MpoBepKa crnuncka KoHdepeHLUii AN npoLecca yaaeHus ocywecTBnseTcs pas B 60 MUHYT.

14.7.2. OrpaH1M4eHMe KayecTBa BXoasLLero BUaeo

Bbl MoykeTe yKkasaTb obLume 015 BceX KOHepeHLMIn HAaCTPOMKM KavecTBa BXOAALLUMUX BULEOMOTOKOB OT BCEX
YY2CTHUKOB: KIIMEHTCKUX MPUSTOXKEHUI, YHaCTHMKOB B bpay3sepe no WebRTC, n noaktoyeHnii no npoToKkonam
SIP/H.323/RTSP. 370 byneT BepxHee orpaHuYeHve Ka4ecTBO NOoCTynatoLwero BUaeo. [Npu 3TOM MOXKHO yKasaTb
OTAENbHO OrpaHMYeHne YacToTbl KAAPOB A5 ABYX C/Ty4aeB: ec/iv B BULEOOKHE BbICTYMNaeT JOKNAAUYMK U OH B
3TOM >Xe MNOTOKe [eMOHCTPUPYET KOHTEHT. He BN1sieT Ha HACTPOMKM NMOKa3a KOHTEHTA BTOPbIM NMOTOKOM, TaM
Bcerga ucnosibsyetcsa kadectso FullHD 1080p ¢ Hu3kumM FPS, To ecTb C NpropUTETOM y paspeLleHus.

ALMUHUCTPATOp cepBepa MOXET 3afaTb OTAEeSbHble HAaCTPOKM KayecTBa Ha YPOBHE KOHepeHLMm npu eé
CO3[aHUV NN PeNAKTUPOBAHMN.

14.7.3. Cnoco6bbl noakno4YeHUs K KoHgepeHUUaM

B AaHHOM 6510Ke MOXKHO BbIBPaTb, KaKve Cocobbl MOAKIOUYEHNS K MEPONPUATUAM By oyT AOCTYMHbI O/15 BCEX
YYaCTHUKOB. IT0 0bLLMeE HACTPOIIKK, KOTOPbIE 6yLyT NPUMEHEHbI A8 CeRYOLWNX KOHMEPEHLMIA:

® K CTpaHMLAM 6bICTPbIX KOH(EPEHLMIA, KOTOPbIe CO3AAIOTCS U3 KITMEHTCKOIO MPUITOXKEHNS;
® K CTpaHMLAM 3amnsaHMpoBaHHbIX KOHEepPeHLMA.

MapaMeTpbl 4Ns BHYTPEHHUX U NY6IMYHBIX KOHEepeHLMI yKa3blBatoTCs OTAeNbHO. MOYKHO BbiGpaTh
MOAKIOUYEHNS C: KITMEHTCKUX NPUITOXeHWUIA, bpay3epa (no WebRTC), no QR-kogy co cTpaHuLbl MeponpusaTus, 1 ¢
SIP/H.323 annapaTHbix Uiy NpOrpaMMHbIX TEPMUHASIOB.
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PykoBoACTBO afMUHKUCTpaTopa

15. PaboTa c API cepBepa

PaclwmpuTb BO3MOXXHOCTM Mo ncnosibsoaHuio TrueConf Server V MoxxHo ¢ nomotbio RESTful API, gocTynHoro Bo

BCeX Bepcunax, B TOM Hnucnie n 6ecnnaTHoOW.

15.1. MpuHumnbl pabotbl APl n OAuth 2.0

Pasgen APl »OAuth2 npefHasHaueH gng ynpasneHusa NpuioXeHUsaM1 Uimn cepBrcamm, paboTaoLwmumin ¢
TrueConf Server V API. YnpaBneHve oCTynoM Npoucxo4uT COrflacHO NpoToKoJy aBTopm3saumm OAuth 2.0,

nofpobHee 0 KOTOPOM Bbl MOXKETE MPOUNTaTb B 0OpULLManbHOM JokyMeHTaumm kK RFC 6749

HW>xXe.

, A TaK>XKe BO Bpe3ke

OcHoBHas nges npotokona OAuth 2.0 cocTouT B Bblgaye npas Ha focTyn K APl oTaenbHbIM
npunoxenuam (client B TepmuHonorum OAuth) c orpaHnyeHHol 061acTbio BUAMMOCTU U NPaBaMy.
TakoW nopxop No3BonsieT B 060N MOMEHT OTKIIIOUNTb BOCTYN KOHKPETHOMY MPUIIOXKEHWIO UITN ero
nonb3oBaTesto K pecypcam cepeepa. [[poTokon Takke No3BonsieT 6e30MacHO aBTOPM30BaTb CTOPOHHME
MPUITOXEHWS 1 COBEPLLATD AeNcTBUS Ha cepaepe Yepes APl oT nMeHu nonb3osaTens. [pu 3ToM
noJsib30BaTesb He [OJIXKEeH COObLLAaTb CBOW JIOTUH UM MAaposib CTOPOHHEMY MPUITOXKEHUIo (MeToq,

Authorization Code).

Kaxkpoe cTopoHHee NpuiioxeHne obsi3aHO NONy4UTb KoY AOCTyna (access token) B pesynbTaTe npouecca
aBTopu3aumn Ha TrueConf Server V no npotokony OAuth 2.0. MNpunioxeHus, uMetoLLmMe BannHbI KoY AOCTyNa,
MOryT B Nl060i MoMeHT obpataTbca k TrueConf Server V API, cnncok BbiI30BOB KOTOPOro OMMCaH B
LOKyMeHTauuy. Yepes faHHbIV pasgen naHenv ynpasneHns agMuHuctpaTtop TrueConf Server V MeeT KOHTponb
He TOJNIbKO Haf JOCTYNaMu CTOPOHHUX MPUITOXKEHWUI, HO U HAJ, KIT0YaMM, MOTyHeHHbIMU Yepes 3TU NPUITOXKEHUS.

Mpumepsbl paboTel ¢ TpykoHd AP| nokasaHbl B Halem briore.

Mocrne aBTOPM3aLMM NMPUSTOXKEHME NMOSyYaeT KoY JoCTyna (access token)c orpaHUYeHHbIM BPEMEHEM >KU3HU U C
cepBepHOI 60 NMoJsIb30BaTeNbCKOM 06/1acTbio BUANMOCTU. Hanpumep, cepBepHas 06nacTb BUAMMOCTH
Mo3BOJISIET NOMYYaTb LaHHbIE O NO6bIX KOHEPEHLMSX, @ MOJIb30BaTeIbCKasi — TOJNbKO O KOH(epeHLUMsX, rae
nosb3oBaTesb ABNSETCS YHaCTHUKOM U BnagesbleM. O61acTb BUOMMOCTU ONpefensieTcs BblbpaHHbIM
pa3paboTUNKOM CTOPOHHErO NMPUIIOXKEHUS TUMOM aBTOpM3aLIMK, @ Habop NpaB Ha AOCTYN K pecypcaM cepBepa

onpenendeTcd agMMHNCTPATOPOM cepBepa.

MeTop aBTopusauuu OAuth 2.0

Client Credentials

MpunoskeHne noslyyaeT KoY [oCTyna, 0651acTb
BMAVMOCTM KOTOPOrO HE OrpaHMYeHa LaHHbIMM
KOHKPETHOro MnoJib3oBaTens. ABTopv3aumsa 4s
ronb3oBaTess He TpebyeTcs. PekoMeHayeTcs
MCMOJSIb30BaTb TOSbKO AN JOBEPEHHbIX MPUITOXKEHNIA.

User Credentials (oH »xe Resource Owner Password
Credentials Grant)

Lna nonyyeHuns Knto4a 4OCTyna HeobxoamMMo nepeaaTb
JIOTMH 1 Maposib NMoJib30BaTe s, NOoy4eHHble Ha CTOPOHE
MpUIoXeHUs.

Authorization Code

Kntou gocTyna (access token)Bbloaétcsa nocne
CaMOCTOATENbHOM aBTOpPM3aLMn Nosib3oBaTesia Ha
ctopoHe TrueConf Server V. JloruH 1 naponb
nosib3oBaTesa NPUNOXKEHMIO HEOOCTYMHbI.

O6nacTb BUAMMOCTH

KJ1to4a gocTyna

He orpaHuyeHa.

OrpaHunyeHa
obnacTbto
BUAMMOCTU
aBTOPM30BAHHOIO
noJib3oBaTens.

OrpaHuyeHa
obnacTtbio
BUIOMMOCTU
aBTOPU30BAHHOMO
nonb3oBaTens.

PesynbTaTt
aBTOpMU3aLUM

Bbigaétca kntoy
LocTyna (access
token)co BpemeHeM
»K13HU Tyac.

BbigaéTtca kntoy
nocTtyna Ha 1yac, a
TaKKe KoY
NpoasieHns focTyna
(refresh token)na7
OHewn.

BbigaéTca kntoy
pocTyna Ha 1yac, a
TaK>Ke KoY
npoaneHns gocTyna
Ha 7 OHen.
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OrpaHuyeHa
Refresh Token obnacTbto BbigaéTca HoBbIM
[aHHbIN MeToA aBTOpPU3aLmMm No3BOJIAET NoSyYnTb BUAMMOCTU KJtod gocTyna Ha 1
HOBBI KitoY focTyna (access token) Ha ocHoBe nonb3oBaTens, yac. O6HOBUTb ero ¢
CyLLeCTBYIOLWEro Kito4a npoaseHuns goctyna (refresh KOTOPOMY 6blJ1 BbIAaH MOMOLLbIO 3TOTO
token). KJ1tOY NpoaieHNns MeTo[a Hesb3s.
JocTyna.

Karkabili 3anpoc Ha cosfaHue KitoYa JocTyna TpebyeT ykasaHus ID npunoxkeHus (Application ID) u cekpeTa
npunokeHus (Secret), KOTopble MOXHO MNOMYYUTb M OBHOBUTb, CO34aB UM, COOTBETCTBEHHO, OTPEAAKTUPOBaB
npunoXxeHue B 3ToM pasgene. ID npuno>keHns co3faétcs aBTOMAaTUYECKM U HE MOXKET BbITb U3MEHEH B
JalibHelLweM, B OTNIMYMe OT CeKpeTa NPUITOXEHMS, KOTOPbI MOXHO CreHepMpOoBaTb 3aHOBO.

15.2. OnucaHue paspeLueHui
B03MOXKHOCTW CTOPOHHEro NpunoXkeHns no pabote ¢ APl 3aBUCAT OT BbIAAHHbIX €My pa3peLLeHuii.

Cnncok paspelleHnin yBenMunBaeTcs ¢ Kaxxaon Bepcuneli APl BMecTe ¢ poCcTOM BO3MOXKHOCTEW cepBepa
BULEeOKOHpepeHucBasn. Cnvcok cootBeTcTBus APl n Bepcun cepepa cMoTpuTe B fokyMeHTauumn API.

B nokymeHTaumm k TrueConf Server V API ona kaxgoro MeTofa yKasaH Habop paspelueHuii, TpebyeMbix 45ia ero
yCMeLHOoro Bbi30Ba.

Ecnu OAuth-npunoskeHuto TpebyeTcs [OCTYN Kak Ha YTeHWe TaK 1 Ha 3anncb HEKOTOPOro NapameTpa, To

BMECTO YKa3aHus paspelleHnii <permission>:read u <permission>:write MO)XHO yKasaTb obliee

paspelueHue <permission> ecnv 3To JOCTynHO. HanpuMep, Ans Toro, 4Tobbl NpUIoXKeHne MOrio

YUTATb Y PeLAaKTUPOBATb YHETHbIE 3aN1CK NOJSIb30BaTENEl cepBepa, TO BMECTO BblIbopa 060MX hnaXKKoB
users:read M users:write MOXHO yKa3aTb TOJIbKO OOWH users .

15.3. ®opma co3paHusa HoBoro OAuth 2.0 npunorkeHus
[na no6asneHuns OAuth 2.0 npunoxkeHus:
1. Haxkmnte Co3pgaTb HOBOE NpUITOXKEHME.

2. Ykaxkute ero wupgeHtuduxkatop B nose UMa. OH uncnonb3yeTcs TOMbKO Afig OTOBpaXKeHUss B CrmcKe
NPUITOXEHWNIA.

3. Ona asTopusaumm Metomnom Authorization Code B nose Mepeagpecauma URL ykaxute URL-agpec, Ha
KOTOpbIV byneT nepeHanpasreHo npuioXxeHue. [ing ocTanbHbIX METOLOB aBTOPU3aLMN MOXHO YKasaTb afpec
https://localhost/ .

4. B cnucke PaspelueHus oTMeTbTe HeO6X0AMMble 471 Ballero NpuiIoXKeHus npasa.

5. CoxpaHuTe nameHeHus c nomollpto kHonkn Co3paTeb.

15.4. CTpaHunua pepaKTUpPOBaHUS NPUITOXKEHUS

Ha cTpaHuue npuno>keHns NoMMMo pefaKTUPOBaHKS ero CBOMCTB BO3MOXKHO TaKXKe YBUAETb CMMCOK KIToYel
LOCTYyNa, KoTopble 6blIM MOy4eHbl NoJIb30BaTENIMU 3TOTrO NPUNOXKEHUS. Bbl MoXkeTe B Nt060I MOMEHT yaanuTb
KITHO4M [OCTYNa 419 KOHKPETHbIX MOJIb30BaTeNeln, YTO He NO3BOJIUT UM bosiee obpalLaTbCs K pecypcam cepBepa
yepes API.

Bbl Takxke MoxkeTe [MepereHepupoBaTbh CEKPET NMPUNOXKEHWS, HTO MOXKET bblTb MONE3HO B Liessx 6e30nacHoCTy
L7151 PeKpaLLeHns OCTyNa K CepBEPY STOMY MPUOXKEHWIO, @ TAaKXXe BCEM ero HOBbIM NoJib3osaTensM. ObpatuTe
BHMMaHWeE, 4TO KIOHYM AOCTYNA U MPOLNEHNS AOCTYNA, NOJly4YeHHbIE C UCMOMb30BaHWEM CTaporo CeKpeTa,
NPOAOMKaT paboTaTb A0 OKOHYAHUS UX BPEMEHM YKU3HW.
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16. Jlorun paboTbi cepBepa (0T4ETHI)

B paspene OTueTbl XpaHUTCS BCS MHGOPMALLMS O NMOLKITOYEHNSX, 3BOHKAX U COOBLLLEeHNSX Nofib3oBaTenew, a
TaKXXe 0 BULe0o3anucsx KoHdepeHunid. [laHHble MOXXHO UIbTPOBaTb MO Pa3fIMYHbIM MNapaMeTpaM U CKaumBaThb B
dopmaTe CSV. Bpems B Tabnmuax oTobparkaeTcs B COOTBETCTBUM C YAaCOBbIM MOSICOM, BbIOBPaHHOM B MEHIO
HaCTPOWMKM NpeanoYTeHUN.

HanoMuHaeM, uto ocHoBHol fior TrueConf Server V MOXHO MocMOTPETb B yKypHasie, LOCTYMHOM B MEHIO
CucteMa >XXypHan cepBepa B NpaBoM BEPXHEM YTy CTPaHMWLbl MAHENW YpaBleHus.

CnipaBa OT HEKOTOPbIX TabMKML, HAXOAUTCS NaHes b ¢ NoAPO6HON MHopMaLMeit o toboM cobbITHM, KOTopoe
BblbMpaeTcs B Tabnuue.

Y TabnuvL, 0TYETOB eCTb 06U YHKUMOHAM:

N3MeHeHns HacTpoek @ @@

I| 02.07.2022 0:00-02.08.2022 11:57 3 ‘ | Bce geicTena V| ‘ Bce obbekTsl V| | IMA none30BaTens | ml E
Hatan Bpen Ll @:mue Tun obbek... HWmMa none... HzmeHeHua B MogpobHocTu

1. ®unbTpaumsa 3anucen.

2. CoxpaHeHwue Tabnuubl B dopmate CSV (dpopmaT aKkcnopTa HacTpamBaeTcs B pasgene npegnoyteHnii). Mpu
STOM COXpaHsieTCs BbIBOPKa, MOMyYeHHas Nocne HaCTPOMKN PUNBTPOB U HaXKaTUa KHonku Mouck.

3. YhaneHue BbI6paHHbIX B HAacTpoliKax ¢uibTpaumm 3anucei. Mpu 3TOM yoanuTca To, YTO celivac BbibpaHo B
nosisx, a He TO, YTO NMOKA3aHO B BblJave.

4. CopTVpOBKa 3anuceit No 3HaYeHUo Nona (4N M3MeHeHUs HamnpaBlieHWUs COPTUPOBKM HAXKMUTE Ha Ha3BaHWe
noboro ctonbua).

16.1. XXypHan cobbiTuii
B >XXypHane cobbITUi nocnenoBaTesibHO 3anMCaHbI:

e BCe M3MeHeHMWs CTaTyCOoB MNoJib3oBaTenel (aBTopM3aums, BbIXOL U3 CETM U T. [.) U COCTOAHUA cepBepa (3anyck,
0CTaHOBKa, noakntoyeHne kK AD/LDAP);

e 0T3bIB Y nosib3oBaTens MNPO-aMLeH31n NO OJHON U3 MPUUNH:
o nonb3oBaTesto He xBaTuAo MPO-MLEeH31KM NpUY NOMNbITKE NOAKIOYUTLCA K FPYMNMNOBOM KOHgepeHLMY;

o noTeps nonb3oBaTesieM MNPO-nnuLeH3MM (TOCTOAHHOW NIM BpEMEHHOW) NpW nepepacnpeneneHn nnLeHsnii
nocne nepesarpysKku cepsepa uiiv aBTOMaTUYeCKW Mo TanMayTy;

© OT3blB aAMUHUCTPATOPOM BpeMeHHoW MPO-nunueH3un y nonbsosaTens (B pasgese MNaHenb ynpaenenus <
MPO-nuueHsuu).

* ypaneHvie BUE03anMCcei No KHonke [ V3 NaHenu ynpaBnieHus;
e yranieHuWe 3anucel U3 XKypHanos pasgena OT4éTbl, Npy TUN cobbiTna 13 ctonbua CobbiThe ByneT yKasbiBaThb
Ha COOTBETCTBYIOLLMI MOAPa3aen (CM. ONncaHne HUxKe).

Mo Ha)kaTuo Ha cobbiTne B TabnnLe MOXKHO NOCMOTpPEeTb Ae€Tann — HanpuMep, C KaKOro KNNMeHTCKoro
NPpUNOXXeHNa nnun IP—aﬂ,peca ABTOPM30BaJiCA NOJIb30BaTe b TN C KAKOIro Ha KaKoW NMoMeHsNCcs ero CcTaTyc.
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YKypHan cobbITiii ” omow (7)
[ 250324000 -26.03.24 1626 2 | | ace ucrousm v| [ nosoneansocn  v| | v osverra | | costme )

= |

as

larta u Bpema MCTOUHUK NMA ofbekTa CobbiTHe BaKHOCTE MNogpoGHocTH

26.03.2024 16:26:03 Monssoearens s Huakan Host: 10.140.1.141
appld: 3E4D3DAF21F651F03873B5F532D99156

Result: 0

isvetkova@video.

26.03.2024 16:26:03 Monb30BaTens tsvetkova@video.... | login Huakan

26.03.2024 16:26:00 Cepsep video.example.net...  start CpegHan Rights: 00010111001111101111111111110001

AppName: TrueConf Linux
26.03.2024 16:25:52  Cepaep video.example.net...  stop Bhicokan

ExecTimeMs: 107
26.03.2024 16:25:50 AgMwHucTparop admin restart Bricokas real_login:tsvetkova

Description: successful login
26.03.2024 16:25:43  Mons30Batens huber@video.exa...  status Huakan

DisplayName: AHa LipeTkoea
26.03.2024 16:25:43 Mone3oearens hubbard@video.e... status Hwzkan submitted_login: tsvetkova@video.example.net/b054bbed

¥ 4 )

26.03.2024 16:25:43  Mons30Batens nelson@video.exa... status Huakan 3
26.03.2024 16:25:43 Monssoearens moore@video.exa... status Huakan

Bcero: 29507

1. O6bwmin MHTepdelic B3aMMOAEeNCTBUS C Tabnuuen ( cM. onuncaHue Boile). Mpu 3TOM B BbiMafatolweM Crmncke
CobbiTe MOXXHO BblbMpPaTb KaK OOWMH TaK M HECKOJSIbKO TUMOB CO6bITUI Ona 6oJiee rMBKOro moucka umu
aHanu3a nHgopMaLuu.

2. Ccbifika Ha I'IpOdJI/IJ'Ib nonb3oBaTesid, ocywecTtBmBLUErO ,D,eﬁCTBVIe.

3. Oetanu cobbiTua. Copep)kaT CMMCOK MOAPOOHbIX CBeAEeHUM, HeobXoAMMbIX AN pelleHUs BO3MOXKHbIX
HernosnafoK nNpu obpallleHnm B Texnonnepyxky. Hanbonee pacnpocTpaHéHHble AeTanu cobbITUii:

o Monb3oBatenu: cnmcok TrueConf ID nonb3oBaTenel (BbIBOAUTCA, HanpuMep, Npu cobbiTun HexBaTku MPO
JIMLEH3UI Nocsie UX pacnpeneneHuns);

o IP-appec: IP-agpec nogktoYmMBLIErOCS NOJSIb30BaTENS;

o BBepeHHbIW NOrvH: yKasaHHbIi Npu nonbiTke aBTopusaummn TrueConf ID nosnb3oBaTens, Npu HeycnewHoOM
BXOL,€ MOMOXET ONpPefennTb YTO Nosb30BaTeNb OLUMOCS B NIOTVHE;

o Hactoswumii ID nonb3oBaTtens: cywectBytowmin TrueConf ID nonb3oBaTend, Nog KOTOpbIM Mpou3oLLSia
aBTOPM3aLMs UN MHOE CObbITUE;

o |D nogkntouYeHUs: YHUKaJIbHbIA UAEHTUMUKATOP NOAKITIOYEHNS, CCblSIKa Ha Hero u3 pasgena MogknioveHus;
o HasBaHue npuno>keHus: HasBaHWe NPUTOXEHNS, C KOTOPOro aBTOPU30BANINCH HA CEpBepeE;

o Cnocob ayTeHTUdUKaLmm: cnocob ayTeHTUdMKaLMM, HaNpUMep NIOMMH 1 Naposib B pexxuMe Registry, a B
cnyyae Bxoga vepes SSO (NTLM, Kerberos) 6yneT BbiBefeH COOTBETCTBYHIOLLMI CMOCOD;

8] I'IpaBa noJsib3oBaTenda: 1BOMYHad NocnenoBaTe/lbHOCTb, B KOTOpOf/'I BaLlJI/I(i)pOBaHbI npaBa NoJib30oBaTeNg;
8] OTO6pa)KaEMOE nm4: 0To6pa>+<aeMoe MM4A NMoNb30BaTeN4;

o Mpepbigyuimnii cTaTyc: cTaTyc nosib3oBaTens [O Mepexofa B HOBOE 3HayeHue, MPUHMMAET OOHO U3
3HAYEHUN: -2 — He aKTMBeH, © — odnakiH, 1 — OHfaWH, 2 — y4yacTByeT B KOHMEpPEHLUU WK
BWEO3BOHKE, 5 —MOAKJIOYEH K KOH(pepeHLNn B KayecTBe eé BragesbLa;

o HoBbIl cTaTyc: cTaTyc, B KOTOPbIM NepeLlén nosb3oBaTeflb B pesysibTaTe cObbITUA, MPUHMMAET TaKue xe
3HayeHus, 4To 1 Mpeabiaywnii cTaTyc:;

o OnwucaHue: pa3BEpHyTOE ONMCaHNE CObbITUS;

o Tun agMUHUCTpaTOpa: ypOBeHb JOCTYNA aAMUHUCTPATOPA NPU BbINMOSHEHUN COBbITUI OT €ro MMeHU, MOXXeT
6b1Tb sysadmin (MonHbIA JOCTYN K NaHeNu ynpaBneHus) unu security (orpaHnyeHHbIl LOCTYM, CM. onvcaHve
TrueConf Server Security Admin);

© Mpu yoaneHUn afMUHUCTPATOPOM 3anncer U3 Tabnuy oTY4ETOB 6ydyT BbiBedeHbl LOMOSHUTENIbHbIE MO,
roe OymoeT yKasaHo 4YMCNIO YOANEHHbIX 3anuceil U JOMOSIHUTESIbHblE CBeAeHUst 06 yAaNéHHbIX CTPOKax
(3aBucKT OT TUNa TabAnLbl);

o User agent: yacts HTTP 3anpoca, BktovatoLas B cebs nHdopmaumio o Beb-npunoxeHunn n OC ycTpoicTsa,
C KOTOPOrO OCYLLECTBSETCS MOAKIIIOYEHMe.
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16.1.1. PacwumndppoBKa TMNOB cObbITUIA

Huyxe npefcTaBfieH CNMCOK BCeX TUMOB COBbITUI, KOTopble puKcupytoTcsa npu pabote TrueConf Server V
(HekoTopble cObbITUS MOTYT BbITb KakK yCMEeLWHbIMU, TaK U HET, HanpuMep, asTopusauus login):

Tun cobbiTus MosicHeHue
authorize ABTopu3sauua nosbzosatens TrueConf Server V yepes SSO nocTaBLmKa
ABTOpu3auus:
login ® 0JIb30BaTesIs MO JIOTUHY M MAPOJTIO B KIIMEHTCKOM MPUNOXKEHUN UK
9 B JINYHOM KabuHeTe B bpaysepe
e aaMuHucTpaTopa TrueConf Server V B naHenu ynpasneHus
logout [eaBTopr3aums (pa3fornH) nosib3oBaTens Uiv aaMMHUCTPaATOPa
9 cepBepa
lock BrnoknpoBKa y4ETHON 3anuncy Nosib3oBaTesis Npu BBOAE HEKOPPEKTHOMO
naporns
Pa3bsiokrpoBKa y4ETHOI 3aMmcK Nosib3oBaTens agMUHUCTPAaTOPOM
unlock cepBepa b0 No UCTeYeHUN TaliMayTa, YKa3aHHOIo B HAaCTPOMKax
671OKMPOBKM
— AKTVBaLMs y4eTHOI 3anncu nosib3oBaTens (CM. hnaxxok AKTUBHbIN B
activation

onucaHum npocuns)

[eakTnBauus y4eTHOW 3anuncy nonb3osaTtens (CM. p1axkok AKTUBHbIN B

deactivation
onuncaHum npoduna)

Vi3mMeHeHMe cTaTyca nonb3oBaTena (OHNaH/odnaH, 3aHAT, BNagenel,

status o

YMCNOBbIE 3HAYEHUSA CM. BbilLIE B OMMCaHUN faeTaneit)
connect MoakntoyeHne Bawero TrueConf Server V k LDAP cepeepy
disconnect MoTeps coennHeHuns Bawero TrueConf Server V ¢ LDAP cepsepom
delete_chat_messages YpaneHuve 3anucen us tabnuubl CooblieHmns YyaTa

Ynanenue 3anucent u3 tTabnuupbl CooblLieHns 4aTa B cyyae yaaneHuns

delete_chat_messages_cascade
KOHMepeHLNN U3 NCTOPUN 3BOHKOB

delete_conferences Ypanexue 3anuvceit n3 tabnuibl Mictopus 3B0HKOB
delete_connections Ypnanenuve 3anucen ns tabnanubl NogknoveHuns
delete_events YoaneHue 3anucen ns Tabnuisl XypHan cobbiTuin
delete_logs Ynanenue 3anucent n3 Tabnuibl MIsMeHeHUsi HacTpoek
delete_video_recording YnaneHue 3anuceii u3 Tabnyubl 3anucu KoHgepeHuuii

ABTOMaTUYeCKOEe yaaneHune 3anucei ns Tabnuubl 3anucu
delete_video_recordings KOHdepeHLUIi No TaMayTy, 3afaHHOMy B pasnesie [pynnoBbie
KOHdepeHuum - HacTpoliku

start 3anyck TrueConf Server V
stop OcTtaHoBska TrueConf Server V
restart Mepesanyck TrueConf Server V
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PykoBoACTBO afMUHKUCTpaTopa

OT3bIB y nosib3oBaTtens NPO-nMLeH31n No 0OfHON U3 MPUYLH:

e nonb3oBaTento He xBatuno [PO-nuueHsun npu  nonbiTke
NOAKJITIOUUTLCS K FPYNMNoBOI KOHpepeHumm

e notepsa nonb3osatesnieM [PO-fvueH3un  (MOCTOAHHOW — uAwn
BpeMeHHO) npwv nepepacnpeneneHnm NINLEH3UN nocsne
nepesarpysku cepepa U aBTOMaTUYeCKUN Mo TanmayTy

pro_license_limit

OT3bIB aAMMHUCTPATOPOM BpeMeHHol [PO-nunueH3mm y nonb3osBaTens

ro_license_revocation
Pro- - (B pasgmene MNaHenb ynpasneHus > MPO-nuueH3uu)

16.2. UcTopus 3BOHKOB
B naHHOM pasfene oTobpajaeTcs MCTOPUS NPOLLEALLNX Ha CepBepe BUAEO3BOHKOB 1 BUAEOKOH(pEPEHLNA.

YUTWTe, 4TO NPU KaXKLOM 3arycKe OAHON 1 TOW »Ke KOH(epeHLUn 415 HEE MHULMMPYETCS HOBasi CeCCUs CO CBOUM
MAEHTU(PUKATOPOM, B paMKax KOTOPOM MPOUCXOANT 0bLLeHNe. DTO aKTyaslbHO, HanpuMep, A5 3anaaHUPOBaHHbIX
MeponpusiTUIA C MOBTOPEHMEM UX MPOBELAEHMNS, @ TAaKXKe BUPTYyasibHbIX KOMHAT. [103TOMY A51F TaKMX KOHepeHLmI
B Tabnnue NcToprm 3BOHKOB ByAeT HeCKOJTbKO 3anucei ¢ Noapo6HOM MHpOPMaLMe O KaXKAoW ceccum
(He3aBMCKMMOM ceaHce BULOEOCBA3N).

16.2.1. CnncoK 3BOHKOB

Ha rnaBHol cTpaHuLe pasgena Bbl HalgéTe TabnuLy, B KOTOPOI MOXKHO BbIGpaTb MHTEPECYHOLLYO Bac CECCUIO.
Hapsagy c uctopueid, B cnvcke npucyTcTByeT MHdOPMaLMs 06 akTUBHbIX ceaHcax cBsa3u. [ng Hux nose OKoHYaHue
OCTaETCs NyCTbIM.

Mpwv yBaneHny JaHHbIX ByAyT MPOUIHOPUPOBAHbI M OCTAHYTCS B TabnvLe Takue 3anmcu:
® CeaHCbl CBSI3M, KOTOPbIE eLLE He 3aBepLUNIINC;
® CeaHCbl CBSA3M, NI KOTOPbIX €CTb 3aMMCh Ha CTOPOHE cepBepa.

OcTanbHble CTPOKM 6yayT yCNeLHO NCKIItoYeHbl U3 Tabnuubl. [py 3TOM TakKe yoansaTcsa coobLieHns ans
KaXkpoW KoHdepeHuun 3 pasgena CoobuieHuns 4aTa.

WcTopua 3B0HKOB MomMolls

02.07.2022 0:00-02.08.2022 16:23 [& 1D koHdepeHLmmn Bnageney Bre pesMMES A m B [ ]
ID ceccun Hauano OKOHYaHHEe Mpogonx... YUACTHHKK Bnapeney PexmnM CID
0000009707 co2dag@... 102.08.2022 16:21:01 00:02:03 3 belich@video.serverc.. Bcewsaakpa.. \d\brainstorm
00000096e3003773... .08.2022 16:18:39 02.08.2022 16:21:21 00:02:42 2 belich@video.server.c. meozeoHDK  \CW04232061

01.08.2022 18:33:28 01.08.2022 18:34:39 00:01:11 5 \ch03860136...

000000920367bc02d@. . Bee Ha 3kpa...

000000902daa3ale@ .. 01.08.2022 16:21:25 01.08.2022 16:59:38 00:38:13 7 petrov@video.server. . Breda 3kpa..  \C\10372891 .

0000008ef5beBbco@. . 30.07.2022 17:50:53 30.07.2022 18:44:59 00:54:06 4 petrov@video.server. . Bcewsaskpa.. 110372801

0000008d2elf0d28@ ..  30.07.2022 17:40:11 30.07.2022 17:41:51 00:01:40 10 bob@video.servercom  Bresaakpa.. \410372801

0000008b322b7c35@... 29.07.2022 17:21:01 29.07.2022 17:21:58 00:00:57 2 belich@video.serverc.. BreHaawkpa.. \c\74389000..
Beera: 22

O6wmit nHTepdenc B3auMoLeicTBua ¢ Tabnuueln ( cM. onvcaHve Bbille).
CcblnKa Ha cTpaHuLy ¢ noapobHor MHopMaL el o ceaHce CBA3U.

CcblfiKa Ha I'IpOd)l/IJ'Ib Bnagenbla KOHCbepeHLI,MVI NN NHMLUMATOPa 3BOHKaA.

A w N o~

Ecnn png paHHoW ceccun ponuTenbcKol sBRseTcs KOHgepeHLUWs, KoTopas coxpaHeHa Ha cepBepe (He
cosfaBanacb "Ha neTy" B KIIMEHTCKOM MPUOXEHWN), TO HaXKaB Ha 3Ty CCbISIKY Bbl Nepeiaére K Heli B obLiem
crvcke.

16.2.2. HdopMauus o ceaHce CBA3U

Mpu HaXXaTUK Ha MOEHTUdUKATOpP ceccum B obLel TabnuLe Bbl Nonagéte B MeHto, oTobparkatoLLee MHopMaLmio
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0 BbI6paHHOM 3BOHKe. DTa MH(OPMaLLMS BKITlOYaeT B cebs:

e BpeMs NpoBefeHUs U MH(OPMaLMIO O BNlagenble KOHpepeHumy;
® CMWCOK TOrO, KTO B KaKOe BpeMsl NpMUCYTCTBOBAS B KOH(epeHLuy;
® OCHOBHble TEXHUYECKME [aHHble O KaYecTBe MeAnarnoToKOB;

® UCTOPUIO NPUTMALLEHNI B KOH(EPEHLMIO 1 PeaKLii Ha HUX;

® CNUCOK NepeaaHHbIX palinos.

KoHdhepeHuna:

1 3BaHue: CosellaHve
Hauano OxoHYAHUE

MpojomKuTENBHOCTD

MpuusHa 3aBepueHun

YuacTHHKK

Bnageney

Pexmm ciD

%
_I

17.04.2024 18:43:08 174

04.2024 16:58:16

00:15:08

ALMAHWCTPATOp SABEpWHN KoH... 4

! .example. . I

crop (TCP;: ! \c\2010083151 I

n n

(,l\mcowqacmmoa
éunmmm

o

NpuuvHa oten...  BuTpeilT Bxducx.  3arpyska UMY

Kaap.icex.

Paspewenue

Hukonai Tommnmy

Buxrop flasmnos

Hukonaii Tomunuy

Sia LipeTkosa

Anuca Necosa

Beero: 5

17.04.2024 16:54..

17.04.2024 16:44...

17.04.2024 16:44..

17.04.2024 16:43..

7.04.2024 16:43..

17.04.2024 16:58...

17.04.2024 16:58...

17.04.2024 16:50...

17.04.2024 16:57...

17.04.2024 16:58...

00:03:34

00:13:38

00:08:53

00:14:42

00:15:08

Sasepwerne koH...  0/0 15
3aBepieHne KoH 135/27 3
YaaneH w3 kont 15010 1
Nosecwn TpyGky 120188 24

Sasepwenme kor.. 010 1

o

15

600360

1280x720

E3B25799E9F27...

E3825799E9F27 .

E3B25799E9F27...

3E4D3DAF21F6...

3825799E9F2T ..

Mogkntouenue

|

@'Mco»( MPUINALEHHbIX

Monssosatens

| [romparen

Datau Bpema

Monb3osaTens

Monyuarens

Mpunsato

17.04.2024 18:54:42

17.04.2024 16:44:38

17.04.2024 16:44:38

17.04.2024 16:43:08

17.04.2024 16:43:08

Beero: 9

tsveti@video.example.net

tsvet@video.example.net

tsvet@video.example.net

video example net

tomilinvideo.example.net

danilov@video.example.net

tomilin@video.example.net

shvets@video.company.com

bots ruvideo. example net

O h\yideo example net

v
v
L

< 1 ‘nmco»( thannos
e —

=

Darau spems 4

Ornpasutens

Hassanue

Pasmep, MB

17.04.2024 18:46:56

17.04.2024 16:46:25

Beera: 2

Sia LpeTuosa

LipeTkona

group.png

econf quick start pdf

0.05

T é

1. O6bwui nHTepdeinc B3anMoLencTBMA ¢ Tabamuen ( CM. onucaHue BbilLe).

2. KHomka nepexofa K MCTOpMM YaTa AaHHOM ceccuu.

3. CcblfIKM Ha NMosib30oBaTesNbCKMe NPOodUM YH4aCTHUKOB M NPUrMALWEHHbIX NMoJib3oBaTenel.

4. Ecnu png LaHHOW Ceccun pomMTeNbCKOW ABMseTCs KoHgepeHuus, KoTopas coxpaHeHa Ha cepBepe (He
co3pasanach "Ha fieTy" B KJIMEHTCKOM MPUIOXKEHMM), TO HAXKaB Ha 3Ty CCbIIKy Bbl NepeiigéTte K Hell B obLem
crvcke.

5. CcbIfKM Ha CTpaHULbl C MHOopMaumeit 0 Noapo6bHOCTAX MOAKITYEHVIS KaXKL0M0 YH4aCTHKa KOHpepeHuuu.

6. Cnncok nepepaHHbIXx B 4aT KoHdepeHuun daiinos. Mo KWKy Ha f1obOM M3 HUX OTKPLIBAETCS CTpaHMLa
CKauMBaHUs.

7. KHonka ong ynaneHus dgaiina c cepsepa.

Yncno B cTos1bue YH4acTHUKM B NepBoOi TabrvLe NoKasbiBaeT YMCIIO PA3sIMYHbIX Y4aCTHUKOB (B TOM Ynche ¢
pasHbIX yCTPOICTB). A 4Mcso BO BTOpo Tabnuue nofg HassaHneM CNMCOK y4acTHUKOB (CM. CTpoky Bcero) n cam
CMUCOK COOTBETCTBYIOT BCEM COOLITMSM NOAKAIOYEHUS K KOHdepeHunn. M 3Tn uncna MoryT oTnm4yaTbes. B
rpviMepe Bbille Mbl BUAWM, 4TO KaK MUHUMYM OfMH nosib3oBaTesnb Hukonai ToMunuH nogknovanca 2 pasa.

O6paTVITe BHMMaHNe, YTO B cTonbue Pe)xuM B ckobkax YKa3blBaeTCd, MCNOJib3yeTcqa NN HeT UDP

Multicast B JaHHOM ceaHce cBs3K (B NpYMepe Bbille He UCMOMb3YeTcs).

B Ta6J'IVILI,e Cnucok npurnaweHHbIX B Ka4eCTBe Nob30BaTesid B CTPOKaX MOXXeT 6bITb YKa3aH aapec cepBepa. 370
3HAQYUT, YTO B 3TUX CTPOKAX BbI3OB NOJIb30BaTeIAM U3 CTOJ'I6LI,a nOﬂy‘-IaTeJ'Ib I'IpVILLIéJ'I CO CTOPOHbI cepBepa npun
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cTapTe KoHdepeHunn. Ecnmn B KayecTBe Npurfallalowlero yKkasaH nosib3osaTesib , 3Ha4YMUT OH NpUriacun
yYacTHMKa nocJsie cTapTa KoHdepeHummn. Ecniv Kako-To U3 y4aCTHUKOB CaM NMOAKIOUNIICS K KOHepeHumm, To
LA Hero He byaeT NpurnalatoLero nonb3osaTensa (He 6yaeT cCTpoku B Tabnuue).

16.2.3. CBoMcTBa NOAKIOYEeHUS

,D,J'Iﬂ KaXXO0ro noJjib3oBaTesid MOXXHO U3Y4YUTb BCe I'IO,EI,pO6HOCTVI NOAKJTIOHEeHNSA K ﬂaHHOVI ceccnm — oT
VICI'IOJ'Ib3yeMOI7I BEPCUN KJTMEHTCKOI O NpuUo>XeHnd 0o OI'IepaLI,I/IOHHOl\/JI CncTeMbl 1 npoueccopa (B npmMepe Hmke
b Managa nx L'IaCTb)i

CeoiicTBa noaknoueHus (2FD5F382561169C28BE03C39C346611C)

Logged User:

belova@video.server.com/a971f698

Local Ip:

192.168.56.1:44309, 10.120.1.141:61968, fe80::f17e:5be8:297b:1d23:44309, fd00:120::1:6598:61969, feB0::29fa:758d:4335:3d78:61970
Audio Capture:

MHezno AnA nogknkdeHua mukpododa (Realtek(R) Audio)
Mukpodon (Realtek(R) Audio)

Mukpodon (SplitCam Audio Mixer)

Crepeo Mukwep (Realtek(R) Audio)

Audio Render:

Headphones (Realtek(R) Audio)

Speakers (Realtek(R) Audio)

Direct X:

Version: 12.0

Driver: igdumdimé4.dll Intel(R) UHD Graphics

Resolution: 1920x1080, 32 bit

Video Memory: total - 4095 MB, free - 4088 MB

16.3. CoobLieHua yaTa

B pasnene CoobLlieHus 4aTa cobpaHbl Bce COObLLEeHNs, OTNpaBisieMble Nonb30BaTeNsaMu cepeepa Apyr Apyry 1 B
KOHepeHuuax. ObpaTuTe BHMMaHMe, YTO B OfHOM Tabnnue cobpaHbl COObLLEHWS cpa3y BCex MNofb3oBaTeNeln,
ynopsiLoYeHHble Mo BpeMeHu (COPTUPOBKY MOXKHO MEHATb B Luanke Tabnuubl). s Toro, 4Tobbl NpocMoOTpeTb
coobLeHNa B YaTe OAHOIO MoJIb30BaTENS MU CeaHCe CBA3W, BOCMOMb3yTech hUIbTPOM Mo Noam
OTnpasuTensb, Mony4yatens, ID ceccum v fate 0TNpaBKM COOBLLEHNIA.

CooblueHua yaTa Domowe (&
| 02.07.20220:00-02.0820221659 (3 | [ ompaswrens | [ monyarens | [ coobusenme | [0 cecom | m SN
Mata v epema T OTNpaBMTEND MNonyuatens CoobieHne NMoppobuocTn

OmnpaeuTens: Ctenad beniy [belich@video.server.com]

Q]' 2.08.2022 16:59:05 .} CrenaH Genwy petrov@viden.server . | BCé roToso, AoKNamAK NDosepReT MukpoioH  [laTa M Bpema: 02.08.2022 16:59:05
Crenad benwy 0000009855057d39..

02.08.2022 16:58:0: Konnery, npeanaraio cienats Heonslwoi ne..

Monyuatenb: petrov@video.server.com

02.08.2022 16:54:08  [&Tp NeTpos belich@video.server UT0 Yy HaC € NpeseHTaLmei? Coobujenwme: BréE roToBo, AOKN3A4MK NPOBEPAET MUKDOhoH
02.08.2022 16:53:32  Crenad benmwu Group chat "KoHTpa... [MMpuseT.
02.08.2022 16:53:12  Mérp Nerpos Group chat "KonTpa...  Bcem npuaer!

Beero: 5

1. 06w MHTepdelic B3auMogeicTBrsa ¢ Tabnuuen ( cMm. onucaHue Boille).
2. CcbInKM Ha Mosib30BaTesIbCKye Npodusiv OTAPABUTENS U NOJyYaTess JIMYHOro CoobLLeHus.

3. Ccbinka Ha cTpaHuuy ¢ noapobHolr nHgopMaLMedl o ceccur, B FPyNMnoOBOM YaT KOTOPOW 6biIo OTnpaBfieHo
coobLueHwue.

16.4. N3MeHeHuns HacTpoeK

B 5ToM pa3spene oTobpa)kaeTcs UCTOPUS ClERYIOLLMX U3MEHEHWIA:
e Hactpoek TrueConf Server V;

® CMMCKA XPaHALLMXCA HAa HEM KOHbepeHLNit;

e M3MeHeHMs napaMeTpoB U3 pasgesiallaHenb ynpaeneHus >MPO-nuueHsnn, B TOM uYucie pydHoe
nepepacnpegeneHve agMMHUCTPATOPOM NOCTOAHHbIX NMPO-nunueHsnis;
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e (ToNbKO B pexxnMe xpaHeHus Registry) HAaCTpoeK rpynn nosib3oBaTenel U OTAENbHbIX YYETHbBIX 3anucen.

Kaykpasa 3anucb Tabnuubl COOTBETCTBYET BHECEHUIO KaKUX-TO N3MEHEeHUN. |_|pVI HaXXaTWW Ha 3annCb Ha NaHeNn
cnpaBa 0TO6pa3ﬂTC‘i| HaCTpOﬁKVI cepBepa oo n nocne 3Toro UsSMeHeHu4.

NaMeHeHUA HACTPoeK Dotowe (2)
[ 0207.20220:00-02082022 1714 3 | [ Bee peiicrams ~| [ Bee ofrecm v| [ s nonsaozarenn [ nowce | Bs
..Ea'ra W BpemMa NeiicTene Tun obbexTa HMa NoNb30Ba...  M3MeHeHua B MogpobHocTu
1
(‘1!2.08.2022 16:19:27 edit conference anonymous id, invitations . [lata n Bpems: 01.08.2022 16:13:59
. [edicreune: edit
02.08.2022 11:20:15 edit user anonymous id, company, first_name
Tun obbekTa: conference
01.08.2022 18:36:43 create conference anonymous id, pin, url, tags, type, owne HMa nonb3oBaTena: anonymaous
Hamenenns:
01.08.2022 17:20:34 create user anonymous id, email, groups, status, dis...
id: 0477158272 -> (4771 :e
01.08.2022 16:13:59 edit conference aNonymous id, topic, schedule, registrati... topic
. - e E—— "type™: 1, "duration”: 28800, "start_time™: 1659268800, "time_offset™: 0,
01.08.2022 16:12:23 edit conference 3Nonymous id, topic, invitations e epecial time offset’: 180 } = { "type™ 1, “duration”: 28800, "start_time":
30.07.2022 17:50:34 edit conference anonymous id, owner, invitations 1659528000, "time_offset”: 0, “special_time_offset’: 180}
registration: { "end_at": 1659257600, "fields": { "email™: { "index": 1, "is_required":
30.07.2022 17:30:29 create conference anonymous id, pin, url, tags, type, owne true }, "display_name": { “index": 0, "is_required": true } }, "enabled": true,
“start_at": null, "allow_users_access": false, "partidipants_limit": null,
30.07.2022 16:22:21 edit https_config anonymous “participants_limit_enabled": true } - { "end_at™: 1659556800, "fields™: { "email™: {
“index": 1, "is_required": true }, "display_name™: { "index™: 0, "is_required™: true }
SN TR edit hitps_config anonymous 3, "enabled"; true, "start_at": null, "allow_users_access": false, "participants_limit":
30.07.2022 14:27:26 create conference ananymous id, pin, url, tags, type, owne null, “participants_limit_enabled": true

Beero: 36

1. 06w MHTepdeiic B3aumMogeicTBrS ¢ Tabnuuein ( cMm. onucaHune Boille).

2. HasBaHwue namMeHEHHOro napameTpa.

3. 3HaueHus NapaMeTpa: npegbigyLiee (Lo U3MeHeHUs) -> HoBoe (Mocsie U3MeHEeHUs).

Hanpumep, Ha n3obpaxeHnw BbliLle BbIbpaHO cOBbITUE M3MEHEeHWs HAacTPOeK KOHepeHL MK, Mpu KOTOPOM bbln

N3MeHeHbI:

e HasBaHue (napameTp topic );

e HacTpoliku eé 3anycka (napameTtp schedule );

® HACTPOVKM perucTpaumm B KoHdepeHumn (napameTp registration ).

16.5. 3anucu KoHdepeHUUi

B naHHOM pa3spene coaepXXnTca CNMCOK 3anMCaHHbIX KOHCbEDEHLI,VIVI. 30ecb 1X 3aMnCu MOXKHO BOCnponsBecTn,

CKa4aTb N yganunTb.

MapaMeTpbl XpaHeH s 3anncen 3a4atoTca B ApYroM pasgerne 3anucu.

3anucK KoHepeHUmit 1 Tovous (2
| 03.052023 0:00-04.05.202318:57 (@ | | Hassarme concpeperum | | ID koncpepentyan | m
HazeaHue koHepeHLMM ID ceccun Hauano Mpogonxmren... Bnapeney ID xoHdpepeH... Pazmep, MB
BeGuHap 0000002f766¢C... 03.05.2023 17:48... 0L:00:31 lebedeva@video....  \c\partners 332.6 u i -
BefuHap 0000002e8c1... | 03.05.2023 17:47... 00:20:43 lebedeva@video....  \c\partners 112.7 > t i
BeGuHap 0000002d3de... 03.05.2023 17:45... 00:42:03 lebedeva@video.... | \c\partners 236.0 @
BebuHap 0000002b870... 03.05.2023 15:56... 00:17:37 barasenko@vide: \c\partners 43.2 1 i
CoBelwadne 000000280e6... 03.05.2023 13:18... 00:00:43 stolopovnikova@... \c\test-new 101.5 »
Beero: 5 i
1. O6bwui nHTepdec B3anMoLencTBMA ¢ Tabnmuen ( CM. onucaHue Bbille).
2. CcbliKa Ha cTpaHuLy ¢ noapobHoNM MHpopMaLMel o ceaHce CBA3MU.
3. MNepexopn B KAPTOUKY KOHEpPeHUUN B 06LLEM CMIUCKE.
4. KHoMKa ons BOCNpOM3BeLEeHNS 3aMnCK.
5. KHonka ons ckadnBaHus 3anucu.
6. KHonka gns yoaneHus 3anucu.

,D,J'Iﬂ B/OEO03BOHKOB TOYKa-TO4YKa B Ka4eCTBe Ha3BaHNA 6y,D,ET YKa3aHo (663 HaBBaHMﬂ).
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C NoMOLLbIO KHOMKKM [ MOXXHO BOCMPOW3BOAMTb 3anucaHHble KOHdepeHLyM C 0JHOBPEMEHHbBIM MPOCMOTPOM

yaTa (TonbKo AN rpynnoBbIX KOHpepeHLNiA):

|
o
O
X

0000011bfb99812f@video.server.comivcs

Anexced CeMKo

Mozppaena0 C yCnewH:LM

KOHTPAKTOM, Koneri!

AHHa CefioBa @

Cnaawbo! Tenepb MOXHO PaCcCMOTPETH
npepnoxesue ot "CKPITTM"

Weana Ty cond

02:12

AHHa CefloBa @

Kak fymaeTe, COrMacATCA OHW Ha

Anna Ceposa
Hak gymaeTe, c..

HaLLKM YOI0BMA? &

Mory nu 9 BocnpoussecTu Bugeo, 3anucaHHoe B TrueConf Server V, npu nomoLuu

CTOPOHHUX Nporpamm?

[a, ons 3Toro BaM He0b6XoAMMO CKayaTb M YCTAHOBUTb Meauanseep ¢ Noanep>kkon Bugeokoneka VP8,
Hanpumep, VLC

Takxe Bbl MOXKeTe 3arpy3nTb Ntobyto U3 3anucelt Ha BUAeoXoCcTUHT (Hanpumep, YouTube nnu VK Bugeo),
4YTObbI MOAENNTHLCS €t0 C KOJIeramu.

16.6. MopgknioueHUusa

B naHHOM pa3fgenie MOXKHO NOCMOTPETb VIHCbOpMaLI,VIIO O NOJib30BaTeJIbCKNX OKOHEYHbIX YCTPOVICTBaX. OHa MoxkeT
6bITb NonesHa npu ocywecTBiieHnn TexXHU4YecKomn nognep>Xkn B peajibHOM BpeMeHMu.

MNogknoyeHna Momowe ()
MokaszaTe 10 v 3anucen Mowck: i
Nogkniovenve 4 ABTOpPWIOBaHHLIA NONL3OBATENL MpunoweHue P

2BFABA24F1CDOATCA945BB2DCFDS1765 shvets@video.example.test/b049544c TrueConf Android 2.2.0.198 10.160.2.47
ABDE529586408CABF2ATEACASBB0EADG #guest-edfcdcaS@video.example. test/0000 WebClient 127.0.0.1
D4163FC29C07COSBFOB1C4FE3AS9TTAA #guest:6adclic16@video.example.test/0000 WebClient 127.0.0.1
DEB369622F06648EDASAGSESES23ABFE WebClient 127.0.0.1
E3825799ESF2765CECESFASF16ETFO3F room_office@video.example.test/94coced7 TrueConf Windows 8.3.0.1718 10.160.1.150
F021A1285D934697DDODI9BECACCE4S2 Klintz@video example test/fic8b086 TrueConf Linux 8.3.0.1678 10.160.1.141

3anucu ¢ 1 go 6 u3 6 aanucen MNpeawiaywan 1 Cneayrowan

Ncnonb3yliTe none novcka pns 6oicTporo duabTpa 3anuceli no ntobomMy 13 napameTpos. MNonck
perncTpoHe3aBUCKMbII N BeLETCS MO BCEM NONsSM (Tabnvua huibTpyeTcs U OCTAOTCS TOJIbKO Te 3aMucH, Fae XOTs
6bl B OLHOM MoOJie eCTb BBEAEHHAsA CTPOKa). ECTb BO3MOYKHOCTb KOMBUMHNPOBATbL MCKOMbIE 3HaYeHMs. Hanpumep,
4YTO6bl 0TO6PA3UTbL TOJIKO rOCTEBbIE MOAKIOYEHMS U3 Bpay3epa, yKaxkuTe B novcke webclient guest.

Mo Ha)kaTuto Ha 3anucb B cTosbue MoakntoyeHne OTKPOEeTCS PacCMOTPEHHAs Bbille CTPaHMULA noapobHocTel
MOAKITHOYEHNS KOHKPETHOTO MoJsib30BaTesis. A Npu KIMKe Ha noJsie B cToJible ABTOPU30BaHHbIN NONb30BaTeNb,
conepykatuem TrueConf ID nonb3osaTtena gaHHoro TrueConf Server V, oTKpoeTcsa cCOOTBETCTBYtOLAsA CTpaHuLa
npoguns.

OTCyTCTBl/Ie B CTPOKe Nnoagkto4vYeHnsa gaHHbIX 06 ABTOPM30BaAaHHOM NOJib30BaTeJie O3HAa4YaeT, YTO OH YyXKe
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OTKItOYUMICS (HanpuMep, roCTb y4acTBOBaJ B MEPOMNPUATUN U3 Bpay3epa M NOTOM 3aKpblfl CTPaHMLY).
JocTynHo ypaneHne 3anuvceli ctapee onpegenéHHon aatbl. [11g 3Toro HaykMmnTe KHOMKy 'i' M YKQXXWUTe YUCIIO

LHel, cTaplue KOToporo TpebyeTcsa yaanuTb gaHHble (Mo ymonyaxuio 180 gHen):

YOanuTk 3anucy © NogKNKYeHuAx CTapwe OH.

Yoanute OTMeHa

16.6.1. CobbiTusA, Npy KOTOpbIX 06HOBNsIeTCA MHDOPMaLMa 06 ycTpocTBe

CobbiTne N3MeHsieMble nong

Network Info Type
Audio Capture
Audio Render
Video Capture
Direct X
Hardware Config

MpucoennHeHNe YCTPOMCTBA K CEPBEPY UM BOCCTAHOBIEHNE COEANHEHUS

3aBepLueHne KoHbepeHunn Last Conf Name
[MpoxoxkoeHne ceTeBoro Tecta (Mo HaXXaTUIO Ha COOTBETCTBYHOLLYIO KHOMK
P A ( yloly Y Network Test
B KJIMEHTCKOM MPUIOXKEHNN)
ABTopu3auua Ha cepBepe System information
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17. HacTpoliika paclumpeHuii

17.1. TrueConf Directory

B paspene Pacwmpenus »TrueConf Directory Bbl MOXeTe HacTpoUTb UHTerpauunio sksemnngapa TrueConf Server
V, Bxogalero B komnnekcHoe petteHune TrueConf Enterprise, c pewenvem TrueConf Directory.

,D,J'I;I 3TOro HaAXXMMTE Ha KHOMKY AKTVIBVIPOBaTb. ,D,J'Iﬂ OTKJTIOHEHUNA NHTErpaumm — KHOMKY p.eaKTMBVIpOBaTb.
TrueConf Directory Momoub (2)

TrueConf Directory - 3To pellieHWe, KOTOpoe 06beMHAST HECKONbKO CEPBEPOB B €IMHOE afIpeCHOE MPOCTPaHCTBO. 3TOT
NPOAYKT NMO3BOAAET MONb30BaTENsAM C OIHOTO CEpBEpa OCYILECTBNATL NMOWCK CpeaM Nonb3oBaTenei Apyrmx HE3aBUCUMMBIX
cepBepoB B paMkax pelueHus TrueConf Enterprise, npocMaTpueaTth MHbOPMaUMIO 0 HUX, N0DABNATL UX B afIPECHYID KHUIY,

CaMOCTOATENbHO CBA3bIBATHCA C HUMW B peXWMe BMAe03BOHKa U rpynnoaoﬁ BHHEOKOHEIJEDEHLI,HM, a Takke obMeHMBaTbCA
MIHOBEHHbIMW COODLIEHUAMU B YaTe.

B 6onbLiom none nof Tabnuuen NosiBUTCS CreHEePUPOBAHHbI CEKPETHBbIN KITtoY.

TrueConf Directory Tomowe ()

TrueConf Directory - 3T0 pelleHe, KOTOPOe OBbeMHAET HECKO/BKO CEPBEPOB B E[IMHOE a[JPECHOE NPOCTPaHCTBO. 3TOT NPoAYKT
NO3BOMAST MOMB3OBATENAM C OHOMO CEPBEpPa OCYLIECTBNAThL NOUCK CPeau Nonb30BaTenel Apyrux HE3aBMCUMEIX CEPBEpOB B PaMKax
pewwenia TrueConf Enterprise, NpoCMaT puBaT L MHGOOPMALWMIO O HWX, A0GABNATE MX B 3APECHYID KHMMY, CAMOCTOATENBHO CBA3LIBATLCA C
HUMU B PEXMME BUEO3BOHKA M FPYNMOBOI BUASOKOHMEPEHLMK, @ TakKe OBMEHMBATBECA MMHOBEHHBIMU COOBLUEHUAMM B YaTe.

Directory TpebosaHus
Bepcua 3.0.0 UnK Belle
SSL (HTTPS) BKMIOYEHD

eyIpZCIsInViMm 1 tIwibmFtZSIeINVIMmLELNRydW\Vjb25mLm5ShbWUILCI2 Z2JzaW9uljoiNC40LjQUMTAX MZMILCI LemwiOomS 1bGwsINNIY 3VyZ
Vo1lcmwiDDodHRwezpcL 1wvMTAUMTIWLJEUMTESIWIY 2xpZW 50X 2 KIjoidH 1 ZWNVbmMZFZGy ZWNOD3I5IWTY 2XpZW S 0X3NIY 3Jld CI6LRKY 21X
ZMI4NZhhMTI20GIIOWYYNGRINAKM2ZIMTIJNDQZMTYSNTIFQ==

[na nonyyeHns nanbHenwe nHdopmauum o HacTpolike pacwmperus TrueConf Directory n ero nprobpeteHum
CBSYKUTECH C HaMU YOO6HbBIM A1l BaC CNocobom.

BosmorkHocTu TrueConf Directory Mbl npogeMoHcTprpoBanu Ha ISE 2019 .

17.2. UnTerpauus c DLP

Ecnu B Bawewt nuueHsum Ha TrueConf Server V akTuBnpoBaHo paciunpeHvie MHTerpaums ¢ DLP, To B LaHHOM
pasfesie Bbl CMOXKETe HAaCTPOUTb MOAKJIIOUYEHME K TAKOW CUCTEME U [eNCTBUS NMPU 06Hapy>XXeHUM NOMbITOK
HapyLleHus NpaBus 6e30nacHoOCTL.
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1
AKTWBMPOBATE paclUMpeHne
ICAP-cepeep
2
ocT Mopt BeszonacHoe NogknmodYeHe
‘dlp.example.com ‘ |2344 | ‘ He ucnonkaoeatk hd MpoBepUTs coegUHEHWE

Craryc: DLP-cucTema goctynHa (Mailfilter ICAP service)

1. AkTuBauus pacwmpeHus. Moka dnaxok He MOCTaBfEH W HACTPOWKWM He COXPaHeHbl C MOMOLLbIO KHOMKM
MpuMeHUTDb, HMKaKKe NPOBEpPKM He paboTatoT.

2. MapameTpbl nogkntoveHns k DLP-cucteme: xocT (IP nnu FQDN 6e3 npedwrkca http: / https: ), nopT v Tun
noakstoveHus (0bbiuHoe nnu 3awniLéHHoe no TLS).

3. lNpoBepka AOCTYMHOCTM CMCTEMbI. Pe3ynbTaT NpoBepKM Bbl YBUANTE B CTPOKE CTATyCa HUXKE.
poBEpKa TEKCTOBBLIX A
4
) (6)

ICAP-3anpoc

REQMOD icap://%host:%port/ ICAP/1.0 Mo ymonuanuio [

Host: %host

Allow: 204 | omwem
Connection: keep-alive o

Encapsulated: req-hdr=0, req-body="%body _offset

POST/HTTP/M.1

Host: %server_name

X-Client-IP: %src_ip

X-Src-User: %src

X-Dst-User: %dst

X-Chat-Id: %chat_id
X-Received-Date: %date
Content-Type: application/octet-stream

“body_length
%body

LedcTBue © bHbIM TEKCTORBIM COOBLIEHUEM N
® 3amMeHuTE TeKCT COOBILEHUA Ha YKa3aHHEIA B DLP-cucTeme
O 3amenuTs TexeT coobleHMA Ha

O OcTaBUTE 683 M3MEeHEeHUA

OTBeTbl DLP-cucTeMe! OyeT NpourHoprpoBaHs!

[eAcTEME € TEKCTOBLIM COOBLWEHHEM NP OTCYTCTBUMM OTBeTa oT DLP-cUcTeMbl
O 3amenuTs TexeT coobleHuA Ha

@ OcTasuTE Gea MaMEHEHNR o~
O]
| Bpemn oxmaanuna oteeta ot DLP-cucTems! (cexyHsl): | 15 ‘
(10)

4. AxkTnBauus NPOBEPKN OTNpaBNide€MbIX TEKCTOBbIX coobuieHnin. MNMoka cbna>+<o+< He MOoCTaBJieH U HaCTpOVIKVI He
COXpaHeHbl C MOMOLLbIO KHONMKA anIMeHVITb, npoBepKa He pa60TaeT.

5. ICAP-3anpoc, cogepxalimii Heobxoaumble Ans nepepayn B DLP-cuctemy nong. @opmat 3anpoca 3aBUCUT OT
KOHKPETHOWN CUCTEMbI, HUXKE MepeyncieHbl NCMoSIb3yeMble B LabnoHe nepeMeHHble, KOTOpble 3aMeHSIoTCS Ha
KOHKpEeTHble 3Ha4YeHMs Npu Nepefaye JaHHbIX Ha aHanNus.

Cbpoc ICAP-3anpoca Ha WwabnoH no-yMonyaHuto.
7. OTMeHa B 3anpoce NociegHNX M3MEeHEHN, KOTopble He BblfIN COXPaHEeHbI C MOMOLLbIO KHOMKK MpUMeHUTb.

8. [HeiicTBus c cooblieHMeM, KOTOPOe MPU3HAHO HeXKeNaTeflbHbIM Nocsie aHanu3a Ha ctopoHe DLP. MoykHo
3aMeHUTb cooblieHre Ha BblbpaHHbI B DLP-cucTemMe TeKkcT, ykasaTb CBOW BapWaHT, UM >Ke OCTaBUTb 6e3
M3MeHeHWn. B nocnegHem cryyae nonbsoBaTenun bygyT nosnyyaTb Bce coobuieHus, HO B niorax DLP-cuctemsl
6yneT pUKCMPOBaTbLCS OTMNPABKa HEXeNaTe bHbIX COOBLLEHNI.

9. [encTBue c He)xxenaTesbHbIM COObLLEHMEM B Cilyvae oTCyTCTBUs ¢BsA3n ¢ DLP-cuctemoii. Hanpumep, MoxkHo
yKasaTb TekcT "HeT cBA3M ¢ cuctemolt besonacHocTn", 4Tobbl HMKaKMe COOBLLEHUS He MOrnu MPUXOANTb
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10.

1.

12.
13.
14.
15.

16.

17.

18.
19.

nonyyvyartenaMm o MOMeHTa peLlueHnda I'IpO6J'IEMbI.

Bpemsa oxupaHus cssasm ¢ DLP-cuctemoin. Ecnu nopkntoveHve K CUCTEMe HapyLuiocb, TO MpU OTrpaBke
MepBOro nocfie 3Toro cobbiTWS CoobLLieHNs MPOMAET yKasaHHoe 3pdecb Bpems, noka TrueConf Server V
cpearupyeT B COOTBETCTBUM C HACTpoKamu 13 n.9 (T.K. ByayT Npon3BOAUTbCS MOMbITKM BOCCTAHOBUTL CBSA3b).
B panbHelilweM npoBepKa HaluMuua CBS3M MPOBOAMTCS B (DOHOBOM pexkvMe W fepefava CcoobLieHUI unm
3anpeT byaeT NPoOUCXOAUTb NPAKTUYECKN MITHOBEHHO.

pka dhannoe

Dy

ICAP-3anpoc

REQMOD icap:/%host:%port/ ICAP/1.0

Host: %host

Allow: 204

Connection: keep-alive

Encapsulated: reg-hdr=0, reg-body="body_offset

12

Mo ymon4aHuw
OTMeHa

POST /HTTP/M1.1
Host: %server_name
X-Clieni-IP: %src_ip
X-Src-User: %src

[deAcTBME C HEXENaTENbLHbLIM (hannom \1§
® OTnpasuTs BMecTo (hainna TekcToeoe cooblueHne, ykasaHHoe 8 DLP-cucreme
O OTpasuTs BMecTo daiina TekcToRoe cooblieHUe

@ain 3abnoKMpoBaH

O OcTasuTe Gea MameHsHui
OteeTbl DLP-cucTeMsl DyeT NpoMrHopvpoBaHsl

OeAcTBMeE ¢ (haANOM NpU OTCYTCTEMN OTBeTa OT DLP-CHCTEMBI ‘ 1 6
@] OTnpasuTe BMeCTO halnna TekcToeoe cooblieHue J
‘ ®ain 3a6noKUpoBaH ‘
® OcrasuTs Gea ameHeHui
IBpeMH OXMOAHNA oTeeTa oT DLP-cucTemsl (cekyHasl): | 300
| NLHO
- (18

| OTNpaBnATL CNIMCOK Y4aCTHUKOB MPYNNOBOTO YaTa, ECTW UX KONWYECTBO He NpeBsiwaeT | 50

=?

AKTMBaLMs NMPOBEPKM OTNpaBisgeMbix (aiinos. [Toka ¢raXkok He MOCTaBfeH W HAaCTPOMKW He COXpaHeHbl C
MOMOLLbIO KHOMKM [pUMeHUTb, NpoBepka He paboTaeT. CriefyeT OTMETUTb, YTO B 3aBMCUMMOCTU OT pa3Mmepa
alina MoXXeT MOHafobUTbCS HEKOTOpOe BPeMs Ha ero aHanvM3 M peakuuio CUCTeMbl, T.K. OH CHayana
3arpy»kaetcs Ha TrueConf Server V, a notom B cuctemy DLP.

ICAP-3anpoc, cogeprkawmnii Heobxonmmble gns nepefayvm 8 DLP-cuctemy nona.
Cbpoc ICAP-3anpoca Ha WwabnoH nNo-yMonyaHuto.
OTMeHa B 3anpoce nocfiefdHNX NU3MEHEHWNN, KOTOPble He BblNIN COXPaHEeHbl C MOMOLLbIO KHOMKKU TpUMeHUTD.

[elicTBUS c aitfioM, KOTOPbIV MPU3HAH HeXeslaTeslbHbIM Noce aHannsa Ha ctopoHe DLP. MoykHO 3aMeHUTb
alin Ha BbibpaHHbIi B DLP-cucTeMe TeKcT, yKa3aTb CBOW BapUaHT, WM e ocCTaBuTb 6e3 m3MeHeHuid. B
nocriefHeM cJlyyae nosib3oBaTenu 6yayT nonyvatb Bce annbl, Ho B norax DLP-cuctembl 6ynet
(bUKCMpOBaTbCA OTMPaBKa HeXXenaTesbHbIX alinos.

[eNcTBure c HexkenaTesNbHbIM haiIoM B clyyae oTcyTcTBus ¢BsA3u ¢ DLP-cucteMoit. Hanpumep, MOXKHO yKasaTb
TekcT "HeT cBsI3M ¢ cnuctemoin 6esonacHocTn", YTObbI HUKaKMe COObLLEeHNS He MOTIN NMPUXOLAUTb MoJyHaTensam
[0 MOMEHTa peLleHunsi Tpobriembl.

Bpems oxxunpaHus cessu ¢ DLP-cuctemoli. Vcnonb3ayeTca Takas ke Nornka paboTbl Kak U Aas cOObLLeHuUH,
onucaHHas B n.10.

OrpaHquHme HYncna ydaCTHMKOB rpynnoBOro 4ata angd oTnpaBKKM UX CMUACKA Ha DLP.

He 336y,D,bTe Ha>XaTb KHOMKY anMeHI/ITb OJ19 COXpaHeHnd M3MEHEHWN.

17.2.1. NMepeMeHHble B wabnoHax ICAP-3anpocos

%body — KOHTEHT 3anpoca (TeKcToBoe cooblueHe 13 YaTa)
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%body_length — OnvHa KOHTeHTa 3anpoca (B 6anTax)

%body offset — cMelLleHMe KOHTEHTa 3aMpoca B MHKaNcynmpyeMon cekumm (B baritax)

%chat_id — yHukaneHbln GUID yaTa

%chat_id origin — %chat_id oTKyma nepecbinaeTcs cooblleHne (ec/iv He NepecbinaeTcs, To NycToe)
%chat_title — Ha3BaHMe 4aTa

%chat_title base64 — %chat_title B dopmaTe base64

%content_length — OnNVHa KOHTeHTa 3anpoca (fecaTuyHoe, B 6aiiTax)

%date — paTta B ¢opmate ISO 86011

%dst — nonHbiin TrueConf ID nonyyaTenda B Buge user@server

%dst_base64 — %dst B dopmaTe baseb4#

%dst_user — noruH nonydatensa (4actb TrueConf ID go cumBoMa @ ) C yKkasaHWeM [OMeHa B BuAae
domain\user

%dst_user_at_domain — norvH nony4yatensa B Buae user@domain (MoykeT 6bITb 6€3 @domain , ecnun B

OCHOBHOM JJ,OMEHe)

%dst_user_at_domain_base64 — %dst_user_at_domain B dopmaTe base64
%dst_user_base64 — %dst_user BdopMaTe base64
%dst_user_no_domain —noruH nony4vartens

%dst_user_no_domain_base64 — %dst_user_no_domain B dopMaTe base64
%host — 3HauveHne 6epéTtca us nona Xocr

%port — 3HaueHUne 6epéTca ns nons MopTt

%server_name — noMeHHoe umsa TrueConf Server V

%src — nontblii TrueConf ID oTnpasuTens

%src_base64 — %src Bbaseb4

%src_user — noruH otnpasuTtens (4actb TrueConf ID pgo cumBona @ ) C yKasaHMeM goMeHa B BuAae
domain\user

%src_user_at_domain — norvH oTnpasuTend B Buge user@domain (MoxkeT 6biTb 6e3 @domain , ecsivi OH B
OCHOBHOM flOMeHe)

%src_user_at_domain_base64 — %src_user_at_domain B copmaTe base64
%src_user_base64 — %src_user B dgopmMaTe base64
%src_user_no_domain — fOrvH OTNpaBuTens

%src_user_no_domain_base64 — %src_user_no_domain B copmaTe base64

%src_ip — IP-agpec oTnpaBuTens

Lns alifioB 4ONOMHUTENbHO LOCTYMHbI:

%filename — MM oTnpaBssgeMoro daina

%filename_base64 — %filename B popmaTe base64

17.3. NMouToOBbIE NJIArNHbI

,D,aHHOG pacwnpeHne Nno3BongdeT:

yrnpaenaTb Beb-Bepcueit HancTponku gna Microsoft Outlook, koTopas 6ymeT ckauMBaTbCs MPSIMO C Ballero
cepBsepa;

NnoJlydnTb MpsMble CCbikuM ans yctaHoBku Windows-Bepcun HapcTpoliku gns Outlook v nnaruHos ans
Thunderbird n P7-Oduc. OpraHaiisep;

HacTPOUTb WabJIoH NpUrfaweHns Ha KOHdepeHLuio.
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[aHHoe paclumpeHve NpefocTaBnseTcs becnnaTHo, B ToM Yncne c Bepcueld TrueConf Server Free.

Ha Bknagke MnarunHbl Bbl cMOXKeTe:

[MouToBLIE NAAMMHGI Oomow (

Mnarmso Hactpoiti

Kau yeTaHoen s NoYTOBLIE NNaMHL TrueConf Nons3osarenam B Bawed ORTBHU3ALNM

™

Outlook (se6) N

Pailn maHupecTa

hitps:/110.110 2. 242/publicipluginsioutiook/manifestxm I

Cuauars daitn

OBHOBUTE

Texywas sepcus HaacTpoikm: 1.1.0.44

3arpy3uTb HOBYHO BEPCUIO

QOutlook (ana Windows)

‘Ccbinka Ha chaitn nnarnHa
Bepeua 32-bit: https:/iplugins.truecont.rufoutlook-desktop/32/plugin.msi g

Bepcun 64-bit: https:/plugins. trueconf. rufoutlook-desktop/64/plugin.msi [y

3

Thunderbird

‘Ccbinka Ha chaitn nnarnHa
https:fiplugins.trueconf.ru/thunderbirditrueconf.xpi [iy

4

P7-Ochuc. Opranaiiszep

Cevinka na thaitn nnarnna
hitps:/iplugins.truecont.ruir7 frueconf.xpi [y

COXPAHNTbE

1. B 6noke Outlook (Be6) — ckauaTb xml-aiin onsg ycTaHOBKM Beb-BepCcUMM HAACTPOMKM (Nf1aruHa), a Takxe
06HOBUTb TeKyLLyto Bepcuio Ha cepsepe. CCbifIKy Ha YCTaHOBKY MarvHa MOXHO CKOMMPOBaTb C MOMOLLbIO

KHOMKW [y ¥ PacnpoCTpaHUTL Cpefn MoNib3oBaTesNeil KOPNOPATMBHOM CeTy (B TOM 4MCiIe 1 3aKPbITO 6e3
focTyna B MIHTepHeT), 4Tobbl OHM MOTJIN YCTAaHOBUTb ero Hanpsamyto ¢ Bawero TrueConf Server V.
2. B 6noke Outlook (ana Windows) — ckonvpoBaTb C MOMOLLbIO KHOMKM |_‘ CCbIIKY Ha YCTAHOBKY HAaCTOJbHOWN

Bepcun HagcTponku ans Outlook n pacnpocTpaHnTh eé cpenmn nonb3oBaTenieri. OHU caMu CMOTYT YCTAaHOBUTD
cebe nnarvH yepes VIHTepHeT C Hawero canTa. TakXe Bbl CMOXETEe LEHTPasIM30BaHHO PacnpoCTpaHUTb
NMPUIIOXKEHME C MOMOLLLbIO MPYMMOBbIX MOSIUTUK T.K. OHO NPeLOCTaBAsSeTCs B BUAe msi-nakeTa.

MonpobHee 06 ycTaHOBKE M BO3MOXKHOCTSX HAaCTONbHO 1 Beb-Bepcuii HaacTpoiiku ans MS Outlook
YyuTanTe B Hallel base 3HaHWNA.

3. B 6rioke Thunderbird — ckonnpoBaTh € MOMOLLbIO KHOMKM |_‘ CCbIJIKY Ha YCTaHOBKY MiarnHa ans
npwunoxenusa Thunderbird n pacnpoctpaHuTb eé cpeam nosnb3oBaTesiei.
4. B 6noke P7-Oduc. OpraHaiisep — CKOMMPOBaTb C MOMOLLBIO KHOMKM [ CCUTKY Ha YCTAHOBKY MiarvHa ans

npunoxenusa P7-Oduc. OpraHalizep 1 pacnpocTpaHuTb eé cpeau nonb3oBaTesnen.

Ha Bknagke HacTpoliku Bbl CMOYKETE U3IMEHUTb TEKCT WabfioHa onucaHus, KoTopoe Ao6aBnseTcs npu co3naHum
CobbITVSA Yepes Nto60ol 13 MOYTOBbLIX MArMHOB TPYKOHMD. 30eCh Xe MOXXHO aKTUBMpOoBaTb fobasneHne PIN-kona
LA NoAKoYeHUs (NP ero Hann4yMm) B onmncaHue:
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Oowowg

[No4ToBbIE NNATVHBI

MnaruHe HacTpoiiku

r Mpurnawedue Ha KoHepeHyUo

OTmeHa

Bbl npurnalleHsl B KOHpepeHLUKuo Y%boconf_name. Mo ymonuaxuio

Bnagenel koHgpepeHUuK:
Yhowner_name

CCBUNKA HA MEPONPUATHE:
Yhconf_url

WabnoH nogaepwueaet HTML-Teru u I'IepEMEHHhIE®

NobBaenTte PIN koH(EDEHLUMK B NPUINALLEHUE (ECAW YKA3AHO)

COXPAHWUTE

B wabnoHe npurnaleHnss MOXHO UCMOMb30BaTb PsA KOHCTAHT, aHAJIOrMYHO WaboHaM NMCeM Npu HacTpolike
SMTP:

e %conf_name — Ha3BaHWe KOHdepeHUnY;
e Y%conf_id — ID KoHdpepeHumn (HanpuMep, \c\df@a2adebe );
e Jowner_name — oOTObparkaemoe UMs Briafesbla KoHdbepeHLun;

e %conf_url — ccblfiKa Ha CTpaHNLYy KOH(EPEeHLMI, HanpuMep:

https://example.com/c/CID

[MapaMeTpbl 4N yKa3aHWs KOHTAaKTOB aflMMHUCTPATOpa cepBepa:
o %admin_name — oTobparkaemoe ums;
o %admin_email — e-mail gna ceasy;

o %admin_phone — TenedoH A1 CBA3N.
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18. Bo3MOXXHOCTU agMUHUCTpaTOpa ¢ ponbto Security Admin

Mpwu ycTaHoBke TrueConf Server V ona npefoctaBneHns orpaHMYeHHOro [OCTYNa K NaHesnu yrnpasieHuns
cepepoM B OC aBTOMaTMYeCKMN fobaBnsgeTca nokanbHasa rpynna nonbsosaTesnei TrueConf Server Security
Admin Ha Windows un tcsecadmins Ha OC cemelicTBa Linux. ADMUHUCTPATOp cepBepa MOXKeT fobaBUTb B Heé
YYETHbIE 3aNNUCU TeX AAMUHNCTPATOPOB, AN1S1 KOTOPbIX HYXXHO CKPbITb HACTPOMKK CepBepa 1 NPefoCTaBUTb

BO3MO>XHOCTb NPpOCMaTpMBaTb:

OT4YETbI O COBBLITUAX CepBepa;

NCTOPUIO BUAEO3BOHKOB U KOHepeHLuit;
LaHHble O MOAKITIOYEHUAX K CepBepy;
COObLLEeHNs YaToB;

3anncK KoHgepeHLMit;

NCTOPUIO M3MEHEHWIN HACTPOEK cepBepa.

18.1. Kak po6aBuTb y4éTHyto 3anmucb Windows B rpynny Security Admin

YT06bI CO30aTb HOBYIO JIOKasbHYO y4ETHY0 3anmncbk Windows ¢ HeobxoanMbIMU MpaBaMu:

1. MNepenguTte B ocHacTKy JloKanbHble MOJsib30BaTeNu U rpynnbl. g 3TOro Ha)kKMUTe KOMOBWHALMUIO KaBULL

2. Haxkmute npaBon KHOMKOW MbILLK Ha cnucke Monb3oBaTenu u Bbl6epl/ITe Hosbiit nonb3oBaTenb....

3. 3anonHuTe HeO6XOJJ,l/IMbIe nonawum HaCTpOVITe napaMeTpbl CMeHbl Napona.

N o u &

Win+R 1 B nosiBMBLUEMCS OKHE BbIMONHUTE KOMaHAay 1usr‘mgr‘.msc

JokaneHeIE NOME30EATENW W TPYTMG ..

JdeonoAHKTenEHBIE ZEACTENA

AWTENBHBIE ,U,Eﬁ CTEWA

&8 lusrmagr - [NlokaneHeie Nonesosatenn u rpynne (nokansHo)]
®aiin  Jeiictene  Bug  Cnpaeka
e |mE = H
A fokaneHeie nonesosaTenn U rpy| yn Jeiictenn
| MNonbsoeatenw
| Tpynnei
& Tey [ rpynner
Hoeblit nonb3oeatent X
MonbzosaTtens: |5ecuri’ry_admin |
MonHoe wma: | |
Ormcanme: | |
Napons: |o.oo.oo. |
MoATEep®ACHWE: |........ |
TpefiosaTs CMEHE! NAPONA MpH CNEOYOILEM BXOLE B CHCTEMY
anpeTUTE CMEHy NapoNA NoNbS0BEaTENEM
Cpok nefcTEMA NAPONA HE OrpaHueH
(] Omgniounts yueHyio sarmcs
o | [ e
£ >

MeperignTe B cnucok MNonb3oBaTenu.

Ha)kMnTe NpaBoli KHOMKOM MbILLKN HA CO3aHHY0 YYETHYIO 3anunce 1 nepeinamnte B CBoMcTBA.

Ha Bknagke YneHcTBo B rpynnax Haxkmute Jo6aBuTh....

B kauecTBe nMeHU BbibpaemMoro obbekTa ykaxxute TrueConf Server Security Admin 1 HaxkmuTe OK.
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BeiBop: "Tpynne!" X

BriBepuTe Tvn oBtexTa;

|"rl33r'l'"'lbl" | Tunel 0B beKToE. .

B cpenywowem mecTe:
|DESKTOP-F~!EMBLP1] | PasmeweHie

BeemnTe umeHa BriBvpaemeix 0GbeKTos (puMepk):

TrueConf Server Security Admin| MposepuTe MMeHa

LOononHuTensHo ... OmaeHa

B nokanbHyto rpynny TrueConf Server Security Admin Mo)KHO [06aBNATb U y4ETHbIE 3anucy,
nMnopTupoBaHHble 13 Active Directory/LDAP.

18.2. Kak Ha OC Linux go6aBuTb y4€THYI0 3anuchb B rpynny ponbto Security Admin

MepeuncrneHHble fanee KOMaHapbl TpebyeTCs BbINOJHATH C NPaBaMu Cynepnosib3oBaTens Ui ¢
MOMOLLbIO YyTUAIUTBI sudo , HampuMmep, sudo command . Y4TuTe, YTO Mo yMon4yaHuto sudo MoXkeT
oTcyTcTBoBaTb B OC, NpoBEpUTb €ro Hannvymne MoXXHO KoMaHzgon sudo -V .

Ans Debian, Astra Linux

1. BbinonHWTe KOMaHay:

adduser --ingroup tcsecadmins [new_admin]

roe [new _admin] —norvH gobaBngeMoro nofib3oBaTens.
2. Mocne nosBReHNs CTPOKM A1 BBOAA NAPOJIs YKXKUTE U NOATBEPAMUTE ero.

3. I'Ipm XKeNaHUN YKaXKuTe AJid NoNb30BaTesid 4ONOJIHUTEIbHbI€ OaHHbI€ (FIOJ'IHOE nMmq, TeﬂedI)OH n ﬂp)

Ana Anbt Cepsep, ROSA, PEL] OC
1. BbinonHuTe KOMaHAay:

adduser -G tcsecadmins [new_admin]

roe [new _admin] —norvH gob6aBngeMoro nofib3oBaTens.

2.3apaliTe HOBOMY MoJib3oBaTesnto  [new_admin] Maposib C MOMOLLbIO KOMaHAbI:

passwd [new_admin]

AHanormyHbiM 06pa3oM Bbl MOXKeTe 106aBUTb NMOJIb30BaTeNs U B rpynny agMuHuctpatopos TrueConf
Server V ¢ NOSIHBbIM LOCTYMNOM K NaHenu yrnpasfieHus. [1ns 3Toro B nepeymc/ieHHbIX Bbllle KOMaHAax
OOCTATOYHO 3aMeHUTb tcsecadmins Ha tcadmins .
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18.3. Kak HacTpouTb NnpaBa aJis y>Ke CyLecTBYoLLero nojiibsoBarens
Bbl MOykeTe BblfaTb NpaBa HYy>XHOro YpPoBHS 1 Ans yxxe nmetowerocs B OC nonb3osaTens.
B cucreme Windows

Bam pocTtaTouHo nepeiiTn B ocHacTKy JIoKasibHble NOJsIb30BaTesIM U FPYNMbl W BbINMOMHUTL Wwarn 4-7 u3 pasgena o
LobaBfeHn YY4ETHON 3anuncu.

B OC cemevicTsa Linux

[lna HacTPOMKM CUCTEMHbIX y4ETHbIX 3anMcelt Ucnonb3yeTcs koMaHaa usermod . Hanpumep, 4Tobbl fobaBUTb
nonb3oBatena [user] Brpynny tcsecadmins, BbiNofHUTE KOMaHAy (C NpaBaMu Cyneprosib30BaTesNs Uim C
MOMOLLbIO yTUANTBI sudo ):

usermod -aG tcsecadmins [user]

B OC Linux MO»xHO NnpoBepPUTb CMMCOK rpynn noJib3oBaTesid 1 B NpnHUMNE ero Hajim4ine OJJ,HOVI KOMaHﬂ,OVIZ

groups [user]

Ecnun B cucteme npucyTcTByeT y4é€THas 3anucb  [user] , To byneT BbiBELEH CMMCOK €€ rpynmn, MHave Bbl yBUANUTE
CoobLLeHNe 0 TOM, HYTO TAKOro MoJib30BaTens HeT.

[anbHelwan MHCTPYKLUMS NpegHasHayeHa AN aAMUHUCTPATOPOB CepBepa, YbM y4&THbIe 3anucy JobaBsieHbl B
rpynny nonb3oBaTeneli TrueConf Server Security Admin Ha Windows n tcsecadmins Ha OC cemelicTBa Linux.

18.4. Kak BoiATU B NaHenb ynpaBrieHUs

1. MepengnTe Ha roctesyto cTpaHuuy TrueConf Server V. E€ agpec Bbl MOXKeTe YyTOYHUTb Y agMUHUCTPaTOpa
cepBepa.

2. HaxxmunTe KHonky Bxop anga agMUHUCTpaTOpa B HUXKHEN YacTW CTPaHULb.

3. BBeguTe cBOW MMs Nofb30BaTeNs U Naposib U HaxkMnTe Bxop,.

18.5. CtaTyc cepBepa

B npaBoM BepxHeM yriy naHenu yrnpaeneHuns otobparkaetca ctatyc TrueConf Server V: cocTosiHne paboTbl
cepBepa 1 CBeeHNs 0 perucTpaLmm.

MNpv HopManbHol paboTe cepBepa Bbl YBUAUTE TEKCT 3eM1EHOrO LiBeTa paboTaeT, 3apeructpuposaH . B cnydvae
Ke NpobJieM C 3anycKoM Unu peructpaunen byaeT 0oTobparkeHO COOTBETCTBYOLLee COOOLLLeHME KPAacHOrO LBeTa.
ObpaTnTech K aiMMHUCTPATOpPy cepBepa ANs pelueHus NpobneMbl U ohopMIIeHs 3anpoca B Ciyxby
TEXHUYECKON NOALEPIKKM.

18.6. HacTpoiika npepgnoyteHui

Mepeiins B paznen Cucrtema >lpeanoyvteHus... B MpaBoM BEPXHEM Yrily, Bbl MOXXeTe HaCTPOUTb A1 CBOEro
aKKayHTa cnefytolLme napameTpbi:

1. {3bIK 0TOBpaXkeHWs NaHenn ynpasneHus.
2. YacoBoli nosic. 9Ta HacTpolika BMSeT Ha BpeMs CObbITUS, yKa3aHHOe BO BCEX OTYETAX.

3. HacTpoliku akcriopTa oTY4ETOB B (halin CSV: KOGUPOBKY U pasgenunTesb nonem.

18.7. XXypHan cepBepa

YTo6bl OTKPLITL MOApPo6HbIe Nlorn o pabote TrueConf Server V, nepeiante B pasgen Cucrema »XKypHan cepsepa.
B HEM coxpaHsaoTCs CobbITUSA 1 OLLIMBKM, CBA3AHHbIE C 3aMyCKOM Cy)b cepBepa, NOAK/IoYEeHMEM K
pervcTpaunmoHHOMY CepBepy, akTUBaLMM JIMLEH3UN 1 TaK ganee.
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Bbl MoykeTe coxpaHuWTb XKypHan B caiifie txt c MTOMOLLbIO KHOMKK H . DTo byneT nonesHo Ans nocsiefyoLlero

aHaJIn3a OaHHbIX UK N9 ero OTnpaBKK B CJ'Iy)K6y TeXHUYeCKoM noanep>Kul.

18.8. NapamMeTpbl goctyna

[nsa npocMoTpa MHMOopMaL MM O HACTPOMKAX LOCTYNa K MaHe Ny ynpaBieHUs cepBepoM nepenanTte B pasnen Beb
>besonacHocTb:

BezonacHocTk Beb OomMow (Z)

— MaHenb ynpaeneHua o

—
[y

MpefocTaBuTs aAMMHWCTPATMEHBIN AOCTYT:

uneHaMm nokansHoi rpynnsl GezonacHocti TrueConf Server Admin
Bce nonszoBateny Windows Ha localhost

PazpelMTe B,CI,HI-"IHHCI'DBTI-"IEIHblﬁ OOCTYyN C NOKANLHBIX agpecoB Bes dETOPHZaUMK

2

OrpaHW4nTE QOCTYN K pazgeny no IP

10.0.0.0/8
192.168.0.0/16

172.16.0.0/12

©)

1. Monb3osaTenn OC, KOTOPbIM NPELOCTABMEH MOJIHbIN [OCTYN K MaHesNM yrpaBieHns.

2. Ecnu oTMeyYeH paHHbIN hnaXkoK, To Npu obpallleHnn K cepBepy C YKasaHHbIX HUxKe |IP-agpecos nonb3oBaTesnto
He TpebyeTca aBTOPU30BaTHCS, YTODObI OCYLLECTBIATL aAMUHUCTPUPOBAHME.

3. [aHHbIN hSIaXKOK 03HAYAEeT, YTO aAMUHUCTPATUBHBIN [OCTYN K YNPaBJIeHUIO CEPBEPOM OrpaHuyeH ToJibko |P-
afpecaMu, yKasaHHbIMU B CMIUCKE.

Bbl He MO)KeTe MeHSATb OMM1CaHHbIe Bbille HAacTPoKK. OHM LOCTYMNHbI 419 PEAAKTUPOBAHMWSA TOJIbKO
agMuHuctpatopy TrueConf Server V.

18.9. OTYéTHI

B pasgene OTueTbl cObpaHbl BCe XYypHasbl COObITUIA, CBSI3aHHbIE C M3MEHEHWEM HAacTPOeK CcepBepa,
NMOAKIIOYEHNAMM K HEMY, @ TaKXKe MpoBeAeHNeM Ha HEM BULEO3BOHKOB 1 KOH(EpPEHLNI.

Bce oTuéTbI NpeacTaBnatoT coboi TabsMyHble AaHHbIe, B KOTOPbIX BPEMS KQXKA0ro CobbITUS 0TOBpaXkaeTcs B
COOTBETCTBUM C BbIGPAHHBIM B MPEANOYTEHUSX HaCOBbIM MOSICOM .

Hap Bcemu Tabnunuamm, Kpome cBefeHNUIA O MOLKITIIOHEHUSIX K CEpBepy, 0TObparkatoTcsa nons ans punbTpauum
LaHHbIX. TakKe Bbl MOXKeTe COXPaHUTb B popMaTe csv JIloboM OTUET, KpOMe CNUCKa 3anuncen 1 Tabnuupl
MOLKJITOUYEHNIA, HaXKaB KHOMKY a .

Mpu KMKe Ha Ntoboli cTonbew Tabanubl CTPOKM ByayT OTCOPTUPOBaHbI MO 3TOMY CTONHLY MO YObIBAHMIO UK
BO3pacTaHuto. Tekyllee HanpaBfieHNe COPTUPOBKM ByfeT OTMEYEHO CTPENKOM pALoM C Ha3BaHMeM cTonbua.

Huyke npefcTaBreHo KpaTKoe ONvcaHne OTYETOB, NoApPobHee MHTepdenc paboTbl C HUMM OMUCAH B
PYKOBOACTBE afMUHUCTPATOpa.
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18.9.1. XXypHan cobbiTuni

B paznene XXypHan cobbiTuii Bbl MOXXeTe MPOCMOTPETb MCTOPUIO M3MEHEHUI CTaTycoB nosibsoBaTenein TrueConf
Server V 1 coctosiHua paboTbl BKC-cepBepa. MNpu Boibope B Tabnvue onpenenéHHoro cobbiTns B NpaBoit YacTu
CTpaHULLbl 0TO6pa3nTca NofpobHas MHGOPMaLKMS O HEM.

18.9.2. UcTtopus 3BOHKOB

,DJI;I OTO6pa)+(EHI/IFI CNMCKa npowenuwnx N akTUBHbIX C€aHCOB CBA3U nepeﬁnMTe B pasnen MCTOpVIFl 3BOHKOB.

3,El,er Bbl MO>XeTe NMPOCMOTPETb AaHHbI€ O KaXXOOM CeaHCe BNOEeOCBA3N: ID ceccnun, BpemMd CtapTa U OKOHYaHUA,
NpOoAOIDKUTENbHOCTb, KONNYeCTBO Y4aCTHUKOB, TrueConf ID Bnagenbua, pexxkmMm, a Takxxe 1D KOHCII)epeHLll/IM.

Ha>kas Ha ID ceccuu, Bbl OTKpoeTe B HOBOW BKIaAKe CTPaHULy C MOAPO6HBIMU CMIMCKaMU MPUFIAWEHHbIX
noJsib30BaTesIel U Y4aCTHMKOB, @ TaKXKe KHOMKOW E ON§ nepexopa K UcTopuu vaTa.

18.9.3. CoobLyeHuns yaTa

B pasnene COOGIJJ,GHVISI YaTa OTO6pa)'K36TCF| NCcTopunda BCcex nepennCcok Mexxay nonb3oBaTesiaMn Ballero TrueConf
Server V, B TOM 4ncne 1 B YaTax rpynnoBbiX KOHpepeHLUi.

18.9.4. UsMeHeHUsa HacTpoeK

YT06bl OTKPBITH UCTOPUIO pefakTpoBaHusa napameTpos TrueConf Server V, nepeiiante B pasnen MiamMeHeHus
HacTpoek. TakxKe 34ecb 0TobparkaeTcs co3faHne/ynaneHve rpynmnoBbiX KOHMEPEHLMIA U UBMEHEHME UX
napameTpoB alMUHUCTPATOPOM CepBepa.

18.9.5. 3anucu KoHdepeHuui

B pasperne 3anucu koHdepeHLMnii Bbl MOXKeTE MPOCMOTPETb CMMCOK BCEX COXPAaHEHHbIX HA cepBepe 3anncem
BMA,E03BOHKOB Y KOHepeHLU € NogpobHON MHOPMALIMEN O KaXKOON U3 HUX.

YTo6bl CKaYaTb UMM NPOCMOTPETH aiisi 3anucK, UCMonb3yiTe COOTBETCTBEHHO KHOMKM W 1 P

18.9.6. MopgknioueHus

[lna npocMoTpa cTaTUCTMKK nogkitoveHmin Kk BaweMy TrueConf Server V nepeligute B pasgesn MNoaknioveHus.
TaMm oTobparkaeTcs MHGopMaLMsa 060 BCex NMOLKIIYEHNSX K CEPBEPY C MOMOLLbIO KITMEHTCKUX NMPUITOXEHUI UK
yepes bpaysep no TexHosorun WebRTC.

HakMuTe Ha HY>KHYIO CTPOKY AJ1 0TobparkeHnsa NoLpobHOM MHOPMaLIMM O BbIBPAHHOM MOLKIIIOYEHWN.

© 2010-2024 AO «TKC». Bce npaBa 3awumiieHbl. www.trueconf.ru 162


https://trueconf.ru/blog/baza-znaniy/kak-polzovateli-mogut-prisoedinyatsya-k-konferentsiyam-trueconf.html
https://trueconf.ru/blog/baza-znaniy/kak-polzovateli-mogut-prisoedinyatsya-k-konferentsiyam-trueconf.html#i

